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Executive Summary 

This report aims to present the framework for evaluating the economic impact of cyber-attacks and to 

present cyber-insurance as a risk mitigation method. To formulate a robust methodology for the 

economic evaluation of cyber-attacks, related literature and existing methodologies are being 

discussed in order to gather exploitable insight on how cyber-attacks affect organisations. The 

mechanics behind cost accumulation due to cyber-attacks are utilised to form a connection between 

cyber harms and the impact they potentially inflict. Essentially, identification of the types of cyber-

attacks, the damage they may cause, the actions organisations need to take post-attack, and the way 

damages and actions can be expressed in monetary values, form the basis of the described 

methodology. 

This general approach is adjusted to the context of the FORESIGHT project taking into consideration 

the use cases that are being developed. Varied training scenarios that simulate diverse infrastructures 

are to be evaluated, creating the need for a malleable methodology that is able to assess the different 

scenarios and levels of trainee performance. This is achieved by combining theoretical elements 

revealed by research with information gathered from the cyber ranges that describe the actual training 

scenario. The methodology relies on existent knowledge on how cyber-attacks affect organisations 

and the application of this knowledge, with the necessary adjustments, to evaluate the simulated 

exercises.  

Additionally, cyber-insurance is also examined as it can play a crucial role in mitigating incurred losses 

in the aftermath of a cyber-attack. Even though the field of cyber-insurance is not in its infancy there 

are unresolved issues that influence its role, mainly the lack of understanding on the exact costs of 

cyber-attacks and the need for greater clarity on the coverage of cyber policies. As a result, providing 

accurate economic assessment not only allows the evaluation of cyber-attacks but also enables better 

performing cyber-insurance policies. The economic evaluation of cyber-attacks conducted by 

FORESIGHT will provide useful insights on the subject of cyber-insurance and assist with the 

clarification of what types of risks should mostly attract attention. 
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1 Introduction 

1.1 Overview 

The scope of this deliverable is to present the framework to be employed by the FORESIGHT platform 

to perform the evaluation of the economic impact of cyber-attacks. A stepwise methodological guide 

is provided, that draws knowledge from other well-known cyber-attack costing methods as well as 

major technoeconomic concepts. Considerable effort is being made to establish a broad methodology, 

able to be expanded and applied in different circumstances, but flexible enough to examine and 

incorporate all the FORESIGHT characteristics highlighted by the project’s use cases and goals. Thus, 

usable aspects of existent cost assessment methodologies are explored in conjunction with the 

project’s material that is related to learning objectives, associated risks, technical capabilities, 

architectural details and more. Additionally, cyber-insurance is studied as a risk mitigation method 

analysing the ways it can protect organisations losses in the aftermath of a cyber-attack. The types of 

cost coverage and the how cyber-insurance can be best utilised by organisations are examined in the 

context of the economic impact assessment. The analysis in this deliverable purposefully remains at a 

high level as the aim is to provide the framework and not discuss the intricacies of the platform as a 

whole. Nonetheless, in this document a concise methodology is described that enables the calculations 

to be performed in later developmental stages of the project. 

The methodology presented in this deliverable will be applied in the use cases defined in each of the 

training programs. The details will be presented in the upcoming deliverable D5.5 when more 

information is available for each of the use cases (D6.2 for the aviation use case, D7.2 for the power 

grid use case, and D8.2 for the naval use case). Another source of information that is required to assess 

the impact will be collected from the risk analysis (D5.3). The detailed methodology for each use case 

will contain confidential information (and data). These will be presented in D5.5 that is already 

classified as EU RESTRICTED. 

1.2 Relation to other tasks and deliverables 

This deliverable is related to the following other FORESIGHT tasks and deliverables: 

Provides outputs to: 

Table 1. Outputs to other FORESIGHT deliverables 

Deliverable Number  Deliverable Title  Relation  

D5.4 Modules for economic 

impact (I) 

Provides the methodological 
framework 

D5.5 Econometric models for 

assessing cyber-security 

measures 

Provides the methodological 
framework 

D5.6 Modules for economic 

impact (II) 

Provides the methodological 
framework 
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1.3 Structure of the deliverable 

This deliverable is organised as follows: Chapter two presents a review of literature and methodologies 

utilised to evaluate the economic impact of cyber-attacks; Chapter three presents the methodological 

framework to be utilised for the evaluation of the economic impact of cyber-attacks; Chapter four 

present cyber-insurance as a risk mitigation technique and finally, Chapter five concludes this 

deliverable. 
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2 Threat and impact review 

The assessment of the economic impact of cyber-attacks is a complex task that inherits all the 

intricacies that arise when identifying the ways in which a cyber-attack can potentially impact an 

organisation. There exist several types of cyber-attack techniques that can pose alternate threats 

which are likely to cause varied economic damages. In this regard, it is useful to conduct a quick but 

comprehensive review on the most utilized methods that cyber-attackers employ and how these have 

been found to economically impair organisations.  

The following Table 2, shows types of cyber threats that are commonly encountered and the impact 

they can have on an affected system, more type of attacks are described in D2.1 of the FORESIGHT 

project [1].  

Table 2. Common types of cyber threats/impacts identified 

Type of Cyber Threat Possible Impact 

Malware Data corruption\System takeover 

Spyware Data Loss 

Phishing Attacks Data Loss 

DDoS Inability to provide services 

Ransomware Data Loss\Economic Loss 

Zero-day exploits Data corruption\System takeover 

Advanced persistent 
threats 

Data Loss\Economic Loss 

Trojan System Takeover 

Cryptojacking Performance hindrance 

Wiper attacks Data Loss 

Data manipulation Data Loss 

 

These are only some examples of cyber-attacks that, apart from being the most common, may also 

share similarities in the effect they can have. The impact that is generally described in the table can be 

further analysed to better understand the consequences of an attack. For example, in the case of 

cryptojacking as explained in [2], the main arising issues are performance related but performance 

issues can reduce worker productivity, increase electricity usage and cause heating issues all of which 

ultimately translate to monetary losses. Even in cases of ransomware, where the attack is more directly 

connected to economic value (i.e. a lump sum is demanded for the retrieval of data) there is ambiguity 

regarding the actual value of data for the affected organization. Knowledge on what is the actual cost 

of recreating lost data would be a defining decision-making parameter on whether succumbing to 

attackers’ demands is worthwhile or not.  
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In addition to understanding the value of assets, it is also necessary to comprehend the processes that 

come as a response to a cyber-attack such as investigating, damage control and more. These are time 

consuming and costly procedures that are part of the total cost incurred. At the same time, various 

costs can be categorized into tangible and intangible costs. Tangible costs are those directly affecting 

an organization, for example damaged equipment, restoration of lost data, legal costs and more. 

Intangible costs on the other hand may include damage to reputation, customer turnover, additional 

employee stress etc and are also harder to estimate. The severity of these issues can range depending 

on the scale of the attack but also rely on the organization affected as small and medium sized 

enterprises (SMEs), for example, may lack the capacity to sustain damages compared to their larger 

counterparts but face similar risks [3].  

Despite differences in scaling, when evaluating the impact of a cyber-attack there is a common 

perspective in identifying which are the cost driving factors. This holds even as different methodologies 

are employed to assess the cost of cyber-attack. In [4], activity-based costing is used to calculate the 

cost of data breaches, a methodology that identifies activities that are performed as a response to a 

cyber-incident both immediately but also after the fact. In a similar approach to the previously 

mentioned tangible and intangible costs, direct and indirect costs are defined along with a series of 

actions that the affected organization needs to take in order to overcome the attack (Table 3). 

Table 3. Data breach response activities [4] 

Immediate Response Aftermath 

Investigate cause of breach Audit and consulting 

Determine victims Legal services for defence 

Organize incident response team Legal services for compliance 

Communication and public relations Free/discount services for victims 

Prepare notice documents Identity protection services 

Call centre procedures Response to customer turnover 

 

These activities are divided into four bigger categories, described as “cost centres” in the report, that 

help distinguish the costs that the threatened organization incurs, as shown in Table 4. 

Table 4. Data breach response cost centres [4] 

Cost centre 

Detection and escalation 

Notification 

Ex-post response 

Lost business 
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A different approach is followed in [5] that uses a stochastic probabilistic maximum loss model, a 

methodology that estimates the proportion of the total value that is lost as a result of a threat. In this 

approach, the need to define which factors are inflicting losses to organizations that suffer cyber-

attacks is also highlighted. Examples are categorized in primary and secondary economic effects as 

shown in the following Table 5. 

Table 5. Economic impact of data breach [5] 

Primary effects Secondary effects 

Forensics Reputational losses 

Notification Loss of intellectual property 

Legal defence Additional staff needs 

Regulatory related costs Equipment upgrade 

Lost income Policy restructuring 

IT staff overtime  

Lost records  

 

In [6], the cyber value-at-risk methodology is utilized to calculate the economic impact of cyber-attacks 

on a sectoral level. It is a statistical method of estimating the degree of risk that characterizes certain 

assets. Additionally, a grouping of assets, threats, and impacts is performed allowing the comparative 

analysis across organizations while establishing a general understanding of cause and effect (Table 6). 

Table 6. Asset, threat, and impact categories [6] 

Asset Threat Impact 

Operational continuity Availability of systems related to operations Income 

Control integrity Control over assets or products Assets 

Intellectual property Competitive advantage from IP Equity 

Strategic information Company confidential information Growth 

Third party information Confidential information on third parties, client loss Market share 

Privacy related information Confidential information, client/talent loss Market share 

Liquidity integrity Financial fraud, direct losses Liquidity 

 

The conclusion drawn, while examining methods of calculating the economic impact of cyber-attacks, 

is that a qualitative assessment of how threats affect organizations is a necessary condition before 

proceeding to actual cost calculation. This is also reflected in [7] that performs surveys to evaluate 

costs but relies on the cost framework for cybercrime, shown  in Figure 1, to establish a common 

perspective between survey participants.  
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Figure 1. Cost framework for cybercrime [7] 

A more comprehensive approach on the cost calculation of cybercrime is given in [8] which studies the 

tangible cost of data breaches. The additional methodological step performed, compared to the 

methods referenced in the previous paragraphs, is the connection of cost drivers to personnel, salaries, 

and working hours, consequently forming the basis for a more adaptable and tractable model. In other 

words, the effort is to understand what needs to be done, by whom, and what is the amount of effort 

needed for each task to be performed. Table 7 demonstrates the involved roles during a cyber-attack 

response and the related personnel. 

Table 7. Data breach response roles and personnel 

Roles Personnel 

IT & IT security roles Systems engineers, Security engineers, IT tester, IT 
manager, Training officer 

Risk, policy, and HR roles Risk officer, policy officer, compliance officer, risk 
manager, lawyer 

Customer facing roles Customer service manager, media relations, desktop 
support 

Administrative assistant roles Executive assistant, administration assistance 

Management, executive and 
c-level roles 

Project manager, c-level, executive manager 

 

Hourly rates are also defined but not depicted in the above table as it is outside the scope of this 

deliverable.  The publication also presents case studies on how the roles described can be leveraged 

to calculate data breach costs, a process described briefly in Figure 2.  
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Figure 2. Cost calculation methodological steps 

Completion of the described steps is followed by the calculation of the tangible costs incurred by the 

affected organization, multiplying rates to working hours and deriving their sum. The authors also 

consider intangible costs to be an overstated portion of the total cybercrime cost while providing some 

evidence based on stock prices. Nonetheless, cyber-attacks are found to negatively affect firms 

indirectly as described in [9] which studies the results of data breaches. In particular, the authors 

observe a negative abnormal return during a three-day window following a cyber-attack 

announcement while sales growth is hampered within a three-year span. Additionally, credit ratings 

and shareholder net worth decrease as probability of bankruptcy and cash flow volatility increase. Of 

course, these effects are influenced by firm attributes, such as size and sector, and it is understood 

that the way an organization is affected may differ based on the situation. The conclusions drawn in 

this publication are based on empirical research and no examination on tangible costs is being 

conducted. 

The element of uncertainty is addressed in [10], as the authors incorporate the likelihood of a breach 

occurrence in a consolidated model that is based on pre-existing cost calculators. A process of cost 

factor identification and categorization takes place, deriving the factors from the existent calculators 

and utilizing a judgemental analysis to assess factor significance based on risk. The significance exerts 

influence on the cost components that are used to calculate total costs which are divided into two 

major categories, a) security costs due to data breach and b) security costs regardless of data breach. 

The first category includes costs that are incurred when a breach actually takes place while the second 

relates to costs that are sustained even if a breach does not take place (e.g. defense mechanisms).  

As observed in the examined methodologies, a crucial part of performing the cost assessment of cyber-

attacks is the well-founded understanding on the ways an organization is being affected by the attack. 

The ability to create a comprehensive list of all possible damages, allows to quantify most types of 

costs or at least to understand the possibility of disparities between assessment and actual costs 

incurred despite difficulties in the calculation of intangible costs.  

In this scope, [11] makes a consolidated effort to create a taxonomy of cyber-harms (i.e. “the damage 

that arises as a direct result of an attack conducted wholly or partially via digital infrastructures”), while 

arguing that an organized taxonomy would help organizations not only recognise their assets and link 

them to types of harms but also measure said harms and assess related security measures. The authors 

underline the lack of tractable methodologies, able to accurately monetize the impact of cyber-attacks, 

as they proceed to identify five broad types of harm and sub-types as depicted in Figure 3. Finally, they 

propose six methodological steps that an assessment model should follow based on their proposed 

taxonomy: (a) identifying core assets; (b) identifying direct harm to assets; (c) determining the 

stakeholders that hold an interest in direct harm; (d) identifying different types of cyber-harm 

occurring from the direct harm; (e) measuring the overall indirect harm (i.e. propagating harm) for all 

the stakeholders; and (f) understanding this variety of cyber-harm and security controls in place that 

might be able to treat it. 
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Figure 3. Cyber-harm taxonomy 

The examination of a variety of models will allow the development of a well-rounded methodological 

perspective, able to incorporate perspectives that are commonly utilized and thus, can be valued as 

necessary for a model that looks to assess the costs of cyber-attacks. The commonalities that appear 

in the models discussed, mainly relate to the theoretical approach of the costing process and 

particularly to the preliminary analysis that identifies cost categories and cost drivers. Every piece of 

information drawn from this review is assessed while establishing the methodology for the assessment 

of the economic impact of cyber-attacks. 
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3 Assessing the economic impact of cyber-attacks 

3.1 Brief description of the methodology 

In this Section, the general principles of the methodology to be utilized for the assessment of the 

economic impact of cyber-attacks are described looking to provide a solid overall understanding before 

delving into a more detailed analysis. The approach to be followed, borrows elements from the 

methods discussed in Chapter 2 along with foundational cost estimation concepts employed in 

technoeconomic analysis. The goal is to set a general framework for the assessment of the economic 

impact of cyber-attacks in an organization, which can then be adjusted to the more specialized needs 

of the FORESIGHT project.  

The economic impact assessment will initially consider actual activity within a FORESIGHT cyber range 

(CR) following a realistic approach in evaluating the outcome of the training scenario. If information 

regarding training scenarios are less deterministic in terms of possible cyber-incident outcomes, then 

stochastic estimations shall also be considered. Thus, a use case based perspective will be followed 

since CRs provide specific capabilities which characterise the training scenarios.  

For this purpose, a series of methodological steps are defined that will enable the comprehension of 

the parameters that constitute the main cyber-attack cost drivers which in turn facilitate the 

calculation of the expected costs incurred.  

1. Assets 

All assets deployed by the CRs as part of their replicate architecture that implements the training 

scenario are identified. As assets we do not consider, for example, the virtual machines (VM), but 

the components/applications/services/data hosted within the VM. It is necessary to fully 

understand the structure of a training scenario and provide a foundation for the identification of 

potential harms. 

2. Possible incidents 

Possible incidents in case of compromised assets are identified, creating a connection between 

architectural components, cyber-threats, and outcomes in the context of the economic 

assessment. The incidents explored shall include all possible cyber-attack outcomes such as data 

breaches, ransomwares as well as physical destruction, accidents etc. 

3. Immediate damages and post incident damages 

To economically assess a cyber-attack, we need to establish a concise understanding of the 

possible economic damages an organization could suffer. For each possible incident, damages 

should be identified and categorised either as immediate damages or post incident damages. This 

categorization helps separate the costs accumulated during the attack from the costs incurred in 

the aftermath, while also allowing for attack specific post incident response actions and 

subsequent damages. For example, a ransomware attack possibly deals with data recovery issues 

while a data breach could include regulatory and legal implications. 

4. Cost Drivers 

Cost drivers are the parameters that influence the intensity with which costs accumulate, 

constituting one of the most important aspects of the economic impact assessment model as they 

help establish a direct relation between cyber-attacks and monetary losses. For example, the 
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hourly rates of the personnel responsible of responding to a cyber-attack are a direct indicator of 

the costs expected to be incurred as a result of an attack. 

5. Training scenario analysis 

The training scenario is analysed both in terms of static and dynamic parameters that affect its 

outcome. Static parameters refer to the architectural design that describes the assets that are 

incorporated (on a use case basis) while the dynamic parameters describe what exactly occurred 

during the training simulation. In other words, it needs to be understood which assets were part 

of the scenario, which were compromised and what was the end result of this compromise. 

6. Cost calculations 

The final step that concludes the assessment process is the mathematical calculation of the total 

cost incurred expressed in monetary terms. The calculations utilize conclusions drawn from all the 

previous steps and which produce scenario specific matrices that identify the use case related 

cost parameters and cost drivers, producing through multiplication the economic assessment.  

   

The methodological steps described above are divided into static and dynamic ones, based on their 

frequency and data needs. In particular, static steps are performed only once and formulate a fixed 

computational framework while dynamic steps are performed each time an assessment is being 

conducted utilizing use case and scenario related information. Figure 4 provides a graphical 

representation of the steps and their procedural role within the overall methodology.  

The static part of the process includes the identification of Assets, Possible incidents, Immediate 

damages/Post incident damages, and Cost drivers, gathering the necessary information to create a 

costing model that can handle the assessment of the possible cyber-attack scenarios. On the other 

hand, the dynamic part is repeated each time an economic assessment is being conducted, drawing 

relevant input from the static analysis subsequently receiving feedback from other Foresight 

components that provide specificity regarding the training scenario. 
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Figure 4. Economic impact assessment methodology 

 

3.2 Identification of assets 

A quintessential methodological building block of economic assessment models is the accurate and 

thorough identification of all assets that comprise the architecture of the system that is being 

examined. In the case of the FORESIGHT project, the assets that are deployed in the CRs are to be 

enlisted in order to generate the basis of the economic analysis. Every asset is examined as a potential 

part of the simulated scenario’s attack surface, liable to be directly affected by a cyber-attack, 

potentially leading to more serious implications. Regardless of the outcome of a cyber-attack, affected 

assets may need to be recovered or replaced and thus detailed knowledge of all assets is needed to 

evaluate the costs incurred in all cases. The list of assets will be created for all three FORESIGHT use 

cases, dealing with the airport, power grid, and naval infrastructures and are expected to include all 

components that are used to realistically simulate the training scenarios. The assets will be utilized 

both to understand the economic damages in the final stages of the calculations, but also in earlier 

stages alongside the conclusions derived from the risk analysis, as a guideline to efficiently identify the 

cyber incidents and their outcomes.  

Table 8. Indicative list of assets 

Asset name 

Workstations 

Switches 
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Asset name 

Routers 

Firewalls 

SCADA 

PLC 

Power management 

Business/Personal data 

 

Table 8 shows an indicative list of assets that can be used to provide an understanding on what is 

considered an asset in the context of the economic evaluation. 

3.3 Cyber incident outcomes 

Having established a thorough knowledge of the use cases scenarios and their architectures, one is 

able to create a bridge between assets and cyber-harms. This is the purpose of the process that aims 

to identify the ways that an organisation can incur losses as a result of a cyber-attack. This step 

together with the previous step (Section 3.2), are highly important in the process of modelling an 

assessment model that is truthful to the real-life implications of a cyber-attack. It is not sufficient to 

separately compute the economic impact from the risk that several assets can pose to an organisation 

while far more serious implications could be at stake. A malfunctioning navigation system on a vessel, 

for example, could cause economic losses that exceed those of a compromised asset if the issue 

remains unresolved for long enough to delay the vessel, cargo delivery etc. If the attack on vulnerable 

assets leads to a data breach then in this case, the costs incurred will be greater as are the 

consequences. Of course, the list of possible cyber-attack outcomes will be in accordance with the 

training scenarios that are being evaluated and will need to take into strong consideration the 

capabilities of the FORESIGHT CRs as well as the objectives set by the trainer and the narrative adopted 

by each training scenario evaluated. 

Table 9. Indicative list of cyber incident outcomes 

Outcome 

Data breach 

Data loss 

System damage 

Accident 

Operations disruption 

Injuries 

 

The reasoning behind the need to define specific outcomes is that certain types of incidents might 

require different response actions for the resolution of the cyber-attack and subsequently activating 
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distinct cost types. But to form connections between incident outcomes and costs, response actions 

need to also be defined. Cyber incident outcomes will be able to be associated to appropriate response 

actions, deriving this way the relevant costs. 

3.4 Immediate damages/Post incident damages 

The possible costs are divided into two major categories based on the nature of the occurrences that 

initiate their accumulation. These categories are characterised as immediate damages and post 

incident damages. The immediate damages include all costs that arise during the cyber-attack that 

directly relate to the identified assets from Section 3.2, which are indicatively listed in Table 10. 

Table 10. Indicative list of assets related immediate damages 

Immediate asset damage 

Recovery 

Patching 

Update 

Replace 

Downtime 

 

These types of damages are directly associated to the assets and are incurred regardless of the final 

training scenario outcome since an asset can be compromised while the attack is successfully defended 

by the trainee. On the other hand, the total costs of a successful attack are not limited to asset related 

costs as discussed in Chapter 2. A series of response actions need to be taken post-attack to ensure 

proper recovery and cyber-hygiene, always considering the type of cyber-attack succumbed. The 

following Table 11 shows some examples of costs incurred in the aftermath of a cyber-attack. 

Table 11. Indicative list of post incident damages 

Post incident damages 

Investigation/Forensics 

Notification 

Regulatory 

Legal 

Consulting 

New processes 

 

The essence of this methodological step is to identify all possible reasons why an organisation might 

suffer monetary losses and fully understand the circumstances under which these losses are incurred. 

The creation of a concise map that explains the connection between assets, cyber incidents, and 

damages will enable an automated computational process that evaluates the economic impact of 
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cyber-attacks. This is the purpose that the first three methodological steps serve, that being the 

creation of a “bundle” of possibilities among which an algorithmic mix-and-match will be conducted to 

form a cause-and-effect based analysis of the impact of cyber-attacks.  

3.5 Cost drivers 

Cost drivers are those parameters that explain how immediate damages and post incident responses 

can be translated into monetary values. Utilising the traditional perspective of technoeconomic 

models, each cost inducing factor within a model is accompanied by a parameter that describes how 

costs increase or decrease and for each type of damage as explained in the previous Section 3.4, such 

a relation is established. For example, legal costs may be expressed in lawyer working hours needed 

which are subsequently dependent on lawyer hourly rates. A simple multiplication can then provide 

the expected legal costs and it becomes apparent that most important is the clear definition of the 

cost drivers as no computational complexities are foreseen, rendering the overall task as mostly 

research oriented. 

The mapping of cyber-attack activities to respective types of damages and their connection to the 

relevant cost drivers, constitute the computational foundation of the model and the core of the 

methodology designed. Essentially, the static part of the methodology depicted in Figure 4 which 

includes the four steps discussed until now, forms the theoretical framework to be employed for the 

economic impact assessment. 

3.6 Training scenario analysis 

Due to the variety of CRs and types of training that FORESIGHT will incorporate, the economic impact 

assessment is designed to be agile, adaptable, and able to evaluate the different training scenarios 

based on the unified framework described above that principally explains how costs should be derived 

to achieve computational accuracy. To delve into detail regarding a specific training scenario that has 

taken place, information from other FORESIGHT components is gathered. The goal is to understand 

the specifics of the evaluated training scenario detailing asset status throughout the simulation, the 

activities that took place during the training, the performance of the trainee, the overall outcome etc.  

The information to be collected will depend on the individual capabilities of the CRs taking into 

consideration possible differences in maturity level. Regardless, a baseline shall be established 

regarding the information needed to describe and evaluate the scenario in what would resemble an 

after action report (AAR).  

Table 12. Indicative list of scenario related information 

Scenario information 

Assets compromised 

Degree of compromise/asset 

Duration of compromise/asset 

End status/asset 

Scenario outcome 

Trainee success/fail 
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Essentially, a complete description of all assets and their status for the whole duration of the training 

scenario as well as information that qualitatively describes the scenario and its outcome should be 

provided. This collection of data can be utilized to provide an economic assessment of the actual 

proceedings of a training scenario. The way it is used is briefly described in the following Figure 5. 

 

 

Figure 5. Scenario analysis example 

In this hypothetical example, suppose four assets as part of a simulated infrastructure and an AAR that 

reveals a loss of data inflicted. Asset #1 remains compromised and needs to be recovered and patched 

while asset #3 was destroyed due to physical implications and needs to be entirely replaced. The 

destruction of asset #3, also caused the loss of data that need to be recovered (possibly recreated) and 

at the same time an investigation takes place with the help of consultants to understand how the 

attack took place and whether further action is needed to promote cyber-hygiene. The working hours 

that need to be put into the described actions from professionals are calculated in addition to their 

hourly rates and the cost of asset replacement. The information gathered are sufficient to calculate a 

final cost in this hypothetical scenario.    

3.7 Cost calculation 

This final step includes simple algebraic calculations and relies on the previous steps to provide the 

required numerical data that through a series of multiplications and additions produce the final result. 

In case of uncertainty regarding outcomes and their costs, stochastic analyses and/or sensitivity 

analyses will be conducted in order to calculate the expected economic impact and realistically portray 

situations that are characterised by volatility of outcome between worst and best case scenario. A cost 

is calculated for every affected asset that needs to be recovered in some way and likewise for all post 
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cyber-attack actions taken. Through the addition of all individual calculated costs a total cost is derived, 

finalising the economic impact assessment. 

Part of the analysis conducted for the assessment of the economic impact of cyber attacks will be the 

evaluation of the costs and benefits of the different defence and mitigation mechanisms. These can be 

included as cost parameters within the cost modelling exercise in the case of pre-existing defensive 

mechanisms. The economic effectiveness of CR training will be inherently assessed as part of the 

economic impact evaluation by comparing positive to negative end results of the training scenario. 

Appropriate input from the trainee will need to be provided in order to evaluate the mitigation 

mechanisms being utilised in conjunction with the economic evaluation of the training scenarios that 

are being simulated. 
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4 Cyber Insurance as a risk mitigation technique 

Along with the emergence of the digital era and the subsequent issues caused by the actions of cyber-

criminals, the need for appropriate defence mechanisms has also become important for organisations 

that may suffer economically from cyber-attacks. As a result, cyber-insurance is gaining increased 

popularity as a measure to mitigate costs after the cyber-attack, which can be highly useful since it is 

unlikely that a system can be completely safeguarded from attacks. Even though cyber related 

insurance products exist since the 1990, it was only after a series of serious attacks in the early 2000s 

that the severity of cyber-crime started to be better understood. Along with novel issues of regulatory 

and legislative nature, this new reality underlined the need for protection against cyber-criminals and 

the adoption of appropriate risk management techniques [12]. 

As firms, organisations, and the global economy in general, started being increasingly reliant on the 

capabilities provided by the ICT sector, the risks associated with cyber-crime followed the same 

upward trend, further enhancing the possible benefits of cyber-insurance. Utilising well-known 

concepts from traditional insurance (e.g. first-party and third-party coverage) cyber risks related to 

assets, threats, vulnerabilities, likelihood of outcomes and impact and more, are defined to determine 

the specifics of an insurance contract as explained in [13]. The authors also underline the difficulties 

that are part of the process of the formulation of cyber-insurance products. Notably, the lack of 

standardised procedures that also need to consider a naturally fast changing technological 

environment, introduce difficulties in an already challenging field. Additionally, the task of estimating 

potential damages is characterised by great intricacy and as a result, complexities arise when cyber-

insurance contracts are to be assessed in terms of economic value and suitability. 

4.1 Cyber insurance transfer techniques & models 

Cyber insurance emerges as an important part of the insurance field and is able to exploit concepts 

that have been traditionally utilised by insurers. As more focus is being placed into cyber security, 

these concepts are expected to be expanded possibly along the creation of new more suitable 

insurance models. In this section some of the most popular models of insurance relevant to cyber 

security are being discussed. 

▪ Captive insurance 

A captive insurance company is a subsidiary insurer that provides risk mitigation to the owner 

company, providing detailed and well-suited services to the parent company. This approach 

may prove beneficial if the risk profile of the owner firm is diverse and suitable insurers are 

difficult to find. As a result, captive insurance can prove helpful in a cyber context as cyber 

risks are diverse with an array of potential harms that can be incurred [14]. 

▪ Reinsurance 

When an insurance company seeks to transfer part of its risk portfolio to other insurance 

companies, the reinsurers. It allows an insurer to claim back some of the losses incurred when 

fulfilling contractual obligations and is a useful way to provide stability and safety to insurance 

companies. As cyber attacks can have serious cascading effects that possibly affect multiple 

parties (see cyber accumulation in 4.3), reinsurance is able to provide a more stable and safe 

insurance environment for insured and insurer. The usefulness of cyber reinsurance is 

enhanced by the changing regulatory landscape around data protection [15]. 



D5.2 Economic impact of cyber-attacks and risk mitigation  

© 2020 FORESIGHT  Horizon 2020 | SU-DS01-2018 | 833673 

26 

▪ Co-insurance, Dual insurance, and Peer-to-Peer 

Similarly, to reinsurance, there exists several ways that help risk facing firms and insurers to 

better cope with the economic risk. Co-insurance and dual insurance can also provide greater 

safety than standard policies. Co-insurance distributes the risks between multiple insurers 

while dual insurance consists of overlapping coverage from a single insurer. Peer-to-Peer 

insurance in another type of insurance policy that allows to a group of beneficiaries to 

concentrate their resources in seeking insurance against similar risks. These types of insurance 

techniques can offer different angles at which risks are approached but might need more effort 

to be successful as complexity increases. 

▪ Catastrophe insurance 

Initially utilised to protect against high-impact and low-probability events such as natural 

disasters and terrorist attacks that are often excluded from standard insurance coverage 

policies. The model looks to calculate the likelihood of possible risks, and identify subsequent 

damages on the insured firm’s inventory producing a final result that describes potential losses 

[16]. The suitability of this methodological approach to cyber-attacks is explored in the 

literature and proves to be useful in providing a framework for the evaluation of scalable types 

of attacks such as data breaches [17]. Nonetheless, the uncertainty that accompanies cyber-

attacks makes it difficult to reliably quantify their likelihood and as a result, poses barriers in 

the effort to conduct economic evaluation. Actual cyber catastrophe scenarios are considered 

unlikely to occur, so catastrophe models are probably best suited as concepts to draw upon 

[18]. 

▪ Stochastic modelling 

Useful in cases were uncertainty is modelled, stochastic models employ variety of parameters 

aiming to produce a set of non-deterministic outcomes which are weighed by their probability 

of materialising [19]. Through the formulation of time series equation and randomised 

computational method such as the Monte Carlo method, it is possible to estimate the outcome 

of multivariate models. Cyber-attacks fit the above in being unpredictable and influenced by 

an array of factors that determine the economic losses that insurance aims to mitigate. 

▪ Actuarial modelling 

Utilising mathematics and statistics, actuarial models are expressed as systems of equations 

that aggregate loss distributions and approximate the risks that are affecting insurance 

policies. Commonly used in traditional insurance fields for pricing premiums, these models are 

reliant on historical data availability which is lacking in the field of cyber insurance. 

Nonetheless, the application of well-known and proven insurance risk methodologies in the 

field of cyber insurance is being examined trying to overcome the barrier of data unavailability 

[20], [21]. 

Cyber insurance firms utilise the aforementioned techniques and models, among others, to estimate 

the risks that characterise organisations and then provide the appropriate insurance products to the 

interested parties. Even though they are suitable in addressing the needs of cyber related risks, they 

are also dealing with the innate issues of cyber-insurance discussed in 4.3 

4.2 Cyber risk mitigation 

To better comprehend the capabilities of cyber-insurance, it is useful to identify what types of coverage 

cyber-insurance may provide and to draw comparisons to the cyber-harms that an organisation may 
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suffer. This process can provide the necessary context for organizations that strive to understand their 

insurance needs, bounding their costs. The European Insurance and Occupational Pensions Authority 

(EIOPA) provides invaluable insights in that regard in its survey on the cyber-insurance market that was 

conducted in the form of a structured dialogue with insurance groups across Europe [22]. In Figure 6, 

a list of cyber risks covered by cyber-insurance firms is depicted, which is expressive of the multitude 

of issues that might need resolving during or after a cyber-attack. All the risks depicted in the figure 

are commercially identified and may be covered by the cyber insurance industry and constitute types 

of risks that cyber insurance can mitigate. Understandably, an organisation might need to cover various 

possibilities and outcomes to be able to shield itself economically against an attack. Suitability of 

coverages to the insured party’s needs is an essential part of providing effective safety measures 

against cyber attacks. 

 

Figure 6. List of insurance coverage categories 

Apart from their identification, cyber-risks are typically divided into two categories by insurance firms, 

namely affirmative and non-affirmative risks. Affirmative risks refer to those risks already discussed in 

several segments of this document (either first or third-party) that are clearly defined as part of 

insurance policies, while non-affirmative risks (or “silent”) refer to “instances where cyber exposure is 

neither explicitly included nor excluded within an insurance policy” as defined by EIOPA. Non-

affirmative risks constitute a key industry issue (Figure 7) and may represent a significant portion of 

incurred damages but are hard to quantify. For organisations that look to acquire the safety net that 

insurance is able to provide, it is crucial to precisely understand exactly what is covered by cyber-

insurance. 
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Figure 7. Key concerns of cyber insurance firms [22] 

 

The following figure depicts some of the possible non-affirmative risks that are considered within the 

context of cyber insurance, highlighted from the experience drawn from facing notable cyber-attack 

cases such as WannaCry and Petya. 

 

Figure 8. Non-affirmative risks examples [23] 

All the risks and concerns mentioned in this section are to be considered when evaluating insurance 

policies as a firm seeking coverage or as an insurer that evaluates the economic value of a possible 

future contractual agreement. 

4.3 Issues regarding cyber insurance 

Apart from the individual issues of transfer techniques and insurance models that generally exist, cyber 

insurance firms are intrinsically dealing with the added ambiguity that characterises cyber insurance, 
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resulting from lack of experience, information asymmetry, lack of statistical data and more [24]. 

Moreover, not only is it difficult to assess non-affirmative risks but there is lack of clarity regarding 

which among them are part of insurance products. The uncertainty that is part of the non-affirmative 

risk assessment is recognized as one of the important aspects of cyber insurance normalization as 

discussed in [25] by the EU-US Cyber Insurance Working Group. The working group aims to establish 

an environment of cooperation and expertise sharing on aspects related to cyber insurance and in this 

process underlines the value of clarifying affirmative cyber exposure. Lack of transparency can lead to 

conservative insurance policies that possibly lack in risk mitigating capabilities and create uncertainty 

for policyholders who may not exactly know what their insurance covers. On the other hand, insurers 

face the serious issue of cyber accumulation risk, meaning the aggregation of costs resulting from a 

cyber-attack that affects multiple organizations and/or is responsible for cascading effects that can 

cause high third party losses. To better comprehend accumulation of risks, consider an attack on a 

cloud infrastructure provider that results in business interruption for the provider as well as its clients, 

possibly creating an unbearable situation for insurance companies. As interconnectivity and IoT are 

becoming a reality, risk accumulation becomes increasingly important. Thus, clarity is essential in 

establishing a framework for the cyber insurance market to flourish, providing concrete context on 

what is included and what is excluded from insurance policies. The insurance industry, nonetheless, 

has the ability to address non-affirmative risks by directly exploring the issue and incorporate its 

understanding into their policies (Figure 9). Insurance companies can either actively change their 

insurance policies to become clear and shed the ambiguity that accompanies non-affirmative risks 

(solution-oriented actions). But, they can also vouch for mitigating the impact that non-affirmative 

risks pose on themselves, mostly through reinsurance (mitigations actions). Finally, and somewhat 

problematic, some insurance firms take no actions towards solving the issue (no actions). Even though 

the cyber insurance sector is moving towards the right direction, the fact remains that often enough, 

cyber risks are not included or excluded in insurance coverage policies, further enhancing the lack of 

robustness in the industry. 
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Figure 9. How insurers address non-affirmative risks [26] 

Having discussed the most important aspects of cyber insurance, one can naturally conclude that to 

coherently evaluate cyber insurance needs, knowledge of the economic impact of cyber-attacks is a 

prerequisite alongside a thorough understanding of the risks that an organization is facing as well as 

their likelihood.  

As seen in Chapter 2 though, existent methods of cyber-attack evaluation may lack the desired 

adaptability to be readily available to be employed by various types of organisations. The FORESIGHT 

project aims to provide such adaptability as well as exploitable information and clarity on cyber-

insurance related subjects. Trainee performance and training scenario outcomes will be able to be 

examined in the context of cyber insurance, leveraging the quantitative information provided by the 

economic evaluation of cyber-attacks.  

4.4 Using cyber insurance as risk mitigation tool 

Insurance is an effective way to manage risks as it allows to deal with the inevitable unpredictability of 

life. Cyber-crime has become a factual part of the risks that organisations face and news reports of 

cyber-attacks and their impact are surfacing with increasing frequency. It is also important to note that 

seemingly, all types of organisations are a possible target ranging from tech giants [27], to hospitals 

[28] and SMEs [29] with the probability of suffering catastrophic losses in the process. Additionally, 

there exist several for cyber-criminals to hurt organisations and likewise, cost accumulation is also 

varied. As a result, organisations face a diverse risk portfolio which is reflected on the economic 

damages in case these risks become a reality. Having the ability to transfer part of their risk portfolio 

to a third party can be crucial. To able to do so in an economically efficient manner, organisation need 

to have sound knowledge of their potential risks and losses. This task is often undertaken by insurance 
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companies as described in [30] but as discussed in 4.3, insurance policies do include levels of 

obfuscation that can create issues when it is time to file claims. 

 

Figure 10. Framework for use of cyber insurance as risk mitigation tool 

Figure 10 presents a general framework of how organisations can use cyber insurance as a risk 

mitigation tool. As discussed, it is important to have good understanding of one’s weaknesses and the 

associated risks as well as the damages that come as a result. Also, it is useful to establish which of 

those risks can be addressed somehow internally and at what cost. Having conducted an internal 

assessment, the expertise of cyber insurers can be employed which should provide valuable feedback 

on the risks the organisation is facing and estimate the associated costs. The insurer shall offer 

insurance products that cover risks at a certain cost and the organisation can conduct a comparative 

analysis and evaluate what type of coverage is needed or not by examining the information at its 

disposal having the ability to select the most suited type of insurance for each particular situation. 
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5 Conclusions 

In this deliverable the framework for the assessment of the economic impact of cyber-attacks has been 

described. The methodology follows the most popular principles that have emerged in the research 

and business world as well as important concepts from technoeconomic analysis. The essence lies in 

the thorough understanding of the types of cyber-attacks and the ways they can hurt an organisation. 

The cyber harms are also examined to define their economic impact in a process that connects attacks, 

damages, and response actions in translating them to monetary values. As discussed, to evaluate a 

cyber-attack scenario, all ways of cost accumulation need to be identified and subsequently be 

available to be situationally utilised as different infrastructures and scenarios are being evaluated. 

Having established a general database of knowledge that explains what happens within an 

organisation when a cyber-attack occurs, allows the evaluation of detailed examples such as the 

FORESIGHT training scenarios.  

For the scenario specific evaluation to be performed, the need to draw information describing the 

details of the scenarios also emerges. Information on the infrastructure, the trainee performance, and 

damages incurred will provide the ability to narrow down which cost drivers are relevant for the 

assessed scenario. The general principle of the methodological approach is the ability to draw from a 

greater selection of cause and effect entities that are capable to describe what exactly occurred during 

a training exercise. Knowing possible situations and their impact combined with scenario specific 

information allows the ability to draw conclusions on the economic impact on the training scenario. 

This way the methodology can adapt to the variety of training exercises that FORESIGHT aims to 

provide while also adapting to the different outcomes that emerge as a result of different levels of 

trainee performance. 

The aforementioned are closely related to the field of cyber insurance which has emerged as a valuable 

risk mitigating solution, but still faces difficulties mostly stemming from the fact that there lies great 

ambiguity in estimating the exact costs of cyber-attacks and lack of clarity on which costs are part of 

insurance policies or not. Cyber-insurance is expected to play an increasing role in the future as cyber-

crime is maintaining its aggressiveness. The utilisation of the FORESIGHT platform will enable the 

evaluation of the types of post-attack protection services that an organisation mostly needs helping 

the threatened organisations to understand their needs and the insurers to provide services of greater 

quality with less uncertainty. 
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