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Executive Summary 

FORESIGHT aims to develop a cyber-range solution to enhance the preparedness of cyber-security 

professionals at all levels and advance their skills towards preventing, detecting, reacting and 

mitigating sophisticated cyber-attacks. This is achieved by delivering an ecosystem of networked 

realistic training and simulation platforms that brings together unique cyber-security aspects in three 

domains, aviation, smart grid and naval. The FORESIGHT platform will extend the capabilities of 

existing cyber-ranges and will allow the creation of complex cross-domain/hybrid scenarios to be built 

jointly with the IoT domain.  

This Deliverable is the first deliverable of WP3. It is related to T3.1 that is described as follows: “This 

task will cover the full range of possible societal, ethical and legal concerns related to the research, the 

development of the cyber range and its operation. Special attention will be given to issues surrounding 

data protection. This task includes a red-teaming exercise to ensure that the identification of relevant 

societal, ethical and legal issues for consideration is going beyond state of the art.”  
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1 Introduction 

  Overview 

The purpose of this deliverable is to provide an overview about potential societal, ethical and legal 

concerns related to the development of the FORESIGHT project and the operation of technologies and 

the related platform. FORESIGHT aims to develop novel methods and tools to train security 

practitioners to deal with highly sophisticated attacks as well, prevent, detect, and respond to these 

attacks. In this regard, the FORESIGHT project will focus on providing professionals with a simulated 

environment (Cyber Range) where technical and soft skills will be trained —on an isolated virtual 

environment emulating large-scale complex networks— for how to respond to cyber-attack scenarios.  

  Unique Challenges for Societal, Ethical and Legal Assessment  

One essential component of basically any research is an assessment of potential societal, ethical and 

legal concern. Such assessment allows the identification of potential issues and the development of 

counter strategies or safeguards. While the process is in general standard and follows well established 

principles, FORESIGHT is different in one specific regard: The main focus of the project is the 

development of a simulated training environment. The fact that computer simulations are used for the 

FORESIGHT Cyber Range has significant impact – especially on the legal framework that apply. Unlike 

simulations taking place in the real world, where various legal frameworks apply, those frameworks 

do largely not apply to mere computer simulations.  

This significance of this aspect can be highlighted by comparing a simulation of bank robbery:  

▪ Real: If a financial institution decides to carry out a simulated attack in the real world, it will 

have to go through various legal considerations when preparing the simulation. Actors 

pretending to be criminals will for example in most jurisdictions not be allowed to carry real 

firearms or fire warning shots. Furthermore, it does not require an in-depth assessment to 

know that it will, of course, not be possible to actually execute victims in a simulated hostage 

situation to increase the pressure on executives.   

▪ Virtual: However, in a virtual, computer generated simulation environment the situation is 

different. Even the use of firearms could be simulated without having to worry about 

restrictions in national laws.   

In a significantly simplified assessment, simulations can be compared to computer games. While there 

is a legitimate debate whether the display of violence in computer games could have negative impact 

on those who are playing them, there is wide recognition that the legal frameworks that limit behavior 

in the real world do largely not apply to computer games. Killing another person is a serious offence in 

the real world and, at the same time, the sole focus of some highly realistic computer games such as 

First Person Shooters.  

 Structure of this Deliverable 

The fact that most legal frameworks do not apply to merely simulated environments requires to shift 

attention to the identification of legal frameworks that address simulations. While with regard to 

cybersecurity there is a lack of legislation specifically addressing cybersecurity simulations, there are 
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legal frameworks that apply with regard to simulations in general. If for example personal data of real 

individuals are used to make a simulation appear to be more realistic, data protection legislation could 

apply. Further, even if almost everything can be simulated, the possession and distribution of certain 

illegal content – such as child exploitation material – is illegal in the real world as well as in a simulated 

environment. This Deliverable will, therefore, specifically identify and discuss issues related to these 

problems.  

1.3.1 Legal Issues in the Context of Collecting Threat Intelligence 

The assessment of potential legal issues reveals a second area with potential legal implications. One 

of the advantages of FORESIGHT is the availability of advanced cyber-reasoning systems to 

automatically identify (unknown) cyber threats and include them into simulations. The advantage is 

obvious – trends can not only be detected at an early stage, but also be included in the simulation so 

that professionals going through this simulation-based training are exposed to almost real scenarios 

which prepare them in advance instead of weeks or months after a new trend emerged. However, the 

legal assessment revealed that the process of collecting the necessary threat intelligence is going along 

with significant legal challenges that range from possible licensing issues and copyright violations to 

potential collection of illegal content during the search for unknown cyber threats. The following 

deliverable therefore includes a chapter identifying and discussing legal issues related to automatic 

search for cyber threats.  

1.3.2 Ethical Standards Apply Even in Simulated Environments 

While binding legal standards are largely missing in simulated environments, ethical and societal 

considerations remain applicable. The assessment of the situation in the context of FORESIGHT 

however revealed that, while fundamental standards apply, other and more concrete standards for 

specific industries may not. While there is for example no space for discrimination in relation to sex, 

race or gender, simulating such discrimination in a computer scenario could help to study the impact.  

The following deliverable therefore includes a chapter specifically addressing ethical issues related to 

simulations as well as the collection of threat intelligence.  

1.3.3 Societal Aspects for Responsible Research and Innovation 

It is essential to reflect on how to improve societal engagement with aspects of cybersecurity. Although 

the FORESIGHT federated platform will be for cybersecurity specialists in specific domains such as the 

naval or the energy sectors, it is vital to create public awareness concerning the positive contributions 

of the FORESIGHT project to critical infrastructure security. Therefore, this deliverable also includes an 

analysis of potential social issues concerning the project’s societal impact in areas that go beyond the 

development of a successful federated cybersecurity training platform. Drawing on the framework for 

Responsible Research and Innovation offered by the European Commission as fundamental guidance, 

the areas of public engagement, gender equality, science education, open science/open access and 

social justice & inclusion revealed valuable recommendations for the activities of FORESIGHT project. 

These recommendations allow the FORESIGHT project to become more sustainable and aligned with 

societal needs. 
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 Approach Undertaken 

For the purposes of focus control, WP3 carried out a red teaming exercise to identify possible topics 

that need to be included in a review.  

Red teaming or alternative analysis is a specific method used to review plans, strategies, and 

hypotheses.1 Two teams are formed, a Red Team and a Blue Team.2 The Red Team assumes the role 

of the attacker, while the Blue Team focuses on defense.3 This method has been successfully employed 

by the military for decades4 and has also been applied in civil activities for a number of years.5 It is 

explicitly not restricted to acting out physical attacks. The methodology can also be used to investigate 

theoretical issues from different angles and with varying emphases – reaching as far as intangible 

constructs such as a legislative draft.6 Red teaming can be particularly useful when developing 

cybersecurity strategies, since the attack situation reflects the real threat situation. However, 

strategies are mostly developed from the defense angle. A change or expansion of perspective enables 

a company’s own strategies to be examined more critically. Red Teaming is not limited to military 

context but it can even be utilized in the process of drafting legislation. 7 

The red teaming exercise revealed the following legal issues that should be included in the 
considerations with regard to the collection of threat intelligence:  

▪ The collection of large volumes of data may include personal data and consequently raise 

questions with regard to data protection 

▪ During the collection of threat intelligence illegal content might be collected. The possession 

of such material could lead to criminal investigations 

▪ Collecting and storing media that was published online could violate copyright laws 

▪ Collecting information from social media platforms could violate licensing or end user 

agreements 

The red teaming exercise revealed the following legal issues that should be included in the 
considerations with regard to developing content for simulations:  

▪ When using existing personal data within a simulation to make the simulation even more 

realistic, data protection legislation and contractual restrictions may apply  

 
1 See: Herman/Frost/ Kurz, Wargaming for Leaders. 2009; Sabin, Simulating War, 2012; Fryer-Biggs, Building better cyber 
red teams, defensenews.com, 14 June 2012; Lauder, Red Dawn: The Emergence of a red teaming capability in the Canadian 
Forces, Canadian Army Journal, Vol. 12.2, 2009; Longbine, Red Teaming: Past and Present, 2008; Wood/Duggan, Red 
Teaming of Advanced Information Assurance Concepts, DARPA Information Survivability Conference and Exposition, 2002. 
DISCEX 00 Proceedings, Vol. 2, S. 112ff. 

2 See Wood/Duggan, Red Teaming of Advanced Information Assurance Concepts, DARPA Information Survivability 
Conference and Exposition, 2002. DISCEX 00 Proceedings, Vol. 2. 

3 See Meija, Red Team Versus Blue Team – How to run an effective Simulation, CSO 25.03.2008. 

4 See Lauder, Red Dawn: The Emergence of a red teaming capability in the Canadian Forces, Canadian Army Journal, Vol. 12.2, 
2009; Longbine, Red Teaming: Past and Present, 2008. 

5 See Lauder, Red Dawn: The Emergence of a red teaming capability in the Canadian Forces, Canadian Army Journal, Vol. 12.2, 
2009. 

6 See Gercke, “Red Teaming“ Ansätze zur Effektivierung von Gesetzgebungsprozessen? Die Übertragbarkeit einer 
klassischen, militärischen Methodik auf Gesetzgebungsprozesse im IT-Bereich, CR 2014, page 344 et seq.  

7 See Gercke, “Red Teaming“ Ansätze zur Effektivierung von Gesetzgebungsprozessen? Die Übertragbarkeit einer 
klassischen, militärischen Methodik auf Gesetzgebungsprozesse im IT-Bereich, CR 2014, page 344 et seq. 
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▪ It is important to ensure that simulation environments and real networks are strictly separated 

to avoid an interference within real networks 

 Disclaimer 

The legal considerations in the following deliverable are based on the information available to the 

authors at the time this deliverable was written. They are not conclusive. It might be necessary to carry 

out an additional review process once the project reached prototype status. In addition, it is important 

to point out that the legal considerations in this deliverable largely focus on EU legislation. Member 

States may however have implemented legal and regulatory standards that go beyond EU standards. 

When carrying out an additional review, national laws (especially laws of the country where a specific 

tool is operated) should, therefore, be taken into consideration.   
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2 Potential Legal Issues Related to the Collection/Use of 

Intelligence About (Unknown) Cybersecurity Threats  

 Introduction: Automatic Collection of Data (“Information Gathering Module”) 

One of the unique features of the FORESIGHT platform (“‘Information Gathering Module” of Task 9.4) 

will be the use of an automated crawler systematically browsing the Internet. Unlike traditional web 

crawlers8 that create an index of available content, the tool utilized within the FORESIGHT platform 

will focus on the identification of (unknown) cyber threats in order to create scenarios that include 

latest trends. The crawler will search for relevant data both in the regular part of the Internet as well 

as in the Darknet9.  

The Information Gathering Module developed in Task 9.4 aims to collect information both from 

internal and external sources which could lead to the identification of vulnerabilities (including zero-

day vulnerabilities) and threats. In this regard internal sources include (but are not limited to) system, 

network, application, database, and server logs, as well as security software alerts and firewall/router 

logs. External online sources that will be monitored and analyzed by the tool include feeds of CERTs, 

CIRTs, and security companies, public sharing repositories, government repositories, as well as online 

forums, social media, and relevant websites both from the Surface and the Dark Web. Two main 

components will thus be developed (a) the internal gatherer that will provide interfaces for the 

extraction of data that follow common log formats, and (b) the external collector that will be based on 

a focused crawling infrastructure capable of selectively collecting and scraping content of interest.  

As pointed out in Deliverable 13.7 the crawler will allow for evasive content gathering, i.e. its 

protection from being detected by adversaries and thus being potentially blocked, through the use of 

humanlike fingerprints and behaviours. As part of the operation, content analysis techniques will be 

performed to extract, when needed and formatting does not allow it, named entities and concepts of 

interest from contents of interest, such as names of malware, file hashes, temporal expressions, 

domains and IPs.  

The use of such a web crawler is going along with several potential legal issues that range from 

competition law to copyright violations.10 The following chapter provides an overview of some of the 

most relevant issues related to FORESIGHT.   

 Data Protection 

2.2.1 Introduction 

Data protection has become a major issue not only but especially in Europe. With the introduction of 
the General Data Protection Regulation a harmonized framework has been introduced.11 The 

 
8 Regarding the fundamental concepts and functions of web crawling see: Olston/Najork, Web Crawling, 2010.  
9 A Darknet is an overlay network within the traditional Internet that can only be accessed through special software. For 
more details see: Bancroft, The Darnet and Smarter Crime, 2019.  
10 For a general overview see for example: Packard, Digital Media Law, 2nd Edition, 2013.  

11 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural 

persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 
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continuing development of new technologies – especially with regard to collection of information – 
raises various questions related to data protection. The intense discussion about “the right to be 
forgotten” or the NSA-scandal went along with calls for stricter laws and a more rigorous enforcement.   

However, even simple issues such as the definition of “privacy” is challenging.12 While some state 

privacy is an important fundamental human right as it underpins human dignity and other values such 

as freedom of association and freedom of speech,13 others take a less comprehensive approach to the 

protection. But while some issues are controversially discussed there is very little dispute that the 

introduction of new technologies challenges privacy as they facilitate the collection, storage, 

processing and combination of personal at a larger scale and faster pace than ever.  

As explained further in the specific deliverable dealing with data protection issues14 the protection of 

natural persons in relation to the processing of personal data is a fundamental right. Article 8(1) of the 

Charter of Fundamental Rights of the European Union and Article 16(1) TFEU state that everyone has 

the right to the protection of personal data concerning themselves. In general, any processing must be 

in compliance with the principles and rules stipulated in the GDPR as well as in compliance with the 

relevant supplementing national data protection legislation. This does apply to the FORESIGHT 

project.15  

The discussion about data protection is of great relevance with regard to the automatic collection of 

intelligence through a web crawler as the data collected may in general include personal data. This is 

at least the case if no counter-measures are implemented that are aiming to avoid the unintentional 

collection of such personal data. But even if counter-measures are implemented this will hardly 

eliminate the risk of personal data being processed entirely as it will be challenging to differentiate at 

the time of collection what data is personal data and as such covered by data protection legislation 

and which data is not. Ultimately, everything is code - whether it is a computer virus, an information 

about a zero-day vulnerability, or a document discussing security in general. Content filtering requires 

deep packet inspection, which is extremely intrusive from the point of view of privacy and data 

protection.16 As a consequence, any automated tool might face similar challenges.  

2.2.2 Processing Personal Data Through the Web Crawler  

To be more precise: Personal data might be collected via the ‘Information Gathering Module’ of Task 

9.4. As the operation of the crawler is not limited to specific data, processing of personal data related 

to individuals is likely to take place. Since the collection process is automatic and personal data might 

exist in the sources of interest, any kind of personal data could be collected, even special categories. 

 
95/46/EC (General Data Protection Regulation); For a general introduction see: Voigt/von dem Bussche, The EU General 

Data Protection Regulation, 2017 

12 Svantesson, A Legal Method for Solving Issues of Internet Regulation; Applied to the Regulation of Cross-Border Privacy 
Issues. EUI Working Papers LAW No. 2010/18. 

13 Friedewald/Wright/Gutwirth/Mordini: Privacy, data protection and emerging sciences and technologies: towards a 
common framework - Innovation: The European Journal of Social Science Research, Vol. 23, Iss. 1, March 2010, page 61 et 
seq.  

14 FORESIGHT Deliverable D13.7, page 8.  
15 Regarding Research Privileges see below chapter 2.2.4 
16 Porcedda, Maria Grazia (2012), Data Protection and the Prevention of Cybercrime: The EU as an area of security? Via: 
http://cadmus.eui.eu/handle/1814/23296  

http://cadmus.eui.eu/handle/1814/23296
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As pointed out in deliverable D 13.7 the project is not designed to collect personal data and it is not 

aiming to carry out such processes. The process may however take place as by-product of operating  

the tool and, as a consequence, there is even a possibility that some personal data might end up being 

useful for the project; one such case is when personal data collected from different cyber-attacks can 

be used to correlate those attacks.  

2.2.3 Legal Basis for Processing Personal Data 

There is a great degree of uncertainty when it comes to the legal basis for operation of web crawlers 

and data protection. In general, there are two main theories: One sees the processing of personal data 

through a web crawler as “initial processing”. The other one views the operation of the web crawler in 

relation to personal data as “further processing”. There are good arguments for either side. A more in-

depth description of both theories is contained in Deliverable D 13.7.  

2.2.4 Research Privilege 

Within the current development process there is an active discussion if research privileges might 

enable the FORESIGHT consortium to carry out data processing operations without being bound by 

strict data protection legislation such as the EU GDPR. As a basic principle the GDPR states that when 

personal data is processed during research activities either intentionally or accidentally by the data 

controller, protection of the data subjects’ personal information must be ensured. Personal data 

should therefore be processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorized or unlawful processing and against accidental loss, 

destruction or damage, using appropriate technical or organizational measures.  While it is true that 

the GDPR provides certain exemptions17 for scientific research there are two important considerations: 

Research Privileges are no “card blanche” but do provide helpful exemptions with regard to certain 

requirements. Especially, they are no justification for avoiding safeguards and protections. Therefore, 

privileges should only be used as ultima ratio when developing the tool. Moreover, it will in this case 

be necessary to study the technical functions more in details once the development processes allow 

this. This will enable a more accurate balancing of scientific interests, the interest of data subjects and 

possible justifications for exemptions.  

While research privileges may apply during the development of the FORESIGHT platform, they will 

likely not apply anymore once the project has ended and the tool is used outside the academic 

environment. In order to allow the tool to be fully operational at this stage, avoiding reliance on 

research privileges may smooth this process.  

2.2.5 Considerations for the FORESIGHT Project 

The automated collection of threat intelligence is one key feature of the FORESIGHT platform. Within 

the design of the tool, special consideration should be given to the fact that the interaction with 

personal data requires a legal basis. The considerations addressed within Deliverable D 13.5 (especially 

the need of conducting a DPIA prior to information gathering activities) and Deliverable D 13.7 should 

therefore be taken into account during the development process. If possible, Security-by-Design 

should prevent the interaction with personal data.   

 
17 See for example Art. 89 GDPR.  
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2.2.6 Legislation and Regulations: Excerpts from the GDPR 

Recital 49 GDPR 

The processing of personal data to the extent strictly necessary and proportionate for the purposes 

of ensuring network and information security, i.e. the ability of a network or an information system 

to resist, at a given level of confidence, accidental events or unlawful or malicious actions that 

compromise the availability, authenticity, integrity and confidentiality of stored or transmitted 

personal data, and the security of the related services offered by, or accessible via, those networks 

and systems, by public authorities, by computer emergency response teams (CERTs), computer 

security incident response teams (CSIRTs), by providers of electronic communications networks and 

services and by providers of security technologies and services, constitutes a legitimate interest of the 

data controller concerned. This could, for example, include preventing unauthorised access to 

electronic communications networks and malicious code distribution and stopping ‘denial of service’ 

attacks and damage to computer and electronic communication systems.  

Recital 50 GDPR 

The processing of personal data for purposes other than those for which the personal data were 

initially collected should be allowed only where the processing is compatible with the purposes for 

which the personal data were initially collected. In such a case, no legal basis separate from that which 

allowed the collection of the personal data is required. If the processing is necessary for the 

performance of a task carried out in the public interest or in the exercise of official authority vested in 

the controller, Union or Member State law may determine and specify the tasks and purposes for 

which the further processing should be regarded as compatible and lawful. Further processing for 

archiving purposes in the public interest, scientific or historical research purposes or statistical 

purposes should be considered to be compatible lawful processing operations. The legal basis 

provided by Union or Member State law for the processing of personal data may also provide a legal 

basis for further processing. In order to ascertain whether a purpose of further processing is 

compatible with the purpose for which the personal data are initially collected, the controller, after 

having met all the requirements for the lawfulness of the original processing, should take into account, 

inter alia: any link between those purposes and the purposes of the intended further processing; the 

context in which the personal data have been collected, in particular the reasonable expectations of 

data subjects based on their relationship with the controller as to their further use; the nature of the 

personal data; the consequences of the intended further processing for data subjects; and the 

existence of appropriate safeguards in both the original and intended further processing operations. 

Recital 78 GDPR 

The protection of the rights and freedoms of natural persons with regard to the processing of personal 

data require that appropriate technical and organisational measures be taken to ensure that the 

requirements of this Regulation are met. In order to be able to demonstrate compliance with this 

Regulation, the controller should adopt internal policies and implement measures which meet in 

particular the principles of data protection by design and data protection by default. Such measures 

could consist, inter alia, of minimising the processing of personal data, pseudonymising personal data 

as soon as possible, transparency with regard to the functions and processing of personal data, 

enabling the data subject to monitor the data processing, enabling the controller to create and 

improve security features. When developing, designing, selecting and using applications, services and 
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products that are based on the processing of personal data or process personal data to fulfil their task, 

producers of the products, services and applications should be encouraged to take into account the 

right to data protection when developing and designing such products, services and applications and, 

with due regard to the state of the art, to make sure that controllers and processors are able to fulfil 

their data protection obligations. The principles of data protection by design and by default should 

also be taken into consideration in the context of public tenders.  

Recital 156 GDPR 

The processing of personal data for archiving purposes in the public interest, scientific or historical 

research purposes or statistical purposes should be subject to appropriate safeguards for the rights 

and freedoms of the data subject pursuant to this Regulation. Those safeguards should ensure that 

technical and organisational measures are in place in order to ensure, in particular, the principle of 

data minimisation. The further processing of personal data for archiving purposes in the public 

interest, scientific or historical research purposes or statistical purposes is to be carried out when the 

controller has assessed the feasibility to fulfil those purposes by processing data which do not permit 

or no longer permit the identification of data subjects, provided that appropriate safeguards exist 

(such as, for instance, pseudonymisation of the data). Member States should provide for appropriate 

safeguards for the processing of personal data for archiving purposes in the public interest, scientific 

or historical research purposes or statistical purposes. Member States should be authorised to provide, 

under specific conditions and subject to appropriate safeguards for data subjects, specifications and 

derogations with regard to the information requirements and rights to rectification, to erasure, to be 

forgotten, to restriction of processing, to data portability, and to object when processing personal data 

for archiving purposes in the public interest, scientific or historical research purposes or statistical 

purposes. The conditions and safeguards in question may entail specific procedures for data subjects 

to exercise those rights if this is appropriate in the light of the purposes sought by the specific 

processing along with technical and organisational measures aimed at minimising the processing of 

personal data in pursuance of the proportionality and necessity principles. The processing of personal 

data for scientific purposes should also comply with other relevant legislation such as on clinical trials.  

Article 5 (1) (f) GDPR - Principles relating to processing of personal data 

1. Personal data shall be processed: […] 

f. in a manner that ensures appropriate security of the personal data, including protection against 

unauthorised or unlawful processing and against accidental loss, destruction or damage, using 

appropriate technical or organisational measures (‘integrity and confidentiality’).    

Article 6 (1) (a) - (f) (4) GDPR – Lawfulness of processing 

1.Processing shall be lawful only if and to the extent that at least one of the following applies:  

(a) the data subject has given consent to the processing of his or her personal data for one or more 

specific purposes;  

(b) processing is necessary for the performance of a contract to which the data subject is party or in 

order to take steps at the request of the data subject prior to entering into a contract;  

(c) processing is necessary for compliance with a legal obligation to which the controller is subject;  
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(d) processing is necessary in order to protect the vital interests of the data subject or of another 

natural person;  

(e) processing is necessary for the performance of a task carried out in the public interest or in the 

exercise of official authority vested in the controller; 

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by 

a third party, except where such interests are overridden by the interests or fundamental rights and 

freedoms of the data subject which require protection of personal data, in particular where the data 

subject is a child. 

Point (f) of the first subparagraph shall not apply to processing carried out by public authorities in the 

performance of their tasks. 

4. Where the processing for a purpose other than that for which the personal data have been 

collected is not based on the data subject's consent or on a Union or Member State law which 

constitutes a necessary and proportionate measure in a democratic society to safeguard the objectives 

referred to in Article 23(1), the controller shall, in order to ascertain whether processing for another 

purpose is compatible with the purpose for which the personal data are initially collected, take into 

account, inter alia:  

(a) any link between the purposes for which the personal data have been collected and the purposes 

of the intended further processing;  

(b) the context in which the personal data have been collected, in particular regarding the relationship 

between data subjects and the controller;  

(c) the nature of the personal data, in particular whether special categories of personal data are 

processed, pursuant to Article 9, or whether personal data related to criminal convictions and offences 

are processed, pursuant to Article 10;  

(d) the possible consequences of the intended further processing for data subjects;   

(e) the existence of appropriate safeguards, which may include encryption or pseudonymisation. 

Article 14 (4) (5) (b) GDPR - Information to be provided when personal data have not been obtained 

by the data subject 

4. Where the controller intends to further process the personal data for a purpose other than that 

for which the personal data were obtained, the controller shall provide the data subject prior to that 

further processing with information on that other purpose and with any relevant further information 

as referred to in paragraph 2.  

5. Paragraphs 1 to 4 shall not apply where and insofar as: [...]  

(b) the provision of such information proves impossible or would involve a disproportionate effort, 

in particular for processing for archiving purposes in the public interest, scientific or historical research 

purposes or statistical purposes, subject to the conditions and safeguards referred to in Article 89(1) 

or in so far as the obligation referred to in paragraph 1 of this Article is likely to render impossible or 

seriously impair the achievement of the objectives of that processing. In such cases the controller shall 

take appropriate measures to protect the data subject's rights and freedoms and legitimate interests, 

including making the information publicly available. 
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Article 24 (1) GDPR - Responsibility of the controller  

1. Taking into account the nature, scope, context and purposes of processing as well as the risks of 

varying likelihood and severity for the rights and freedoms of natural persons, the controller shall 

implement appropriate technical and organisational measures to ensure and to be able to 

demonstrate that processing is performed in accordance with this Regulation. Those measures shall 

be reviewed and updated where necessary.    

Article 25 (1) (2) GDPR - Data protection by design and by default  

1. Taking into account the state of the art, the cost of implementation and the nature, scope, context 

and purposes of processing as well as the risks of varying likelihood and severity for rights and 

freedoms of natural persons posed by the processing, the controller shall, both at the time of the 

determination of the means for processing and at the time of the processing itself, implement 

appropriate technical and organisational measures, such as pseudonymisation, which are designed 

to implement data-protection principles, such as data minimisation, in an effective manner and to 

integrate the necessary safeguards into the processing in order to meet the requirements of this 

Regulation and protect the rights of data subjects.  

2. The controller shall implement appropriate technical and organisational measures for ensuring 

that, by default, only personal data which are necessary for each specific purpose of the processing 

are processed. That obligation applies to the amount of personal data collected, the extent of their 

processing, the period of their storage and their accessibility. In particular, such measures shall ensure 

that by default personal data are not made accessible without the individual's intervention to an 

indefinite number of natural persons.  

Article 30 (1) (g) GDPR - Records of processing activities  

1. Each controller and, where applicable, the controller's representative, shall maintain a record of 

processing activities under its responsibility. That record shall contain all of the following information: 

[…] 

(g) where possible, a general description of the technical and organisational security measures 

referred to in Article 32(1).  

Article 32 (1) (2) GDPR - Security of processing  

1. Taking into account the state of the art, the costs of implementation and the nature, scope, context 

and purposes of processing as well as the risk of varying likelihood and severity for the rights and 

freedoms of natural persons, the controller and the processor shall implement appropriate technical 

and organisational measures to ensure a level of security appropriate to the risk, including inter alia 

as appropriate:  

(a) the pseudonymisation and encryption of personal data;  

(b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing 

systems and services;  

(c) the ability to restore the availability and access to personal data in a timely manner in the event of 

a physical or technical incident;  
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(d) a process for regularly testing, assessing and evaluating the effectiveness of technical and 

organisational measures for ensuring the security of the processing.  

2. In assessing the appropriate level of security account shall be taken in particular of the risks that are 

presented by processing, in particular from accidental or unlawful destruction, loss, alteration, 

unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed.    

Article 34 (1) (3) (a) GDPR - Communication of a personal data breach to the data subject  

1. When the personal data breach is likely to result in a high risk to the rights and freedoms of natural 

persons, the controller shall communicate the personal data breach to the data subject without undue 

delay. […] 

3. The communication to the data subject referred to in paragraph 1 shall not be required if any of 

the following conditions are met:  

(a) the controller has implemented appropriate technical and organisational protection measures, 

and those measures were applied to the personal data affected by the personal data breach, in 

particular those that render the personal data unintelligible to any person who is not authorised to 

access it, such as encryption;   […] 

Article 89 (1) (2) GDPR - Safeguards and derogations relating to processing for archiving purposes in 

the public interest, scientific or historical research purposes or statistical purposes  

1. Processing for archiving purposes in the public interest, scientific or historical research purposes or 

statistical purposes, shall be subject to appropriate safeguards, in accordance with this Regulation, for 

the rights and freedoms of the data subject. Those safeguards shall ensure that technical and 

organisational measures are in place in particular in order to ensure respect for the principle of 

dataminimisation. Those measures may include pseudonymisation provided that those purposes can 

be fulfilled in that manner. Where those purposes can be fulfilled by further processing which does 

not permit or no longer permits the identification of data subjects, those purposes shall be fulfilled in 

that manner.  

2. Where personal data are processed for scientific or historical research purposes or statistical 

purposes, Union or Member State law may provide for derogations from the rights referred to in 

Articles 15, 16, 18 and 21 subject to the conditions and safeguards referred to in paragraph 1 of this 

Article in so far as such rights are likely to render impossible or seriously impair the achievement of 

the specific purposes, and such derogations are necessary for the fulfilment of those purposes.    

 Illegal Content  

2.3.1 Introduction 

There is consensus that aside from the majority of positive and use services offered online the Internet 

is used to make available, trade and exchange illegal content. This ranges from child pornography, 

xenophobic material or insults related to terrorist content.18 Despite harmonisation within the EU, 

value systems and legal systems differ extensively between countries when it comes to illegal 

 
18  For reports on cases involving illegal content, see Sieber, Council of Europe Organised Crime Report 2004, 
page 137 et seq. 
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content.19 As an example, the dissemination of xenophobic material may be illegal in many European 

countries,20 but protected by the principle of freedom of speech21 in others like the United States.22 

And while the use of derogatory remarks in respect of the Holy Prophet is criminal in many Arabic 

countries, it is not in some European countries.23  

There is consensus among most countries that it is important to strike a balance between protecting 

freedom of information and taking a stand against illegal content. In this regard, it is important to keep 

in mind that a criminalization of illegal content should not interfere with the right to freedom of 

expression as for example defined by principle 1 (b) of the Johannesburg Principles on National Security 

and Freedom of Expression.24 However, principle 1 (c) clarifies that the right to freedom of expression 

may be subject to restrictions – but this needs to be strictly limited. 25 The 2008 Joint Declaration of 

the UN Special Rapporteur on Freedom of Opinion and Expression and others for example states that 

vague notions such as providing communications and the glorification or promotion of terrorism or 

extremism should not be criminalized.26 This demonstrates how difficult it is to balance those two 

forces.  

2.3.2 Relation Between FORESIGHT and Illegal Content 

The FORESIGHT platform is neither designed to identify illegal content nor does it intend to utilize it. 

However, in the context of web-crawling used as part of the “Information Gathering Tool” developed 

within T9.4 it is possible that the operation of the crawler leads to the collection of illegal material. 

 
19 Gercke, Understanding Cybercrime, ITU, 2014, page 23.  

20 One example of the wide criminalization of illegal content is Sec. 86a German Penal Code. The provision criminalizes the 
use of symbols of unconstitutional parties: Section 86a: Use of Symbols of Unconstitutional Organizations. 

21  Regarding the principle of freedom of speech, see: Tedford/Herbeck/Haiman, Freedom of Speech in the United States, 
2005; Barendt, Freedom of Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology and 
the First Amendment, 1991. Regarding the importance of the principle with regard to electronic surveillance, see: Woo/So, 
The case for Magic Lantern: September 11 Highlights the need for increasing surveillance, Harvard Journal of Law & 
Technology, Vol. 15, No. 2, 2002, page 530 et seq.; Vhesterman, Freedom of Speech in Australian Law; A Delicate Plant, 2000; 
Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola University Chicago Law 
Journal, Vol. 33, 2001, page 57 et seq.; Cohen, Freedom of Speech and Press: Exceptions to the First Amendment, CRS Report 
for Congress 95-815, 2007. 

22 Concerns over freedom of expression (e.g. the First Amendment to the United States Constitution) explain why certain acts 
of racism were not made illegal by the Council of Europe Convention on Cybercrime, but their criminalization was included 
in the First Additional Protocol. See Explanatory Report to the Council od Europe Cybercrime Convention First Additional 
Protocol, No. 4.  

23  The 2006 Joint Declaration of the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE Representative 
on Freedom of the Media and the OAS Special Rapporteur on Freedom of Expression points out that “in many countries, 
overbroad rules in this area are abused by the powerful to limit non-traditional, dissenting, critical, or minority voices, or 
discussion about challenging social issues”. In 2008 the Joint Declaration highlights that international organizations, including 
the United Nations General Assembly and Human Rights Council, should desist from the further adoption of statements 
supporting the idea of defamation of religions. 

24 1996 Johannesburg Principles on National Security, Freedom of Expression and Access to Information. 

25 The 2002 Joint Declaration of the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE Representative 
on Freedom of the Media and the OAS Special Rapporteur on Freedom of Expression points out that “defamation is not a 
justifiable restriction on freedom of expression; all criminal defamation laws should be abolished and replaced, where 
necessary, with appropriate civil defamation laws”. 

26  International Mechanisms for Promoting Freedom of Expression, Joint Declaration on Defamation of Religions, and Anti-
Terrorism and Anti-Extremism Legislation, by the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE 
Representative on Freedom of the Media and the OAS Special Rapporteur on Freedom of Expression, and the ACHPR (African 
Commission on Human and Peoples Rights) Special Rapporteur on Freedom of Expression and Access to Information, 2008.  
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Just like with regard to data protection, it is important to keep this in mind while developing the tool 

and trying to design countermeasures. The following overview highlights some categories of content 

where a collection could lead to criminal investigations. It is important to highlight that it is likely that 

through the design of the web-crawler a collection of images, videos and other file-types that could 

contain illegal content can either be completely prevented or at least the risk of unintentional 

(collateral) collection be limited. 

2.3.3 Child Pornography 

Child pornography is a category of illegal content that is widely condemned and offences related to 

child pornography are widely recognized as criminal acts.27 International organizations are engaged in 

the fight against online child pornography,28 with several international legal initiatives, including: the 

1989 United Nations Convention on the Rights of the Child;29 the 2011 European Union Directive on 

combating the sexual abuse and sexual exploitation of children and child pornography30 and the 2007 

Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual 

Abuse, among others.31 Criminalization of the production of child pornography seeks to protect 

children from falling victim to sexual abuse.32 It is important to highlight that most approaches to 

criminalize child pornography go beyond criminalizing the production or dissemination of such 

material.  As an example, the 2011 European Union Directive on combating the sexual abuse and sexual 

exploitation of children and child pornography that defines the standard for the EU Member States 

does not only contain a criminalization of possession but also criminalizes obtaining access by means 

of information and communication technology to child pornography.  

The following aspects are of particular relevance for the FORESIGHT project in general and the 

development of the “Information Gathering Tool” in particular: The tool aims to collect threat 

intelligence not only from internal but also external sources. Threat intelligence related to cyber 

attacks – for example information about zero-day vulnerabilities are often exchanged and published 

in areas of the Internet where illegal material is traded. If within the process of collecting threat 

intelligence the “Information Gathering Tool” collects illegal content – such as child pornography – the 

mere process of collecting the information can constitute a justification for a criminal investigation. 

The same is the case with regard to downloading such material. While a missing knowledge/intent of 

those operating the tool will in general prevent criminal sanctions, an investigation can lead to 

significant disruption and exposure.  

2.3.4 Terrorist Content 

While it is true that the situation concerning the text and audio-visual material referred to violent 

extremisms and terrorism is not at the same level of the situation relative to child pornography (in 

 
27  ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 34. 

28  See, for example, the “G8 Communique”, Genoa Summit, 2001. 

29  United Nations Convention on the Right of the Child, A/RES/44/25, Regarding the importance of cybercrime legislation 
see: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008. 

30  Directive 2011/92/EU of the European Parliament and of the Council of 13 December 2011 on combating the sexual 

abuse and sexual exploitation of children and child pornography, and replacing Council Framework Decision 2004/68/JHA 

31  Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse, CETS No: 201. 

32  Levesque, Sexual Abuse of Children: A Human Rights Perspective, 1999, page 68. 
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which case the simple possession in many jurisdictions is a crime), it is also true that some countries 

have implemented legislation criminalizing the exchange of terrorist content. One example is Art. 578 

of the Spanish Criminal Code. In addition, some countries are currently discussing to implement 

criminal sanctions for the possession of certain terrorist content.33  

2.3.5 Considerations for the FORESIGHT Project 

The automated collection of threat intelligence is one key feature of the FORESIGHT platform. Within 

the design of the web-crawler special consideration should be given to the fact that the collection may 

include illegal material and, despite harmonization approaches, the criminal law systems of the 

Member States show differences when it comes to the criminalization of illegal content. If possible, 

technical measures should be implemented that prevent the processing of potentially illegal material. 

If any member of the Consortium realizes that illegal content was collected, this issue should 

immediately be reported to the project manager, the data protection officer and the chair of the ethics 

board. They will jointly consider the next steps. This may include an evaluation of required action under 

applicable national law.  

2.3.6 Legislation and Regulations 

Regional standards are mainly focusing on child pornography. With regard to criminal law, the main 

source of legislation is national legislation. While the European Union has a mandate to harmonize 

legislation through Directives based on Art. 82 TFEU, it in general may not issue Regulations. As the 

European Union intensively used its mandate in the last years these regional standards are presented 

in the following summary. As the Council of Europe did also contribute to the harmonization, 

provisions from two relevant Conventions are added as well:  

2011 EU Directive Combatting Child Pornography34 

Art. 5 – Offences concerning child pornography 

1.   Member States shall take the necessary measures to ensure that the intentional conduct, when 

committed without right, referred to in paragraphs 2 to 6 is punishable. 

2.   Acquisition or possession of child pornography shall be punishable by a maximum term of 

imprisonment of at least 1 year. 

3.   Knowingly obtaining access, by means of information and communication technology, to child 

pornography shall be punishable by a maximum term of imprisonment of at least 1 year. 

4.   Distribution, dissemination or transmission of child pornography shall be punishable by a maximum 

term of imprisonment of at least 2 years. 

5.   Offering, supplying or making available child pornography shall be punishable by a maximum term 

of imprisonment of at least 2 years. 

 
33 See for example: Evans, Government considers new law to ban the possession of terrorist propaganda, The 

Telegraph, 14.01.2020.  

34 Directive 2011/92/EU of the European Parliament and the Counsil of 13 December 2011 on combating the sexual abuse 
and sexual exploitation of children and child pornography, and replacing Council Framework Decision 2004/68/JHA 
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6.   Production of child pornography shall be punishable by a maximum term of imprisonment of at 

least 3 years. 

7.   It shall be within the discretion of Member States to decide whether this Article applies to cases 

involving child pornography as referred to in Article 2(c)(iii), where the person appearing to be a child 

was in fact 18 years of age or older at the time of depiction. 

8.   It shall be within the discretion of Member States to decide whether paragraphs 2 and 6 of this 

Article apply to cases where it is established that pornographic material as referred to in Article 2(c)(iv) 

is produced and possessed by the producer solely for his or her private use in so far as no pornographic 

material as referred to in Article 2(c)(i), (ii) or (iii) has been used for the purpose of its production and 

provided that the act involves no risk of dissemination of the material. 

2001 Council of Europe Convention on Cybercrime35 

Article 9 – Offences related to child pornography 

1. Each Party shall adopt such legislative and other measures as may be necessary to establish as 

criminal offences under its domestic law, when committed intentionally and without right, the 

following conduct: 

a) producing child pornography for the purpose of its distribution through a computer system; 

b) offering or making available child pornography through a computer system; 

c) distributing or transmitting child pornography through a computer system; 

d) procuring child pornography through a computer system for oneself or for another person; 

e) possessing child pornography in a computer system or on a computer-data storage medium. 

2) For the purpose of paragraph 1 above, the term "child pornography" shall include pornographic 

material that visually depicts: 

a) a minor engaged in sexually explicit conduct; 

b) a person appearing to be a minor engaged in sexually explicit conduct; 

c) realistic images representing a minor engaged in sexually explicit conduct. 

3. For the purpose of paragraph 2 above, the term "minor" shall include all persons under 18 years of 

age. A Party may, however, require a lower age-limit, which shall be not less than 16 years. 

4. Each Party may reserve the right not to apply, in whole or in part, paragraphs 1, sub-paragraphs d 

and e, and 2, sub-paragraphs b and c. 

2007 Council of Europe Convention on the Protection of Children against Sexual Exploitation and 

Sexual Abuse 36 

Article 20 – Offences concerning child pornography 

 

35 Council of Europe, Convention on Cybercrime, ETS 185.  

 

36 Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse, ETS 201.  
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1. Each Party shall take the necessary legislative or other measures to ensure that the following 

intentional conduct, when committed without right, is criminalised: 

a) producing child pornography; 

b) offering or making available child pornography; 

c) distributing or transmitting child pornography; 

d) procuring child pornography for oneself or for another person; 

e) possessing child pornography; 

f) knowingly obtaining access, through information and communication technologies, to child 

pornography. 

2. For the purpose of the present article, the term “child pornography” shall mean any material that 

visually depicts a child engaged in real or simulated sexually explicit conduct or any depiction of a 

child’s sexual organs for primarily sexual purposes. 

3. Each Party may reserve the right not to apply, in whole or in part, paragraph 1.a and e to the 

production and possession of pornographic material: 

▪ consisting exclusively of simulated representations or realistic images of a non-existent child; 

▪ involving children who have reached the age set in application of Article 18, paragraph 2, 

where these images are produced and possessed by them with their consent and solely for 

their own private use. 

4. Each Party may reserve the right not to apply, in whole or in part, paragraph 1.f. 

 Misuse of Devices (Passwords and Access Codes) 

2.4.1 Introduction 

While the risk that during the search for threat intelligences related to cyber threats the crawler 

unintentionally collects illegal content can be reduced by technical means as this kind of content is not 

in the focus of the crawler, there are other areas with greater risks. One example is Art. 5 Council of 

Europe Convention on Cybercrime addresses the misuse of devices and access codes.  

2.4.2 Relation Between FORESIGHT and Illegal Devices 

One of the unique features of the FORESIGHT platform (“Information Gathering Module” of Task 9.4) 

will be the use of an automated crawler systematically browsing the Internet. Unlike traditional web 

crawlers37 that create an index of available content the tool utilized within the FORESIGHT platform 

will focus on the identification of (unknown) Cyber threats in order to create scenarios that include 

latest trends. The crawler will search for relevant data both in the regular part of the Internet as well 

as in the Darknet38.  

It is possible to differentiate between two types of sources:  

 
37 Regarding the fundamental concepts and functions of web crawling see: Olston/Najork, Web Crawling, 2010.  
38 A Darknet is an overlay network within the traditional Internet that can only be accessed through special software. For 
more details see: Bancroft, The Darnet and Smarter Crime, 2019.  
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▪ Legitimate sources (such as data-bases maintained by CERTs) 

▪ Sources that are (at least partly) used by criminals to exchange information about system 

vulnerabilities and attacks 

It is possible that platforms, that are at least partly used by criminals may be used to publish/trade 

passwords and access codes covered by criminal provisions.  

2.4.3  The Criminal Law Framework Based on the Convention on Cybercrime 

The availability of software and hardware tools designed to commit crimes is a serious concern.39 Apart 

from the proliferation of “hacking devices”, the exchange of passwords that enables unauthorized 

users to access computer systems has been for years considered to be a serious challenge for law 

enforcement.40 It is widely accepted that the  availability and potential threat of these devices makes 

it impossible to solely focus on criminalization on the use of these tools to commit crimes. As a 

consequence, a criminalization of the interaction with such tools is discussed. In general, this 

criminalization – which usually accompanies extensive forward displacement of criminal liability – is 

limited to the most serious crimes. Especially in EU legislation, there are tendencies to extend 

criminalization of preparatory acts to less grave offences. 41 

Taking into account other Council of Europe initiatives, the drafters of the Convention on Cybercrime 

established an independent criminal offence for specific illegal acts regarding certain devices or access 

to data to be misused for the purposes of committing offences against the confidentiality, integrity 

and availability of computer systems or data:42 Paragraph 1(a) of Art. 5 identifies both the devices43 

designed to commit and promote cybercrime and passwords that enable access to a computer system. 

In this regard, the term “devices” covers hardware as well as software-based solutions to commit one 

of the mentioned offences. In the Explanatory Report the drafters mention for example software such 

as virus programs, or programs designed or adapted to gain access to computer systems.44 “Computer 

password, access code, or similar data”, unlike devices, do not perform operations, but constitute 

access codes. One question discussed in this context that is particularly relevant with regard to 

FORESIGHT is the question whether the publication of system vulnerabilities is covered by the 

provision.45 Unlike classic access codes, system vulnerabilities do not necessarily enable immediate 

access to a computer system, but enable the offender to make use of the vulnerabilities to successfully 

attack a computer system. Collecting and interacting with such vulnerabilities – that are certainly 

within the focus of the crawler – therefore only poses a minor risk. 

 
39 Websense Security Trends Report 2004, page 11; Information Security – Computer Controls over Key Treasury Internet 
Payment System, GAO 2003, page 3, Sieber, Council of Europe Organised Crime Report 2004, page 143. 
40  One example of this misuse is the publication of passwords used for access control. Once published, a single password can 
grant access to restricted information to hundreds of users. 
41  One example is the 2001 EU Framework Decision combating fraud and counterfeiting of non-cash means of payment.  
42 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 71: “To combat such dangers more effectively, 
the criminal law should prohibit specific potentially dangerous acts at the source, preceding the commission of offences under 
Articles 2 – 5. In this respect the provision builds upon recent developments inside the Council of Europe (European 
Convention on the legal protection of services based on, or consisting of, conditional access – ETS N° 178) and the European 
Union (Directive 98/84/EC of the European Parliament and of the Council of 20 November 1998 on the legal protection of 
services based on, or consisting of, conditional access) and relevant provisions in some countries”. 
43 With the definition of “distributing” in the Explanatory Report (‘Distribution’ refers to the active act of forwarding data to 
others – Explanatory Report, No. 72), the drafters of the Convention restrict devices to software. Although the Explanatory 
Report is not definitive in this matter, it is likely that it covers not only software devices, but hardware tools as well.  
44 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 72. 
45 See, in this context: Biancuzzi, The Law of Full Disclosure, 2008. 
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The Convention on Cybercrime criminalizes a wide range of actions related to illegal devices. In 

addition to production, it also sanctions the sale, procurement for use, import, distribution or other 

availability of devices and passwords. “Distribution” covers active acts of forwarding devices or 

passwords to others.46 In the context of Article 6, “sale” describes activities involved in selling the 

devices and passwords in return for money or other compensation. “Procurement for use” covers acts 

related to the active obtaining of passwords and devices.47 The fact that the act of procuring is linked 

to the use of such tools generally requires intent on the part of the offender to procure the tools for a 

use that goes beyond the “regular” intent, i.e. “that it be used for the purpose of committing any of 

the offences established in Articles 2 through 5”. “Import” covers acts of obtaining devices and access 

codes from foreign countries.48 As a result, offenders that import such tools to sell them can be 

prosecuted even before they offer the tools. Having regard to the fact that the procurement of such 

tools is only criminalized if it can be linked to use, it is questionable whether the sole import without 

the intention to sell or use the tools is covered by Article 6 of the Council of Europe Convention on 

Cybercrime. “Making available” refers to an act that enables other users to get access to items.49 The 

Explanatory Report suggests that the term “making available” is also intended to cover the creation or 

compilation of hyperlinks in order to facilitate access to such devices. 50  

It is important to underline that unlike the European Union approach to the harmonization of 

copyrights,51 the provision does not only apply to devices that are exclusively designed to facilitate 

committing cybercrime; the Convention on Cybercrime also covers devices that are generally used for 

legal purposes, where the offenders’ specific intent is to commit cybercrime. In the Explanatory Report, 

the drafters suggested that the limitation to devices designed solely to commit crimes was too narrow 

and could lead to insurmountable difficulties of proof in criminal proceedings, rendering the provision 

virtually inapplicable or only applicable in rare instances.52  

To ensure the proper protection of computer systems, experts use and possess various software tools 

that could make them a possible focus of law enforcement. The Convention on Cybercrime addresses 

these concerns in three ways: It enables the parties in Article 6, paragraph 1, sub-paragraph (b) to 

make reservations regarding the possession of a minimum number of such items before criminal 

liability is attributed. Apart from this, criminalization of the possession of these devices is limited by 

 
46 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 72.  
47 This approach could lead to broad criminalization. Therefore Art. 6, Subparagraph 3 of the Convention on Cybercrime 
enables states to make a reservation and limit criminalization to the distribution, sale and making available of devices and 
passwords. 
48 Art. 6, Subparagraph 3 of the Convention on Cybercrime enables states to make a reservation and limit criminalization to 
the distribution, sale and making available of devices and passwords. 
49 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 72. 
50 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 72: “This term also intends to cover the 
creation or compilation of hyperlinks in order to facilitate access to such devices”.  
51 Directive 2001/29/EC Of The European Parliament And Of The Council of 22 May 2001, on the harmonization of certain 
aspects of copyright and related rights in the information society. 
52 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 73: The drafters debated at length whether 
the devices should be restricted to those which are designed exclusively or specifically for committing offences, thereby 
excluding dual-use devices. This was considered to be too narrow. It could lead to insurmountable difficulties of proof in 
criminal proceedings, rendering the provision practically inapplicable or only applicable in rare instances. The alternative to 
include all devices even if they are legally produced and distributed, was also rejected. Only the subjective element of the 
intent of committing a computer offence would then be decisive for imposing a punishment, an approach which in the area 
of money counterfeiting also has not been adopted. As a reasonable compromise the Convention restricts its scope to cases 
where the devices are objectively designed, or adapted, primarily for the purpose of committing an offence. This alone will 
usually exclude dual-use devices. 



D3.1 Societal, Ethical and Legal Report 

© 2020 FORESIGHT  Horizon 2020 | SU-DSS01-2018 | 833673 

27 

the requirement of intent to use the device to commit a crime as set out in Article 2 to 5 of the 

Convention on Cybercrime. The Explanatory Report points out that this special intent was included to 

“avoid the danger of over-criminalization where devices are produced and put on the market for 

legitimate purposes, e.g. to counter attacks against computer systems”.53 Finally, the drafters of the 

Convention on Cybercrime clearly state in paragraph 2 that tools created for authorized testing or for 

the protection of a computer system are not covered by the provision, as the provision covers 

unauthorized acts.  

When it comes to automatic searches carried out by a web crawler the criminalization of “possession” 

is most relevant as the operation of the crawler might lead to a storage of such data during the 

collection process. Paragraph 1, sub-paragraph (b) criminalizes the possession of devices or passwords, 

if linked to the intent to commit cybercrime. Criminalization of the possession of tools is 

controversial.54 Article 6 is not limited to tools that are designed exclusively for committing crimes, and 

opponents of criminalization are concerned that criminalization of the possession of these devices 

could create unacceptable risks for system administrators and network-security experts.55 The 

Convention on Cybercrime enables the parties to require that a certain number of such items be 

possessed before criminal liability attaches.  

Criminal liability of the operation of the web crawler that is part of the FORESIGHT approach is however 

limited. Even if the provision in general were applicable, Article 6 (and the equivalent in the national 

law those countries that implemented the Convention) requires that the offender is carrying out the 

offences intentionally.56 In addition to the regular intent with regard to the acts covered, Article 6 of 

the Convention on Cybercrime requires an additional specific intent that the device is used for the 

purpose of committing any of the offences established in Article 2-5 of the Convention.57 This is not 

the case if the web crawler is operating to collect threat intelligence. In addition, Article 6 requires that 

the acts must be committed “without right”.58 With regard to the fears that the provision could be 

used to criminalize the legitimate operation of software tools under self-protection measures, the 

 
53 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 76: “Paragraph 2 sets out clearly that those 
tools created for the authorised testing or the protection of a computer system are not covered by the provision. This concept 
is already contained in the expression ‘without right’. For example, test-devices (‘cracking-devices’) and network analysis 
devices designed by industry to control the reliability of their information technology products or to test system security are 
produced for legitimate purposes, and would be considered to be ‘with right’.”  
54 See Gercke, The Convention on Cybercrime, Multimedia und Recht 2004, page 731.  
55 See, for example, the World Information Technology And Services Alliance (WITSA) Statement On The Council Of Europe 
Draft Convention On Cyber-Crime, 2000, available at: www.witsa.org/papers/COEstmt.pdf; Industry group still concerned 
about draft Cybercrime Convention, 2000, available at: www.out-law.com/page-1217. 
56 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 39. 
57 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 76. 
58 The element “without right” is a common component in the substantive criminal law provisions of the Convention on 
Cybercrime. The Explanatory Report points out: “A specificity of the offences included is the express requirement that the 
conduct involved is done “without right”. It reflects the insight that the conduct described is not always punishable per se, but 
may be legal or justified not only in cases where classical legal defences are applicable, like consent, self defence or necessity, 
but where other principles or interests lead to the exclusion of criminal liability. The expression ‘without right’ derives its 
meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their 
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, 
contractual or consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or 
relevant principles under domestic law. The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful 
government authority (for example, where the Party’s government acts to maintain public order, protect national security or 
investigate criminal offences). Furthermore, legitimate and common activities inherent in the design of networks, or legitimate 
and common operating or commercial practices should not be criminalised”. See Explanatory Report to the Council of Europe 
Convention on Cybercrime, No. 38. 

http://www.witsa.org/papers/COEstmt.pdf
http://www.out-law.com/page-1217
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drafters of the Convention on Cybercrime pointed out that such acts are not considered as being 

carried out “without right”.59 Very likely the operation of a web crawler to collect threat intelligence 

will be covered as well. It will also be important to study the national law in those Member States 

where the crawler will be operated to see if limitations were implemented into national law in excess 

of the right to make national reservations granted by the Convention on Cybercrime. This includes a 

limitation of criminalization of the possession of tools and a number of illegal actions under paragraph 

1, sub-paragraph (a), e.g. in the production of such devices.60 

2.4.4 Considerations for the FORESIGHT Project 

The automated collection of threat intelligence is one key feature of the FORESIGHT platform. Within 

the design of the web-crawler special consideration should be given to the fact that sources where 

relevant information is published could potentially contain material that is covered by national criminal 

law provisions that implement regional standards such as Art. 5 Convention on Cybercrime. Especially 

the collection of access codes and passwords should be prevented.  If any member of the Consortium 

realized that access codes or passwords were collected, this issue should immediately be reported to 

the project manager, the data protection officer and the chair of the ethics board. They will jointly 

consider the next steps. This may include an evaluation of required action under applicable national 

law. 

2.4.5 Legislation and Regulations 

2001 Council of Europe Convention on Cybercrime61 

Article 5 – Illegal Devices 

1) Each Party shall adopt such legislative and other measures as may be necessary to establish as 

criminal offences under its domestic law, when committed intentionally and without right: 

a) the production, sale, procurement for use, import, distribution or otherwise making available of:  

i) a device, including a computer program, designed or adapted primarily for the purpose of 

committing any of the offences established in accordance with Articles 2 through 5; 

ii) a computer password, access code, or similar data by which the whole or any part of a computer 

system is capable of being accessed,  

with intent that it be used for the purpose of committing any of the offences established in Articles 2 

through 5; and  

b) the possession of an item referred to in paragraphs a.i or ii above, with intent that it be used for the 

purpose of committing any of the offences established in Articles 2 through 5. A Party may require by 

law that a number of such items be possessed before criminal liability attaches.  

2) This article shall not be interpreted as imposing criminal liability where the production, sale, 

procurement for use, import, distribution or otherwise making available or possession referred to in 

 
59  Explanatory Report to the Council of Europe Convention on Cybercrime, No. 77. 
60  For more information, see: Explanatory Report to the Council of Europe Convention on Cybercrime, No. 78. 

61 Council of Europe, Convention on Cybercrime, ETS 185.  
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paragraph 1 of this article is not for the purpose of committing an offence established in accordance 

with Articles 2 through 5 of this Convention, such as for the authorised testing or protection of a 

computer system. 

3) Each Party may reserve the right not to apply paragraph 1 of this article, provided that the 

reservation does not concern the sale, distribution or otherwise making available of the items referred 

to in paragraph 1 a.ii of this article. 

 Circumventing Access Restrictions 

2.5.1 Introduction 

If the focus of the web-crawler is not limited to traditional data-bases but includes forums used to 

more or less undercover exchange information about system vulnerabilities, an effective collection of 

intelligence may be hindered by access prevention measures – such as captchas, passwords and 

registration requirements.   

2.5.2 Relation Between FORESIGHT and the Circumvention of Access Restrictions 

The question if the circumvention of access restrictions may violate statutory law, will only be relevant, 

if the crawler will be equipped with such technology. If the operation of the crawler is limited to 

publicly available information that are not protected by access restrictions, the discussion is less 

relevant.  

2.5.3 The Criminal Law Framework Based on the EU Directive on Attacks Against Information 

Systems 

Both the 2001 Counsel of Europe Convention on Cybercrime62 as well as the 2013 EU Directive on 

attacks against information systems63 include provisions criminalizing the illegal access. Both 

approaches are similar and aim to protect the integrity of computer systems. The following overview 

focuses on Art. 3 of the 2013 EU Directive. The provision was drafted in accordance with the standards 

defined by the Council of Europe Convention on Cybercrime.64  

Art. 3 requires EU Member States to criminalize illegal access to an information system where 

committed by infringing security measures. “Access” in this regard is not limited to a specific means of 

communication, but – just like Art. 2 Convention on Cybercrime - is open-ended and open to further 

technical developments.65 It shall include all means of entering another computer system, including 

Internet attacks,66 as well as illegal access to wireless networks. Accessing a data-base hosted on a 

 
62 Council of Europe, Convention on Cybercrime, ETS 185. 
63  See the explanation of the EU Directive 2013/40/EU on attacks against information systems.   
64  See the explanation of the EU Directive 2013/40/EU on attacks against information systems.   
65 Gercke, Cybercrime Training for Judges, 2009, page 27, available at: 
www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train%20manual%20judges6%20_4%20march%2009_.pdf.  
66  With regard to software tools that are designed and used to carry out such attacks, see: Ealy, A New 
Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and Prevention, page 9 et seq., available 
at: www.212cafe.com/download/e-book/A.pdf. With regard to Internet-related social engineering techniques, 
see the information offered by the anti-phishing working group, available at: www.antiphishing.org; Jakobsson, 
The Human Factor in Phishing, available at: www.informatics.indiana.edu/markus/papers/aci.pdf; Gercke, 
Computer und Recht 2005, page 606. The term “phishing” describes an act that is carried out to make the victim 

http://a.ii/
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-Presentations/2079%20if09%20pres%20coe%20train%20manual%20judges6%20_4%20march%2009_.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-Presentations/2079%20if09%20pres%20coe%20train%20manual%20judges6%20_4%20march%2009_.pdf
http://www.212cafe.com/download/e-book/A.pdf
http://www.antiphishing.org/
http://www.informatics.indiana.edu/markus/papers/aci.pdf
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computer server is covered by the criminalized act. Security measures include various access 

restrictions such as passwords and access codes. However, captchas, that are implemented to restrict 

automated searches, are most likely not considered to be covered by provisions that they do not 

restrict human access.   

2.5.4 Considerations for the FORESIGHT Project 

In order to avoid a violation of criminal law (and in addition potentially licensing agreements) the web-

crawler should not be equipped with the ability to circumvent access restrictions.  

2.5.5 Legislation and Regulations 

2001 Council of Europe Convention on Cybercrime67 

Article 2 – Illegal access 

Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal 

offences under its domestic law, when committed intentionally, the access to the whole or any part of 

a computer system without right. A Party may require that the offence be committed by infringing 

security measures, with the intent of obtaining computer data or other dishonest intent, or in relation 

to a computer system that is connected to another computer system. 

2013 EU Directive on Attacks against Information Systems  

Article 3 – Illegal access to information systems 

1. Member States shall take the necessary measures to ensure that, when committed intentionally, 

the access without right, to the whole or any part of an information system, is punishable as a criminal 

offence where committed by infringing security measures, at least for cases which are not minor. 

2. Each Member State may decide that the conduct referred to in paragraph 1 is incriminated only 

where the offence is committed by infringing a security measure. 

 Copyright Issues 

As pointed out in the chapter related to illegal content, the process of crawling large quantities of 

information collected through crawlers goes along with risks related to the nature of the 

collected/accessed material. Apart from potentially criminal content there are also concerns related 

to copyright violation. The web-crawler might copy and save content in a database that is protected 

by copyright laws. This issue is frequently discussed with in the context of web-crawlers used by search 

engines.68 Search engines frequently use technology similar to the one most likely utilized in the 

 
disclose personal/secret information. It originally described the use of e-mails to “phish” for passwords and 
financial data from a sea of Internet users. The use of “ph” is linked to popular hacker naming conventions. See 
Gercke, Computer und Recht, 2005, page 606; Ollmann, The Phishing Guide Understanding & Preventing Phishing 
Attacks, available at: www.nextgenss.com/papers/NISR-WP-Phishing.pdf. For more information on the 
phenomenon of phishing, see above: § 2.9.4. 

67 Council of Europe, Convention on Cybercrime, ETS 185.  

 
68 See in this regard for example: Rotenberg/Compano, Search Engines for Audio-Visual Content: Copyright Law and its Policy 
Relevance, published in Preissl et al., Telecommunication Markets, 2009.  

http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf
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FORESIGHT project. From a legal point of view, it would, however, be too easy to point out that it can 

hardly be illegal for a research project or even a commercial enterprise to do what search engines do 

on a daily basis. This is challenging as some countries have specifically addressed the civil and criminal 

liability of search engines.  

The background is that search engines play a vital role in the successful development of the Internet 

and  it was quite rightly pointed out that “without much exaggeration one could say that to exist is to 

be indexed by a search engine”.69 While the European Union E-Commerce Directive70 does not contain 

standards defining the liability of search-engine operators, some EU Member States have decided to 

address the liability of search-engine providers in a dedicated provision.71 Unlike in the case of 

hyperlinks, not all countries have based their regulation on the same principles.72 Spain73 and Portugal 

have based their regulations regarding the liability of search-engine operators on Article 14 of the 

Directive, while Austria74 has based the limitation of liability on Article 12. This framework cannot 

simply be transferred to crawlers utilized by LEA and it is therefore not possible to simply refer to 

search engines operating web-crawlers when discussing the legal basis. 

 
69  Introna/Nissenbaum, Sharping the Web: Why the politics of search engines matters, page 5.  

70 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of 
information society services, in particular electronic commerce, in the Internal Market (Directive on electronic commerce). 

71  Austria, Spain and Portugal. See Report of the application of the Directive on electronic commerce – COM (2003) 702, 
page 7. 

72  See Report of the application of the Directive on electronic commerce – COM (2003) 702, page 15. 

73 Ley de Servicios de la Sociedad de la Información y de Comercio Electrónico (LSSICE) – Artículo 17. Responsabilidad de los 
prestadores de servicios que faciliten enlaces a contenidos o instrumentos de búsqueda (Spain) 

1. Los prestadores de servicios de la sociedad de la información que faciliten enlaces a otros contenidos o incluyan en los 
suyos directorios o instrumentos de búsqueda de contenidos no serán responsables por la información a la que dirijan a los 
destinatarios de sus servicios, siempre que: a) No. tengan conocimiento efectivo de que la actividad o la información a la que 
remiten o recomiendan es ilícita o de que lesiona bienes o derechos de un tercero susceptibles de indemnización, o b) si lo 
tienen, actúen con diligencia para suprimir o inutilizar el enlace correspondiente. 

Se entenderá que el prestador de servicios tiene el conocimiento efectivo a que se refiere la letra a) cuando un órgano 
competente haya declarado la ilicitud de los datos, ordenado su retirada o que se imposibilite el acceso a los mismos, o se 
hubiera declarado la existencia de la lesión, y el prestador conociera la correspondiente resolución, sin perjuicio de los 
procedimientos de detección y retirada de contenidos que los prestadores apliquen en virtud de acuerdos voluntarios y de 
otros medios de conocimiento efectivo que pudieran establecerse. 

2. La exención de responsabilidad establecida en el apartado primero no operará en el supuesto de que el destinatario del 
servicio actúe bajo la dirección, autoridad o control del prestador que facilite la localización de esos contenidos. 

74 Ausschluss der Verantwortlichkeit bei Suchmaschinen  

§ 14. (1) Ein Diensteanbieter, der Nutzern eine Suchmaschine oder andere elektronische Hilfsmittel zur Suche nach fremden 
Informationen bereitstellt, ist für die abgefragten Informationen nicht verantwortlich, sofern er  

1. die Übermittlung der abgefragten Informationen nicht veranlasst,  

2. den Empfänger der abgefragten Informationen nicht auswählt und  

3. die abgefragten Informationen weder auswählt noch verändert.  

(2) Abs. 1 ist nicht anzuwenden, wenn die Person, von der die abgefragten Informationen stammen, dem Diensteanbieter 
untersteht oder von ihm beaufsichtigt wird.  
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2.6.1 Considerations for the FORESIGHT Project 

The automated collection of threat intelligence is one key feature of the FORESIGHT platform. Within 

the design of the web-crawler special consideration should be given to the fact that if information is 

not only accessed but copied this may go along with potential copyright violations.  

 Licensing and End User Agreement Issues  

Closely related to the issue of copyright are issues related to terms and conditions for using websites 

that potentially contain threat intelligence and are therefore accessed by the web-crawler. It is 

necessary to differentiate between different scenarios.  

2.7.1 Freely Accessible Content 

Some of the material collected will likely be freely accessible. Various websites for example provide 

cybersecurity threat intelligence for free. This does however not automatically authorize a user to copy 

the material and re-use it. Copying all content or even just parts does not only raise questions with 

regard to potential copyright violations but also potential violations of the terms and conditions of the 

operator of the platform. Very often the “End User Agreement” contains provisions that restrict the 

ability to collect and use data published. In 2010 an entrepreneur who collected 2010 million datasets 

from Facebook through a crawler faced legal threats by the company.75  

2.7.2 Restricted Access 

As pointed out in the description of task 9.4 the crawler might access databases specifically containing 

threat intelligence – such as databases maintained by CERTs. In this regard, it is important to verify 

with the operator of the data-base if such data can be accessed and used by FORESIGHT. In this regard 

full transparency is required. It is especially in general not sufficient that one FORESIGHT consortium 

member has access credentials and therefore de-facto the ability to grant FORESIGHT access to the 

database. To ensure full legal compliance it is favourable to sign a licencing agreement regulating the 

access wherever possible. This agreement should ideally not only cover the development of the 

FORESIGHT platform but also include the phase after the official end of the project (potentially as a 

commercial enterprise).  

2.7.3 Considerations for the FORESIGHT Project 

The automated collection of threat intelligence is one key feature of the FORESIGHT platform. When 

it comes to the collection of data from databases, signing licencing agreements and working on the 

basis of existing interfaces and established procedures should be taken into consideration. When using 

crawlers, the tool should avoid violations of license agreements.  

 Summary 

The web-crawler based approach to collect threat intelligence is a highly innovative approach. Similar 

to other approaches that go beyond state-of-the-art it is going along with a number of legal challenges. 

In order to avoid violations of existing laws, measures to prevent such violations should be taken into 

 
75 Giles, Data sifted from Facebook swiped after legal threats, New Scientist, 31.03.2010.  
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consideration. One approach to limit exposure could be a security-by-design approach where the 

technical capacities of a crawler are technically limited to ensure legal compliance.  
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3 Potential Legal Issues Related to Simulations 

As explained in the introduction there are virtually no legal frameworks addressing simulations. This 

does not mean that simulations are taking place in legal vacuum. The main reason why de-facto 

simulations are not addressed by legal and regulatory measures is the fact that they usually do not 

have a direct real-world impact. Poisoning a human is a crime. Simulating the poisoning of a human in 

a virtual environment is not a crime as the real-world impact is missing.  

This does not mean that no legal limitations apply at all. However, possible legal issues are limited and 

conflicts can rather easily be avoided. The following chapter provides an overview about those 

potential issues that were identified during a red-teaming exercise.  

 Data Protection 

3.1.1 Introduction 

Simulations are particularly effective if they are designed close to reality.76 In this regard there is often 

a discussion if “real” data should be used within the simulation. As an example: When simulating an 

illegal hacking attack where the offenders are trying to get access to a database with client data using 

an identical copy of the real client data could make the simulation highly realistic. While without doubt 

using real personal data instead of fictitious data is making simulations more realistic it is challenging 

with regard to data protection. There are three main issues:  

▪ Legal Basis: Processing of personal data requires a legal basis. It is lawful if one of the bases 

listed in Art. 6, paragraph 1 GDPR is applicable. Very often the processing is based on consent 

given by the data subject. Usually, consent forms do not include the use of data for the purpose 

of incident simulations. In those cases where the processing is based on consent, personal data 

should, therefore, only be considered for use in simulations if an explicit consent from the data 

subject exists.  

▪ Access Rights: In addition, it is important to underline that during the process of designing and 

operating simulation people might get access to personal data that they are not authorised to 

process. This may also limit the ability to process personal data in this framework. 

▪ Technical Measures: Finally, technical protection measures (such as access control and access 

tracking) that are in place to ensure that personal data is secure within the regular system may 

not be available in the Cyber Range environment.  

3.1.2 Considerations for the FORESIGHT Project 

In order to avoid risks of violating data protection laws and increasing the need for compliance, 

verifications using fictitious data set instead of real personal data should be taken into consideration 

when designing plots.  

 Licensing and Copyright 

 
76 Holt/Segrave/Cybulski, Professional Education Using E-Simulations, 2012, page 228.  
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3.2.1 Introduction 

Using real data to make simulations more realistic does not only go along with legal challenges when 

it comes to data protection. It is equally important to keep in mind that copying data from a real-world 

server environment to computer systems used to run the Cyber range, this process could lead to 

copyright and license violations. If for example a company owns one license of a software to run on a 

server, it might not be allowed to install a second copy within the Cyber range environment.   

3.2.2 Considerations for the FORESIGHT Project 

In order to avoid risks of violating copyright/licensing agreements and copyright laws and increasing 

the need for compliance, verifications using fictitious data set instead of real personal data should be 

taken into consideration when designing plots.  

 Illegal Content 

3.3.1 Introduction 

In some very few cases child pornography played a role in criminal cases outside the context of 

traditional sex offenders. Offenders can for example break into a computer system of a company, 

upload child pornography images and afterwards submit an anonymous complaint about a company 

hosting child pornography to law enforcement. If as a consequence an investigation is carried out and 

child pornography images are detected, this could result in a confiscation of the company’s servers.  

While the above-mentioned attack may be worth simulating in a cyber range, using child pornography 

images would lead to criminal exposure.    

3.3.2 Considerations for the FORESIGHT Project 

In order to avoid risks violating criminal law, real illegal content such as child pornography should not 

be used in simulation and instead be substituted by harmless content.  

  



D3.1 Societal, Ethical and Legal Report 

© 2020 FORESIGHT  Horizon 2020 | SU-DSS01-2018 | 833673 

36 

4 Ethical Standard for Development and Operation of 

FORESIGHT Platform 

 Cyber Threat Environment 

Attacks disrupting or subverting the internal functions of one or more critical infrastructures rank at 

fourth place among the cyber threats outlined in Europol’s annual Internet Organised Crime Threat 

Assessment (IOCTA)77 presented in October 2019. Cyber-attacks on critical infrastructures, including 

attacks on the energy, transport, water supply, and health sectors have firmly established themselves 

within the cybercrime threat landscape and the most likely potential perpetrators range from hackers 

and hacktivists to (organised) criminals and nation states and also include script kiddies who’s attacks 

gain potential by the accessibility of “crime as a service” (CaaS) on the dark web.78 Public and private 

sector entities, therefore, are not only exposed to ‘conventional’ ransomware attacks79, but also to 

destructive cyber-attacks; acts of sabotage which would permanently erase or otherwise irreversibly 

damage company data or systems.80  

The goal of such cyber-attacks is to steal, compromise or destroy organizational assets that have 

financial, operational, intellectual, confidential or reputational value. Even if (critical) infrastructures 

were less likely to be attacked by financially motivated threat actors,81 a growing concern is that 

terrorists turn to launching cyber-attacks against (critical) infrastructures. The cyber-attack tools and 

techniques used e.g. by the so-called Islamic State (IS) might be too rudimentary,82 however, 

professional, sophisticated and industrialised threat actors are capable of bypassing traditional 

defenses which typically react only to known threat signatures. The dark web remains as the key online 

enabler and the CaaS model provides easy access to tools and services across the entire spectrum of 

cyber-criminality from entry-level to top-tier players.83 

 Vision for FORESIGHT Platform 

To counteract these threats, the vision of the FORESIGHT project is to develop an intelligence-driven 

cyber-range solution which creates an ecosystem of networked realistic training and simulation 

platforms that bring together unique cyber-security aspects in three key domains: aviation, smart grid 

 
77 Europol, Internet Organised Crime Threat Assessment (IOCTA) 2019, 9 October 2019, available at: 
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-
iocta-2019. 
78 Europol, Internet Organised Crime Threat Assessment (IOCTA) 2019, p. 23. 
79 In March 2019, Norwegian company Norsk Hydro AS — renewable energy supplier and one of the world’s 
largest aluminium producers — was compromised by the LockerGoga ransomware in a targeted cyber-attack 
affecting large parts of the business. The resulting production stoppages in Europe and the USA impacted costs 
up to 35 million Euro. See: Europol, Internet Organised Crime Threat Assessment (IOCTA) 2019, p. 24. 
80 In Summer 2019, GermanWiper surfaced as a new type of ransomware which rather than encrypting the 
victim’s files, rewrites the content resulting in the permanent destruction of the victim’s data, see: Europol, 
Internet Organised Crime Threat Assessment (IOCTA) 2019, p. 17. 
81 Because such cyber-attacks draw the attention of multiple authorities, see: Europol, Internet Organised Crime 
Threat Assessment (IOCTA) 2019, p. 23. 
82 Europol, EU Terrorism Situation and Trend Report (TE-SAT) 2019, p. 20. 
83 State-sponsored organisations, organised crime gangs, non-profit hacktivists, for-profit mercenary 
organisations, etc. See: Europol, EU Serious and Organised Crime Threat Assessment (SOCTA) 2017, p, 29. 
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and naval. At the heart of this ecosystem will be a FORESIGHT platform which will not only extend the 

capabilities of existing cyber-ranges but will also allow the creation of complex cross-domain/hybrid 

scenarios to be built jointly with the “Internet of Things” (IoT) domain. Ultimately, this ecosystem 

serves to enhance the preparedness of cyber-security professionals at all levels as well as to train and 

advance their skills towards preventing, detecting, reacting and mitigating sophisticated cyber-attacks.  

For this purpose, the FORESIGHT platform has to stay abreast of the latest cyber threat scenarios, on 

the one hand, and to be capable of simulating realistic threat-informed scenarios in various cyber-

ranges, on the other. For discovery of the latest cyber threat intelligence, the FORESIGHT project aims 

to develop an Intelligence Gathering Module (T9.4) for the sole use of the FORESIGHT platform and for 

an efficient use of time and resources. It is envisioned that this FORESIGHT Intelligence Gathering 

Module collects information both from internal and external sources which could lead to the 

identification of vulnerabilities:  

▪ The internal sources include the logs of the system, the network, the application, the database 

and the server as well as software alerts and firewall/router logs.  

▪ The external sources to be monitored include feeds of public sharing repositories and of 

government repositories as well as discussion-forums, social media and relevant websites both 

from the surface web and the dark web.  

All sources are monitored for latest threat actors, vulnerabilities, tactics, techniques and procedures 

(cyber threat intelligence). The external sources are publicly available material which also reveal digital 

representations of individuals and other entities with perhaps more than one online identity which can 

be identified, attributed and acted upon. Such identities may include social media names, email 

addresses, web forum names, IP addresses and telephone numbers which are not only key for 

attributing responsibility and targeting a source of a cyber threat, but also for verifying the reliability 

of a source providing detailed cyber threat intelligence. These identities, therefore, lend themselves 

as threat indicators. The information collected by the FORESIGHT Information Gathering Module not 

only reveals in what way the searched (id)entity appears connected to cyber-attack material, activities 

and malicious intent, but is also capable of tracing additional suspicious activities as well as (id)entities.  

 Overview of Ethical Issues 

Any use of the FORESIGHT platform in general and the FORESIGHT Intelligence Gathering Module in 

particular takes place within the framework of society at large. As such, the society (at global and at 

regional level within the European Union) has an impact on how this module may be used.  

This section 4 and the two remaining sections 5 and 6 aim to identify and analyse any real and potential 

political, ethical and societal implications related to the research, the development of a federated 

cyber range platform and its operation. In an effort to identify key issues that have to be covered a 

traditional PESTLE84 and STEP85 approach was carried out. This approach revealed the use of the 

Information Gathering Module searching for cyber threat intelligence as area of concern pointing 

 
84 A PESTLE analysis traditionally provides an overview of the Political, Economic, Social, Technological, Legal, and 
Environmental angles to a certain idea/plan to which for FORESIGHT the Ethical angle was added, see in general: 
https://pestleanalysis.com/what-is-pestle-analysis/.   
85 A STEP analysis identifies the key factors associated with Society, Technology, the Economy, and Political 
environment of a ?? including current trends, see https://pestleanalysis.com/step-analysis/. 
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towards three major ethical objections: First, the quality of evidence produced by the Module; second, 

the risk of potential bias and, third, the danger of unfair effects based on the Module’s results (see 

section 5 below). Regarding the use of the FORESIGHT platform for training the skills and the 

preparedness of cybersecurity professionals by simulating latest threat scenarios in federated cyber 

ranges, the traditional approach revealed the psychological safety of training cybersecurity 

professionals as key area of concern (see section 6 below). 

For the purpose of focus control, a red teaming exercise was carried out to identify possible gaps of 

the traditional and rather general PESTLE and STEP approach. The red teaming exercise revealed as an 

additional aspect that the use of the Information Gathering Module could perhaps intrude into the 

lives of individuals who are not involved in cyber-attacks. More importantly, it seems ethically 

challenging to identify appropriate search terms (threat indicators) for the Module to identify new 

attack vectors, methods or techniques for cyber-attacks in online forums and social media because 

such threat indicators should be adequately specific, reasonable, evidence-based and non-

discriminatory. Regarding the training with simulations of threat scenarios, the red teaming exercise 

identified a potential risk of utilitarian bias. 

Taking all political, ethical and societal considerations together, the key issues concerning the 

development and operation of the FORESIGHT platform can be structured into two focus areas: 

▪ Impact of the Information Gathering Module: 

• The quality of threat intelligence (see section 5.2 below) 

• The risk of potential bias (see section 5.2.3 below) 

• The potential danger of unfair effects on the Module’s results (see section 5.3 below) 

• The effectiveness of the Module (see section 5.4 below) 

• The identification of appropriate threat indicators (see section 5.5 below) 

▪ Impact of training with simulations: 

• The risk of utilitarian bias (see section 6.1 below) 

• The recording of simulations (see section 6.2 below) 

• The psychological safety of training cybersecurity professionals (see section 6.3 below) 

The potential research in training with simulations (see section 6.4 below) 

 Ethics Frameworks and Guidelines 

The ethical perspective on systems using information technology has gained huge momentum with 

the rise of the market for artificial intelligence (AI). Focusing on the development of automated 

decision-making, sets of ethical frameworks and guidelines have mushroomed in recent years. In April 

2020, the “AI Ethics Guidelines Global Inventory" run by the German initiative Algorithm Watch 

counted more than 160 different entries from all over the world.86 A similar inventory offered by the 

Chinese initiative “Linking Artificial Intelligence Principles” (LAIP) currently lists over 60 different sets 

of ethical guidelines and offers suggestions how these sets could supplement each other based on an 

analysis with an automated word analysis tool.87  

 
86  Algorithm Watch, AI Ethics Global Inventory, https://inventory.algorithmwatch.org/about. 
87 Linking Artificial Intelligence Principles (LAIP), http://www.linking-ai-principles.org and Zeng/Lu/Huanfu, 
Linking Artificial Intelligence Principles, paper for the AAAI Workshop on AI Safety. 
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All these ethical frameworks and guidelines have been issued by public, private or academic 

organisations and vary from mere recommendations over voluntary commitments up to binding 

policies depending on whether an organisation has the means to sanction non-compliance.88 The study 

of whether and to what extent these frameworks and guidelines gravitate towards a universal ethical 

standard, has become part of scientific research.89 

There is a valuable discussion whether and to what extent ethical guidelines might be mere “ethics 

washing” aimed strategically to avoid governmental regulation and to maintain an apparent lack of 

monitoring.90 The main thrust of this discussion is aimed at ethical guidelines issued by the private 

sector.91 Although the AI industry collects the data and has the expertise to integrate fairness into the 

design of AI systems, the key argument is that it is not for the AI industry to define the processes for 

investigating which concerns are real and which protective measures are effective.92 Rather, 

independent organisations are better qualified, especially when subsidised by the state and subjected 

to the scrutiny of scientific peer review.93 The High-Level Expert Group on Artificial Intelligence (AI H-

LEG)94 established by the European Commission is such an independent organisation. 

 Ethics Guidelines for Trustworthy AI 

In April 2019, the AI H-LEG delivered “Ethics Guidelines for Trustworthy AI”95 which aims to provide 

guidance in three layers of abstraction. Based on an approach founded on fundamental rights, the 

most abstract layer identifies as foundation four ethical principles and their correlated values that must 

be respected in the development of AI systems: 

▪ the principle of respect for human autonomy: AI systems should be designed to augment, 

complement and empower human cognitive, social and cultural skills (human centric design 

principles) and to secure human oversight over the work processes; 

▪ the principle of prevention of harm: the operation of AI systems must not only be safe and 

secure, but also technically robust and not open to malicious use; 

▪ the principle of fairness: in a substantial dimension, AI systems have to be free from unfair 

bias and discrimination and, in a procedural dimension, an entity accountable for a decision 

must be identifiable; and 

 
88 See categorisation by Algorithm Watch, AI Ethics Global Inventory, 
https://inventory.algorithmwatch.org/about. 
89 Mittelstadt, “Principles Alone Cannot Guarantee Ethical AI”, Nature Machine Intelligence, November 2019, 
https://ssrn.com/abstract=3391293; Cowls/Floridi, Prologemina to a White Paper on an Ethical Framework for a 
Good AI Society, SSRN of 19 June 2018, https://dx.doi.org/10.2139/ssrn.3198732, pp. 1-14; Floridi et al., 
“AI4People – An Ethical Framework for a Good AI Society: Opportunities, Risks, Principles, and 
Recommendations, Minds and Machines” (2018), Vol. 26, p. 689 (p. 696). 
90 Benkler, Don’t let industry write the rules for AI, Nature, Vol. 569 (9 May 2019), p. 161. 
91 See e.g. Technical University of Munich, “Neues Forschungsinstitut für Ethik in der KI“ press release of 20 
January 2019 available in German at: www.tum.de/nc/aktuelles/pressemitteilungen/details/35188/; Walker, 
“An external advisory council to help advance responsible development of AI, post on Google Blog of 26. March 
2019, www.blog.google/technology/ai/external-advisory-council-help-advance-responsible-development-ai/. 
92 Benkler, Don’t let industry write the rules for AI, Nature, Vol. 569 (9 May 2019), p. 161. 
93 Benkler, Don’t let industry write the rules for AI, Nature, Vol. 569 (9 May 2019), p. 161. 
94 https://ec.europa.eu/digital-single-market/en/high-level-expert-group-artificial-intelligence. 
95 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
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▪ the principle of explicability: the capabilities and purpose of an AI system as well as its 

processes must be transparent and its decisions – to the extent possible – must be 

explainable.96 

Based on the fundamental rights and these ethical principles, the less abstract layer lists for their 

fulfilment seven key requirements that an AI system should meet in order to be trustworthy: 

▪ human agency and oversight,97 

▪ technical robustness and safety,98 

▪ privacy and data governance,99 

▪ transparency,100 

▪ diversity, non-discrimination and fairness,101 

▪ societal and environmental wellbeing102 and 

▪ accountability.103 

Developers of AI systems are expected to implement and apply these seven requirements to their 

design and development processes, while deployers should ensure that their product and services 

meet these requirements and end-users should be informed accordingly and able to request that they 

are upheld.104  

For each of the seven key requirements to become operational, the Ethics Guidelines for Trustworthy 

AI provide at concrete and non-exhaustive assessment list that has to be tailored to the specific use 

case.105 

 The FORESIGHT Platform as AI System? 

For the FORESIGHT project, the Ethics Guidelines for Trustworthy AI would be applicable, if the 

architecture of the federated cyber range platform with all its tools and modules qualified as AI system. 

Together with its Ethics Guidelines for Trustworthy AI, the AI H-LEG provided in a separate document 

 
96 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 11-13, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
97 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 15, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
98 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 16, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
99 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 17, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
100 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 18, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
101 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 18, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
102 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 19, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
103 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 19, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
104 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 14, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
105 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 24-31, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
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its understanding and definition of AI outlining its main capabilities and scientific disciplines.106 Starting 

from the definition of AI proposed within the European Commission’s Communication on AI,107 the AI 

H-LEG expanded the definition proposed by the European Commission to clarify certain aspects of AI 

as a scientific discipline and as a technology and proposed to use the following definition: 

“AI systems are software (and possibly also hardware) systems designed by 

humans that, given a complex goal, act in the physical or digital dimension 

by perceiving their environment through data acquisition, interpreting the collected 

structured or unstructured data, reasoning on the knowledge, or processing the 

information, derived from this data and deciding the best action(s) to take to achieve the 

given goal. AI systems can either use symbolic rules or learn a numeric model, and they 

can also adapt their behaviour by analysing how the environment is affected by their 

previous actions."108 

(emphases added) 

The definition of AI provided by the AI H-LEG is very broad and intended to be used also by non-AI 

experts. At its core, this definition merely requires an AI system:  

▪ to perceive its environment,  

▪ to either interpret, reason or process the perceived input and,  

▪ to decide on the best action(s) to achieve the given goal.  

The AI H-LEG emphasises that a decision in step (3) can also be “the selection of a recommendation to 

be provided to a human being, who will be the final decision maker”.109 This widens the scope of the 

AI H-LEG’s definition even further. In light of the width of this definition, the German 

“Datenethikkommission” (data ethics commission) decided against the term AI and, in its final report, 

preferred to refer to “algorithmic systems” instead.110 

In a nutshell, the envisioned FORESIGHT platform as a whole could be viewed as training system which 

is constantly updated with latest threat intelligence. The latest threat intelligence is provided by the 

“Information Gathering Module” (Task 9.4 in WP9) which is intended: 

▪ to perceive the digital environment in the surface web and in the dark web. 

▪ to interprete relevant feeds and repositories (structured data) as well as social media, 

discussion forums and blogs (unstructured data) and identify threat intelligence. 

 
106 AI H-LEG, “A Definition of AI: Main Capabilities and Scientific Disciplines”, 8 April 2019, 
https://www.aepd.es/sites/default/files/2019-09/ai-definition.pdf. 
107 The European Commission proposed the following definition: “AI refers to systems that display intelligent 
behaviour by analysing their environment and taking actions - with some degree of autonomy - to achieve 
specific goals. AI-based systems can be purely software-based, acting in the virtual world (e.g. voice assistants, 
image analysis software, search engines, speech and face recognition systems) or AI can be embedded in 
hardware devices (e.g. advanced robots, autonomous cars, drones or Internet of Things applications).”, see 
“Artificial Intelligence for Europe”, Communication COM(2018) 237 final, 25 April 2018. 
108 AI H-LEG, “A Definition of AI: Main Capabilities and Scientific Disciplines”, 8 April 2019, p. 6, 
https://www.aepd.es/sites/default/files/2019-09/ai-definition.pdf. 
109 AI H-LEG, “A Definition of AI: Main Capabilities and Scientific Disciplines”, 8 April 2019, p. 3, 
https://www.aepd.es/sites/default/files/2019-09/ai-definition.pdf. 
110 “Gutachten der Datenethikkommission”, October 2019, pp. 160-161. 
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▪ to decide whether the threat intelligence is new and to be incorporated into the FORESIGHT 

training system. 

Once the decision in step (3) is made, the attack vector is enriched with analyses of its risks and impact 

as well as with threat forecasts and econometric models and added to the FORESIGHT knowledge base. 

Even if a human specialist makes the decision in step (3), this would suffice to qualify the FORESIGHT 

platform as “AI system” provided the Information Gathering Module presents the human specialist 

with a pre-selected recommendation.  

At this stage, the FORESIGHT project is still in phase one and focusing on the user requirements. The 

Information Gathering Module will be built in phase three of FORESIGHT project which is intended for 

the development of the tools. Therefore, it is currently too early to judge whether the FORESIGHT 

platform will qualify as AI system within the meaning of the AI H-LEG’s definition of AI provided for the 

application of the Ethics Guidelines on Trustworthy AI. According to Task 9.4 as described in the 

FORESIGHT proposal, the function of the Information Gathering Module will be to collect information 

“which could lead to the identification of vulnerabilities … and threats”. This formulation lets the 

information collected by this Module fall short of a recommendation for the decision of adding new 

threat intelligence to the FORESIGHT knowledge base. Before this decision can be made, several steps 

might still be necessary including the verification and classification of the potential new attack 

vector(s). In this case, the information presented by the Information Gathering Module will ultimately 

present no more than the mere suggestion for a human specialist to evaluate whether this information 

constitutes relevant threat intelligence rendering the FORESIGHT platform incapable of qualifying as 

AI system.  

If the FORESIGHT platform does not constitute an AI system within the meaning of the AI H-LEG’s 

definition of AI, then the Ethics Guidelines on Trustworthy AI will not be applicable to the FORESIGHT 

platform. In this case, the four ethical principles (see 4.1 above) founded on the fundamental rights 

and freedoms guaranteed in the European Union, would still express relevant guidance. This relevance 

emanates from the fact that these fundamental ethical principles echo the four classic principles of 

medical ethics on which ethical guidelines for information technology seem to have converged111: (1) 

respect for human autonomy, (2) non-maleficence, (3) beneficence and (4) justice.112 Because it is 

necessary to evaluate whether technology based on autonomous and automating algorithms actually 

respects human autonomy and serves non-maleficence, beneficence as well as justice, it is important 

to realise which decisions are made by this technology, what advantages and disadvantages might be 

involved and who is accountable and/or liable for its use, the principle of explicability was suggested 

to supplement the classic principles of medical ethics in the context of technology.  

 
111111 Cowls/Floridi, Prologemina to a White Paper on an Ethical Framework for a Good AI Society, SSRN of 19 
June 2018, https://dx.doi.org/10.2139/ssrn.3198732, pp. 1-14; Floridi et al., “AI4People – An Ethical Framework 
for a Good AI Society: Opportunities, Risks, Principles, and Recommendations, Minds and Machines” (2018), Vol. 
26, p. 689 (p. 696). 
112 The groundbreaking work for the medical field by Beauchamps/Childress, “Principles of Biomedical Ethics” is 
e.g. referred to by Schöne-Seifert, “Prinzipien und Theorien in der Medizinethik”, in Ach/Bayertz/Siep, Grundkurs 
Ethik, Vol. II, p. 9 (p. 16).  
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When tensions arise between these fundamental ethical principles, it will be for the developers and 

end-users within the FORESIGHT consortium to approach such ethical dilemmas and trade-offs via 

reasoned and evidence-based reflection rather than intuition or random discretion.113  

 
113 AI H-LEG, “Ethics Guidelines for Trustworthy AI”, 8 April 2019, pp. 13, 
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419. 
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5 Political, Ethical and Societal Issues Concerning an Automated 

Search Tool 

The use of the envisioned Information Gathering Module is intended to automate gathering cyber 

threat intelligence which is currently carried out by human experts. For that purpose, the Information 

Gathering Module should provide reliable data concerning cyber-attack actors, methods, techniques 

and procedures which may be verified and converted into a simulation as potential cyber threat in a 

cyber-range. 

 Algorithms and Machine Learning 

In order to allow and implement these intended functions, the Information Gathering Module has to 

employ algorithms. Although an “algorithm” may formally be defined as purely mathematical 

construct114, lay usage of the term “algorithm” also includes the implementation of the mathematical 

construct into a technology and an application of the technology configured for a particular task115. A 

fully configured algorithm incorporates the abstract mathematical structure that has been 

implemented into a system for analysis of tasks. Whereas a strict wording would have to distinguish 

between constructs, implementations and configurations, for the discussion of ethical issues in this 

deliverable generically referring to “algorithm” will suffice. Algorithms in this sense will not only be 

found in the configuration of the Information Gathering Module itself but also in the configuration of 

the external search engines like Google, Bing, DuckDuckGo, Torch, Ahmia and others which the 

Information Gathering Module is intended to take advantage of and incorporate into its operations.  

Replacing a human operator of an investigation at least to a significant extent with an algorithm has 

the advantage that the analysis is augmented already by the scope and scale of data and rules involved. 

The way in which an algorithm makes sense of streams of data and determines features relevant to a 

given decision outperforms any human operator and involves a qualitatively different decision-making 

logic applied to larger inputs. The new scale of analysis and the complexity of decision-making are 

already ethically challenging and this challenge is increased by the opacity of the work by the employed 

algorithms. Traditionally, algorithms operate on decision-making rules which are defined and 

programmed individually “by hand” (e.g. Google’s PageRank algorithm), but increasingly rely on 

machine learning capacities which are also referred to as “predictive analytics”116 and “artificial 

intelligence”117 because these algorithms are capable of learning.118 Whether the Information 

Gathering Module will ultimately have capacities of machine learning, will be decided in phase three 

“tools development” of FORESIGHT project in WP9. Machine learning generally means that the 

algorithm defines the decision-making rules to handle new inputs independently of a human 

 
114 Hill, “What an algorithm is”, Philosophy & Technology [2016] 29 (1), p. 35 (p. 47). 
115 See Turner/Angius, "The Philosophy of Computer Science" in:  Edward N. Zalta (ed.), The Stanford 
Encyclopedia of Philosophy (Spring 2017), available at:  
https://plato.stanford.edu/archives/spr2017/entries/computer-science/. 
116 See Siegel, “Predictive Analytics: The Power to Predict Who Will Click, Buy, Lie, or Die”, 2016. 
117 See Domingos, “The Master Algorithm: How the Quest for the Ultimate Learning Machine will Remake the 
World”, 2015. 
118 Tutt, “An FDA for algorithms”, Administrative Law Review [2017] 69, p. 83 (pp. 94). 
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operator.119 Such learning capacities grant algorithms a degree of autonomy the impact of which 

ultimately remains uncertain. As a result, tasks performed by machine learning algorithms are not only 

difficult to predict beforehand but also difficult to explain afterwards and this uncertainty might inhibit 

the identification and redress of ethical challenges.120 

Against this background, this section suggests three major ethical challenges for the use of the 

FORESIGHT search tool: 

▪ the quality of threat intelligence produced by an automated tool (see section 5.2 below) 

▪ the risk of potential bias (see section 5.3 below) and 

▪ the (un)fairness of the actions driven by an automated tool (see 5.4 below). 

 Quality of Threat Intelligence 

The first major ethical challenge posed by an automated tool which is influenced by decision-making 

algorithms concerns the quality of intelligence produced by the algorithm. It seems appropriate to 

divide this challenge in the following three components:121 

▪ the (in)conclusiveness of threat intelligence (see section 5.2.1 below), 

▪ (in)scrutability of threat intelligence (see section 5.2.2 below) and 

▪ the risk of potential bias (see section 5.2.3 below). 

5.2.1 (In)Conclusiveness of Threat Intelligence: Correlation or Causality 

Algorithmic decision-making and data mining rely on inductive knowledge and correlations identified 

within the data examined. The intelligence produced by an algorithm does not establish any causality. 

The necessary search for causal links to actual cyber-threats is complicated by the phenomenon that 

correlations based on a sufficient volume of data could increasingly be seen as sufficiently credible to 

direct actions without first establishing causality.122 Acting upon mere correlations may ethically be 

legitimate but requires a higher threshold of intelligence to justify actions with ethical impact. The risk 

is that algorithmic categories signal certainty, discourage alternative explorations and create a 

coherence among disparate objects.123 This leads to the danger of ultimately biasing the allocation of 

attention and resources.124 This risk as well as this danger appear to be manageable by the fact that 

the search results of web-crawler functioning as automated search tool for the Information Gathering 

Module will be evaluated by a human specialist trained in taking into account both, the risk of false 

certainty and the danger of (over)simplification. 

 
119 Matthias, “The resonsibility gap: Ascribing responsibility for the action of learning automata” Ethics and 
Information Technology [2004], 6, p. 175 (p. 179). 
120 Mittelstadt/Allo/Taddeo/Wachter/Floridi, “The ethics of algorithms: Mapping the debate”, Big Data & Society 
[2016] 3 (2), p. 1 (p. 3). 
121 Mittelstadt/Allo/Taddeo/Wachter/Floridi, “The ethics of algorithms: Mapping the debate”, Big Data & Society 
[2016] 3 (2), p. 1 (p. 4) referring to the quality of evidence as “inconclusive”, “inscrutable” and “misguided”. 
122 Hildebrandt, “Who needs stories if you can get the data?, Philosophy & Technology [2011] 24 (4), p. 371 
(pp.378-380). 
123 Ananny, “Toward an ethics of algorithms: convening, observation, probability and timeliness”, Science, 
Technology, & Human Values [2015] 41 (1), p. 93 (p. 103). 
124 Barocas, “Data mining and the discourse on discrimination”, p. 3 under section 2.5 on “shifting the sample 
frame”; available at: 
https://dataethics.github.io/proceedings/DataMiningandtheDiscourseOnDiscrimination.pdf. 
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5.2.2 (In)Scrutability of Algorithm’s Functionality and Rationale 

The scrutability of cyber threat intelligence presents an essential ethical concern and addresses the 

transparency and opacity of an algorithm. The primary components of transparency are accessibility 

and comprehensibility of information, but information about the functionality of algorithms is often 

poorly accessible. Proprietary algorithms are kept secret either for the sake of competitive 

advantage125 or of national security126. The transparency of an algorithm therefore involves tensions 

between several ethical ideals which have to be brought into an acceptable balance.  

The transparency of an algorithm is further complicated by machine learning algorithms which are 

even more difficult to interpret and comprehend as they move along their learning process.127 It is 

argued that the opacity of machine learning algorithms inhibits oversight. According to one scholar, 

algorithms are opaque in the sense that the recipient of an algorithm’s output rarely has any concrete 

sense of how and why a particular classification has been arrived at from inputs.128 The opacity in 

machine learning algorithms appears to be a product of the high-dimensionality of data, complex code 

and changeable decision-making logic.129 Therefore, it is further argued that meaningful oversight in 

algorithmic decision-making appears impossible (so called “black box”) when the machine has an 

informational advantage over the human operator.130  

Even concerning algorithms operating on individually “hand-written” decision-making rules, it is 

argued that such algorithms can still be highly complex and practically inscrutable despite their lack of 

machine learning.131 Especially when algorithms are developed by large teams of engineers over time, 

they cannot be divorced from the conditions under which they are developed and this means that 

algorithms need to be understood as relational, contingent, contextual in nature, framed within the 

wider context of their socio-technical assemblage.132 Nevertheless, algorithmic processing contrasts 

with traditional human decision-making because the rationale of an algorithm may well be 

incomprehensible to humans which renders the legitimacy of its decisions difficult to challenge.133 

 
125 Glenn/Montieth, “New measures of mental state and behavior based on data collected from sensors, 
smartphones, and the internet”, Current Psychiatry Reports [2014] 16 (12), p. 1 (p. 6). 
126 Leese, “The new profiling: Algorithms, black boxes, and the failure of anti-discriminatory safeguards in the 
European Union”, Security Dialogue [2014] 45 (5), p. 494 (p. 502). 
127 Burell, “How the machine thinks: understanding opacity in machine learning algorithms” Big Data & Security 
[2016] 3 (1), p. 1 (p. 4); Hildebrandt, “Who needs stories if you can get the data?, Philosophy & Technology [2011] 
24 (4), p. 371 (pp.378-380); Leese, “The new profiling: Algorithms, black boxes, and the failure of anti-
discriminatory safeguards in the European Union”, Security Dialogue [2014] 45 (5), p. 494 (p. 502); Tutt, “An FDA 
for algorithms”, Administrative Law Review [2017] 69, p. 83 (pp. 94). 
128 Burell, “How the machine thinks: understanding opacity in machine learning algorithms” Big Data & Security 
[2016] 3 (1), p. 1 (p. 1). 
129 Burell, “How the machine thinks: understanding opacity in machine learning algorithms” Big Data & Security 
[2016] 3 (1), p. 1 (p. 6). 
130 Matthias, “The resonsibility gap: Ascribing responsibility for the action of learning automata” Ethics and 
Information Technology [2004], 6, p. 175 (pp. 182). 
131 Kitchin, “Thinking critically about and researching algorithms”, Information, Communication & Society [2017] 
20 (1), p. 14 (pp. 20 et seq.). 
132 Kitchin, “Thinking critically about and researching algorithms”, Information, Communication & Society [2017] 
20 (1), p. 14 (pp. 18). 
133 Mittelstadt/Allo/Taddeo/Wachter/Floridi, “The ethics of algorithms: Mapping the debate”, Big Data & Society 
[2016] 3 (2), p. 1 (p. 7). 
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Against this background, algorithmic decision making hardly appears transparent and opacity seems 

to prevent meaningful risk assessment. In the context of the Information Gathering Module’s web-

crawler, it would therefore currently appear rather unethical to have any action (e.g. conversion into 

a simulation) triggered by this tool other than further scrutiny of the gathered cyber threat intelligence 

by a human specialist. Especially when the specialist is aware of the ethical risks and dangers involved 

with the use of algorithms, the problem of scrutability seems suitably kept at bay. 

5.2.3 Risk of Potential Bias 

Within the literature reviewed for this Deliverable the automation of human decision-making may not 

be justified by an alleged lack of bias in algorithms.134 An algorithm’s design and functionality reflects 

the values of its designer(s) and intended uses, if only to the extent that a particular design is preferred 

as the best or most efficient option.135 Because the development of an algorithm involves many choices 

between several possible options, the values of the algorithm’s author(s) are woven into the code 

which in effect institutionalises those values.136 Without knowledge of the algorithm’s development 

history, it is most difficult to detect latent bias in an algorithm.137 

In the context of the web-crawler searching the surface web and the dark web for threat intelligence, 

it is also relevant that the outputs of algorithms require interpretation. Concerning threat data, the 

correlations presented by the algorithm might come to reflect the interpreter’s unconscious 

motivations, socio-economic determinations and geographic or demographic influences.138 Therefore, 

a human specialist evaluating the cyber threat intelligence gathered by the FORESIGHT search tool has 

to be trained and be aware that meaning is not self-evident in statistical models and that the 

explanation of any correlation requires additional justification. Different metrics make visible aspects 

of a threat actor that are not otherwise perceptible.139 Consequently, it may not be assumed that the 

human specialist’s interpretation of the evidence correctly reflects the perception of a targeted 

individual or group as threat actor rather than the biases of the interpreter. 

 Misguided Focus by Unfair Discrimination 

Whereas bias is a dimension of the decision-making process itself, an algorithm also creates the risk of 

leading to misguided focus and unfair discrimination based on the algorithm’s profiling. The algorithm 

infers a pattern by means of data mining and thereby constructs a profile140 which inevitably misguides 

 
134 Kitchin, “Thinking critically about and researching algorithms”, Information, Communication & Society [2017] 
20 (1), p. 14 (pp. 18); Newell/Marabelli, “Strategic opportunities (and challenges) of algorithmic decision-making: 
A call for action on the long-term societal effects of ‘datafication’”, The Journal of Strategic Information Systems 
[2015] 24 (1), p. 3 (p, 6). 
135 Kitchin, “Thinking critically about and researching algorithms”, Information, Communication & Society [2017] 
20 (1), p. 14 (pp. 18). 
136 Macnish, “Unblinking eyes: The ethics of automating surveillance”, Ethics and Information Technology [2012] 
14 (2), p. 152 (p. 158). 
137 Hildebrandt, “Who needs stories if you can get the data?, Philosophy & Technology [2011] 24 (4), p. 371 
(p.377). 
138 Hildebrandt, “Who needs stories if you can get the data?, Philosophy & Technology [2011] 24 (4), p. 371 (p. 
376). 
139 Lupton, “The commodification of patient opinion: The digital patient experience economy in the age of big 
data”, Sociology of Health & Illness [2014] 36 (6), p. 856 (p. 859). 
140 So the broad definition by Hildebrandt/Koops, “the challenges of ambient law and legal protection in the 
profiling era”, The Modern Law Review [2010] 73 (3), p. 428 (p. 431). 
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the focus and leads to discrimination if based on biased intelligence decision-making process. An 

individual cyber threat actor is comprehended based on connections with others identified by the 

algorithm, rather than based on actual behaviour.141  

5.3.1 Unfairness of Algorithms 

In the context of the FORESIGHT search tool, the risk of misguided focus and discrimination may 

emanate from a threat indicator which is unreasonably based on prejudice about the likely 

characteristics of cyber threat actors. The choice of threat indicators might be too broad so that they 

single out a group of people on the basis of a trait which is not correlated with cyber threats. 

Alternatively, the threat indicators might disproportionately identify communications of particular 

kinds of groups or individuals as suspicious who would then tie up valuable focus and attention leading 

to indirect discrimination. 

There appear to be four overlapping strategies for preventing such misguided focus and discrimination 

in general:142  

▪ Controlled distortion of training data; 

▪ Integration of anti-discrimination criteria into the classifying algorithm; 

▪ Post-processing of classification models and 

▪ Modification of predictions and decisions to maintain a fair proportion of effects between 

protected and unprotected groups. 

These strategies are seen in the development of fairness aware data mining which aims to be aware 

not only of discrimination, but also fairness, neutrality and independence.143 According to this 

approach of data mining, various metrics of fairness should already be integrated in the algorithm 

based on statistical parity, differential privacy and other parameters.144 

5.3.2 Effects on Social Trust and Cohesion 

The ethical acceptability of cyber threat surveillance might have negative effects on society at large. 

Particularly online surveillance frequently not affects the conduct of free and innocent individuals. This 

raises the moral risk of social trust and cohesion being eroded by uses of technology.  

Each individual has the right to be trusted as an expression of the more general presumption of 

innocence as the basis of civic trust.145 This right to be trusted as innocent and norm-abiding citizen 

could be tainted if a surveillance measure was based on the premise that everybody is untrustworthy 

implying to some extent a presumption of guilt instead of presuming people innocent in the absence 

 
141 Newell/Marabelli, “Strategic opportunities (and challenges) of algorithmic decision-making: A call for action 
on the long-term societal effects of ‘datafication’”, The Journal of Strategic Information Systems [2015] 24 (1), p. 
3 (p. 5). 
142 Romei/Ruggieri, “A mulitdisciplinary survey on discrimination analysis”, The Knowledge Engineering Review 
[2014] 29 (5), pp. 582-638 as cited in Mittelstadt/Allo/Taddeo/Wachter/Floridi, “The ethics of algorithms: 
Mapping the debate”, Big Data & Society [2016] 3 (2), p. 1 (p. 8). 
143 Mittelstadt/Allo/Taddeo/Wachter/Floridi, “The ethics of algorithms: Mapping the debate”, Big Data & Society 
[2016] 3 (2), p. 1 (p. 8). 
144 Mittelstadt/Allo/Taddeo/Wachter/Floridi, “The ethics of algorithms: Mapping the debate”, Big Data & Society 
[2016] 3 (2), p. 1 (p. 8). 
145 Duff, Who must presume whom to be innocent of what? (2013) Netherlands Journal of Legal Philosophy 42(3), 
p. 170 (p. 180). 
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of intelligence to the contrary. The right to be trusted is based on the ethical consideration that failure 

to presume people innocent of norm-breaking behaviour is incompatible with respect for them as 

moral agents.146 However, the claim that failure to actively trust equates to active mistrust is a fallacy 

because it mistakenly assumes that trust and distrust are the only two trust-related attitudes it is 

possible to adopt. In fact, they appear to exist at opposite ends of a spectrum of attitudes.147 It would 

be equally unreasonable to treat all individuals for whom there is no incriminating intelligence of 

wrongdoing as if there existed evidence of their innocence. But asserting a right to be trusted implies 

that morality would require precisely that. 

 Monitoring an Automated Search Tool’s Effectiveness 

The web-crawler searching the surface web and the dark web is meant to gather cyber threat 

intelligence. This may include large-scale collection of data which is performed covertly. In such 

scenario, the web-crawler appears as highly intrusive technology especially because it will be applied 

to information made available online by free and innocent people. Although the potential harm of a 

cyber-attack is very high, at the time of the large-scale data collection neither the probability of such 

harm nor the actual involvement of a searched individual as potential source for cyber threat 

intelligence, let alone as potential cyber threat actor, is established. As a consequence, the 

effectiveness of using a web crawler appears in doubt while the probability of intruding deeply and 

unjustifiably into the lives of free and innocent individuals who are not involved in cyber-attacks seems 

rather high. 

Against this background, the effectiveness of the web-crawler as automated search tool will have to 

be monitored so that the data gathering stays focused on cyber threat intelligence and observed 

methods, techniques and procedures can be used for simulating potential cyber-attacks in cyber-

ranges. 

 Finding Suitable Threat Intelligence Indicators 

If the web-crawler is used as automated search once sufficient information for a potential threat of a 

cyber-attack has been established, the already existing information about potentially involved cyber 

threat actors should justify the attempt to broaden the cyber threat intelligence with the help of the 

web-crawler.  

The web-crawler is envisaged to search, crawl and monitor online spaces and forums for content 

relevant for cyber threats. In this respect, the web-crawler could be viewed as automated tool 

searching for patterns supposedly characteristic of cyber threats also in spaces and forums with 

perfectly innocent online activities. 

One possibility of focusing the web-crawler on genuinely pertinent threat intelligence could be the 

automated filtering of information on the basis of threat indicators which would then automatically 

exclude the vast majority of material from intrusive further inspection. However, there are various 

difficulties intertwined with the use of threat indicators: 

 
146 Duff, Who must presume whom to be innocent of what? (2013) Netherlands Journal of Legal Philosophy 42(3), 
p. 170 (p. 181). 
147 Ullmann-Margalit, Trust out of distrust, (2002) Journal of Philosophy, 99(10), p. 532. 
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5.5.1 Particular Keywords and Threat Intelligence Indicators 

First, there is the possibility of choosing particular keywords as threat intelligence indicators. An ideal 

threat intelligence indicator keyword in this regard would be a word which is known to be used 

exclusively in the context of cyber-attacks, perhaps something like a secret codeword. Next best would 

be words providing reason for suspicion based strongly on evidence (such as highly specialist tactics or 

techniques). Other possible keywords appear to be rather terms used by large numbers of people for 

almost any reason (e.g. “cyber threat”). A keyword may not be discriminatory because it has to be 

indicative only of potential cyber-attacks. A single keyword appears difficult to define in this regard, 

but also a set of several keywords may not contain a discriminatory keyword because the use of certain 

words (e.g. “backdoor” or “virus”) is not only ambivalent but also more likely to be used by ethical 

hackers and the public in general. It follows from all this, that a keyword used as threat indicator for 

the web-crawler as automated search tool should be reasonable, evidence-based and non-

discriminatory. In addition, it has to be born in mind that suitable threat indicators have to be flexible 

enough to respond to cyber threat actors who are forensically aware and aim to avoid the use of 

incriminating language. 

5.5.2 Names of Specific Threat Actors as Threat Intelligence Indicators 

Second, the names of specific cyber threat actors might serve as good threat indicators: It is possible 

to find names of specific threat actors providing a stronger intelligence base for cyber threat purposes. 

Not many people may have come across e.g. “EVILTOSS” or “Powershell backdoor”.148 Such specific 

group names, however, could either gain a prominence in the press for whatever reason or the specific 

group is involved in legitimate activities.  

5.5.3 Names of Particular Individuals as Threat Intelligence Indicators 

Third, it may appear that names of an individual known to be either a threat actor or an ethical hacker 

could be a good threat (intelligence) indicator. However, searches for names of such individuals are 

quite likely to produce an unacceptably large number of false positives. Behind each false positive is a 

free and innocent individual who coincidentally shares its name with a selected individual. Further, 

matching the name of a selected individual in a database appears prone to error in itself and especially 

when a name in foreign script is transcribed into the Roman alphabet.149 Error can hardly be neutral 

and most likely directs attention and scrutiny at members of cultural groups because names are to a 

large extent culturally inherited. At the very least, the number of false positives has to be factored into 

any assessment of proportionality of the intrusion by the web-crawler as automated search tool. 

5.5.4 Useful Considerations for Appropriateness of Threat Intelligence Indicators 

Against this background, the appropriateness of a threat intelligence indicator for the web-crawler as 

automated search tool should be determined by at least the following considerations: 

▪ How likely are cyber threat actors and legitimate threat intelligence sources to be using those 

terms? 

 
148 “EVILTOSS” and “Powershell backdoor” are two of well over 40 known alternative names for reported Russian 
Military and Civilian Intelligence Services (RIS), see U.S. Department of Homeland Security (NCCIC)/FBI, “GRIZZLY 
STEPPE – Russian Malicious Cyber Activity”, Joint Analysis Report, JAR-16-20296A, 29 December 2016. 
149 Branting, Name Matching in Law Enforcement and Counter-Terrorism, 2005, available at: 
http://www.karlbranting.net/papers/icail2005.pdf. 
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▪ What is the ratio between potentially cyber threat relevant users of a specific threat indicator 

and the innocent people using the same term? 

▪ How easy is it to distinguish between potentially cyber-attack relevant users and innocent 

users of those terms once the selection has been made? 
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6 Ethical Issues in Simulation 

The main focus of the FORESIGHT project is the development of a simulated training environment. 

Simulation for cybersecurity begins in response to three ethical imperatives: keep learners and 

teaching staff safe; prevent errors; and facilitate engaged learning. This section reviews the central 

ethical issues involved in responding to those imperatives. Important is the psychological safety of all 

participants, the careful use of resources, well planned prebriefings and debriefings and full 

explanations of the purpose(s) of the planned simulations. Many of the ethical issues found in 

cybersecurity in general are found as well in its simulation. 

Simulation in cybersecurity is based on the important moral claim that it requires to do one’s best to 

keep the use of simulated facilities safe while training cybersecurity professionals so that they are kept 

up-to-date. If cybersecurity professionals are provided more “experience” with a variety of threat 

scenarios, the chances are reduced that vulnerabilities of their facilities will be exploited. Ethics is not 

an add-on to simulation. Rather, an ethical claim drives the practices of simulation themselves. 

Consequently, the practices of simulation in cybersecurity share many of the same ethical challenges 

and opportunities that are found in cybersecurity itself.  

The ethics in and of simulation requires an awareness of what happens in simulation in the light of the 

ethical imperatives that give rise to simulation in the first place. Questions of ethics are as much a 

matter of discovery as responding to well-rehearsed norms. Questions need to be appropriate to the 

matter at hand, and the search for answers should respect the dignity of all the participants. The 

predominant purposes of simulation in cyber ranges federated by the FORESIGHT project will be 

education, assessment and cybersecurity system integration in facilitating end-user safety.  

 Risk of Utilitarian Bias 

Simulation also raises ethical issues of its own. Training is critical for the preparation of cybersecurity 

professionals prior to them being exposed to real cyber attacks against their facility. Training 

cybersecurity professionals in simulations is not simply technical. Three well established ethical 

traditions underlie simulation training: Whereas Deontological Ethics are concerned with the moral 

value of actions taken, Consequentialist Ethics are concerned with the outcomes or consequences of 

an act and Virtue Ethics address a person’s disposition and refers to long enduring character traits.150 

Cybersecurity professionals need to have the necessary knowledge or understanding that allows them 

to act well in threat scenarios. They need to acquire and practice deliberative, emotional, and social 

skills that will allow them to put general ethical principles into practice in ways that are well-suited to 

particular threat scenarios. The practicalities of dealing with a specific threat scenario seem to favour 

a utilitarian bias in the cybersecurity community.151 Simulations not only allow to reflect on the 

equilibrium of these ethical traditions, but also a way to learn and practice collaboration through team 

training, interpersonal, interprofessional and decision-making skills. At play in simulation are the 

fundamental principle of beneficence, doing good for a facility’s security, and the principle of non-

 
150 Blanken-Webb/Palmer/Deshaies/Burbules/Campbell/Bashir, “A Case Study-based Cybersecurity Ethics 
Curriculum”, p. 4, https://www.usenix.org/system/files/conference/ase18/ase18-paper_blanken-webb.pdf. 
151 Keneally/Bailey, “Cyber-security Research Ethics Dialogue & Strategy Workshop”, ACM SIGCOMM Computer 
Communication Review, Volume 44 (2014), No. 2, p. 76 (p. 77). 
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maleficence, preventing harm to that facility as well as to all individuals involved with simulation. The 

balance between these ethical principles is a challenge especially for Task 4.5 in the FORESIGHT project 

the aim of which is to develop innovative curricula based on the following three main pillars cultivating: 

▪ Individual skills for standalone cybersecurity techniques; 

▪ Team skills for cooperation and communication, both within organisation and with external 

collaborating organisations; 

▪ Skills to interact with and benefit from expertise from specialised security bodies (CSIRT). 

 Recording Simulations 

A major ethical issue is the recording of simulations. Recordings can provide a useful tool for training. 

However, all participants being recorded have to give their consent to the recording and its storage. In 

the interest of data minimisation (Art. 5 para. 1 lit. c GDPR) and privacy by design (Art. 25 para. 1 

GDPR), such recordings should, on default, be destroyed immediately after viewing and discussing the 

performance with the trained cyber professional, unless the purpose of the recording requires 

otherwise (e.g. storage as evidence of sufficient skill-level for a certification). 

 Psychological Safety 

The setup of a simulation has to take into account the psychological effects of simulation on the 

cybersecurity professional in training. This requires to identify the needs of the training cybersecurity 

professional as well as the needs of his/her facility. In general, cybersecurity professionals need to be 

taught the skills and allowed time to practice the skills in a safe simulated setting. In the FORESIGHT 

project Task 4.5 is dedicated to cultivating three different skill sets mentioned above (individual, team, 

CSIRT).   

Typical areas of concern for psychological safety include simulations around purely destructive cyber 

attacks as well as around speaking up and challenging authority. Such simulations are stressful for a 

training cybersecurity professional and should, therefore, provide safe places to learn and make 

mistakes. Some stress is good, heightening the awareness of the situation and making an impact on 

the training cybersecurity professionals so if they experience a similar situation they can act effectively 

and efficiently. At the same time, it is imperative for learning that cybersecurity professionals are not 

placed in situations where the level of stress is too high and impacts their cognitive abilities. This will 

influence the learning methodology set in Task 4.2 of the FORESIGHT project which will be based on 

analysis of the learning theory and strategies used to design the educational procedure. In addition, 

the FORESIGHT education platform will be designed in Task 4.3 to also provide secure interactive 

forums and chat boxes for training cybersecurity professionals to interact with each other exchanging 

knowledge and ideas for a fruitful learning experience.  

As with all aspects of simulation, the developers need to consider the level of the cybersecurity 

professional and the objective of the scenario. The simulation environment needs to be one that 

promotes trust and safety.152 In such an environment, any kind of cyber attack (including purely 

destructive attacks) can be addressed and provide the teachable moment and learning opportunity for 

cybersecurity professionals to realise the impact of their actions or inactions. The vital component in 

 
152 Smith/Lammers, “The Ethics of Simulation”, p. 16, 
https://scholarlyworks.lvhn.org/cgi/viewcontent.cgi?article=1087&context=education.  
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such scenarios are the prebrief and debrief.153 Whereas prebriefing is important for cybersecurity 

professionals with less experiences, debriefing is critical to highlight and reinforce the correct course 

action as well as to discuss the emotional issues surrounding the simulated attack (anxieties and coping 

skills). The simulation schedule needs to allow enough time so that challenging cyber attacks can be 

run a second time using what was learned so that the cybersecurity professional can leave with a 

(more) positive outcome.  

In short: Simulation of cyber attacks destroying the simulated facility is an important and difficult 

teaching strategy for cybersecurity professionals and must be grounded in ethical principles that 

respect the teaching modality, promote a non-punitive culture around facility safety as well as 

collaboration, and consider the well-being of training cybersecurity professionals.  

 Research in Training 

The training processes in the cyber ranges federated by the FORESIGHT project will be open to research 

examining the translation of training to the cybersecurity of the facilities. For cybersecurity 

professionals training in the cyber ranges, participation in such research will have to be distinguishable 

from the training exercises and will require separate consent with the option to withdraw from the 

research at any time.154 

 Best Practices 

Simulation has become an expected method of training in cybersecurity. Simulation will always be 

necessary to allow training cybersecurity professionals to physically practice a skill as they would in 

the “real” environment. From an ethical perspective, best practices in simulation start and end with 

safety for the cybersecurity professionals training in the federated cyber ranges. 

6.5.1 Education 

Ensuring that simulations on the FORESIGHT education platform are conducted fairly and ethically 

starts with planning and preparation. The goals and objectives of the simulation need to be identified 

to determine what the best methodology is to achieve the stated outcome and to acknowledge when 

simulation is not the best method to achieve the outcome. During the planning phase it is important 

to identify what resources are needed to ensure safety and effective simulations and develop a 

cost/benefit ratio.155 

The training objectives of the FORESIGHT education platform are built in Task 4.2 based on the 

information about training needs in Task 4.1. The training needs to be tailored on the infrastructure 

needs with which the cybersecurity professionals are confronted. Task 4.2 will conduct a thorough 

review of existing literature on learning and evaluation methods to determine how evaluation will be 

accomplished. This reflects a continued effort to learn about simulation techniques and modalities, 

adult learning, feedback, debriefing and communication to stay current with the field of simulation. 

 
153 Smith/Lammers, “The Ethics of Simulation”, p. 16, 
https://scholarlyworks.lvhn.org/cgi/viewcontent.cgi?article=1087&context=education. 
154 See Art. 7 para. 3 GDPR. 
155 Smith/Lammers, “The Ethics of Simulation”, p. 26, 
https://scholarlyworks.lvhn.org/cgi/viewcontent.cgi?article=1087&context=education. 
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6.5.2 Assessment 

Simulation in the federated cyber ranges is envisioned to be available for formative and summative 

assessment:  

The formative assessment of cybersecurity skills and communication provides opportunities for 

training cybersecurity professionals to practice skills and receive feedback. Allowing cybersecurity 

professionals the opportunity for repetitive practice is a vital component of mastering a skill.  

In contrast, a summative assessment has become a method to assess competency for a particular 

certificate with higher stakes and may not involve feedback to the assessed cybersecurity professional. 

The ethical benefits of using simulation for certification are significant because being trained and 

assessed prior to “real” cyber attack encounters reduces the chances that a facility will be 

overwhelmed by a latest cyber threat. However, the exact purpose of a simulation has to be clear for 

anyone involved with the simulation. 

6.5.3 Briefings 

Briefings are not an add-on or ‘nice to have’ if there is time. Time needs to be scheduled for all types 

of briefings:156 

▪ Prebriefing: Prior to a simulation activity, the participating cybersecurity professionals should 

be briefed about the environment, equipment and objectives of the session. If the simulation 

is going to be recorded, then the prebriefing is the time to explain how the recordings will be 

used and to obtain consent. Then, the efficiency of the simulation needs to be monitored. 

▪ Debriefing: Debriefing is key for learning and there is an argument that the debrief is the 

reason for having a simulation. The time scheduled for the debrief should be at least as long 

as the simulation. The essential components for successful debriefs include safety and 

openness based on observable behaviours of the trained cybersecurity professionals.  

▪ Quality improvement: Additionally, simulations have to be monitored in order to identify what 

worked and what changes need to be made for future simulation. 

 Refinement of Training 

All of the experiences gathered when training cybersecurity professionals in the federated cyber 

ranges need to be shared to refine the simulations offered. Curriculum development, debriefing, 

interprofessional simulation, teamwork and communication and scholarly activity are highlighted. 

Following the tendency not to share what did not work would be an opportunity lost. Equally, each 

successful course of actions taken by other cybersecurity professionals when dealing with the same 

cyber attack simulation, presents interesting and helpful learning material because usually there are 

more than one single course of action for counteracting an attack. 

 Summary 

Simulation in cybersecurity provides a series of techniques to increase the safety for infrastructures 

and facilities and to provide better outcomes in case of cyber attacks. It is a responsibility to everyone 

 
156 Smith/Lammers, “The Ethics of Simulation”, p. 24-25, 
https://scholarlyworks.lvhn.org/cgi/viewcontent.cgi?article=1087&context=education. 
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working in simulation to be aware of the ethical considerations from the planning to the 

implementation, to the debriefing and to the sharing of information. Doing this will be a work in 

progress. Ongoing reflection and practice in simulation will ultimately transfer to thoughtful practice 

in cybersecurity. 
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7 Societal Issues under the Lens of Responsible Research and 

Innovation 

Cybersecurity presents a complex challenge which affects all aspects of modern life. Success in the 

cybersecurity domain provides the capacity to prevent cybercrime, however, this also requires the 

involvement of individual citizens and society. Despite cybersecurity being an important topic in 

contemporary society, the general public often have a limited awareness regarding the field.157 

Furthermore, they may not be aware of the security risks they are exposed to online. Recently, there 

has been a significant rise in cyber-attacks, and the problem has been exacerbated further by the 

COVID-19 pandemic.158 The pandemic has influenced a fundamental shift in working practices, and 

with more people spending time at home online, the levels of cyber attacks and associated cybercrime 

will only continue to grow. 

Following the increased number of cyber attacks, an improved level of preparedness is required to 

respond to all levels of threats. The limited public awareness of threats and a lack of engagement with 

security awareness campaigns may result in society failing to take appropriate measures to deal with 

cybersecurity issues. In 2009, Harknett and Stever concluded that addressing cybersecurity challenges 

properly required a balanced triad of: 

▪ intergovernmental relations,  

▪ private corporate involvement, and  

▪ active cyber citizenship.159 

As part of the FORESIGHT project, it is essential to reflect on how to improve societal engagement with 

aspects of cybersecurity. Although the FORESIGHT federated platform will be for cybersecurity 

specialists, in specific domains such as the naval or the energy sectors, it is vital to create public 

awareness concerning the positive contributions of the project to critical infrastructure security. 

 Framework for Responsible Research and Innovation 

The social issues relevant for the FORESIGHT project in this respect draw on the European 

Commission’s guidance for Responsible Research and Innovation (RRI) 160 which includes helpful 

indicators for promoting and monitoring RRI.161 along with knowledge of the project’s aims and goals. 

The European Commission defines RRI as follows:  

 
157  De Bruijn, H. and Janssen, M., 2017. Building cybersecurity awareness: The need for evidence-based 
framing strategies. Government Information Quarterly, 34(1), pp.1-7, page 1 et seq. 
158  Collier, B., Horgan, S., Jones, R. & Shepherd, L., 2020. The implications of the COVID-19 pandemic for 
cybercrime policing in Scotland: a rapid review of the evidence and future considerations. Research Evidence in 
Policing: Pandemics, no. 1, Scottish Institute for Policing Research, Edinburgh, page 1 et seq. 
159  R. Harknett, J. Stever, 2009. The Cybersecurity Triad: Government, Private Sector Partners, and the 
Engaged Cybersecurity Citizen. Journal of Homeland Security and Emergency Management. Vol 6(1), page 2. 
160  Owen, R., Macnaghten, P. and Stilgoe, J., 2012. Responsible research and innovation: From science in 
society to science for society, with society. Science and public policy, 39(6), pp.751-760; Von Schomberg, R., 2013. 
A vision of responsible research and innovation. Responsible innovation: Managing the responsible emergence 
of science and innovation in society. pp.51-74, pages 51-54. 
161  European Commission, 2015. Indicators for promoting and monitoring Responsible Research and 
Innovation, Publications Office of the European Union, Luxembourg. page 17. 
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“Responsible research and innovation is an approach that anticipates and assesses 

potential implications and societal expectations with regard to research and innovation, 

with the aim to foster the design of inclusive and sustainable research and innovation.” 162 

RRI is a recent European Union policy which has been deeply ingrained into the Horizon 2020 research 

programme in order to achieve smart, sustainable and inclusive growth.163 RRI is anticipated to have 

an immediate effect on key areas that promote and monitor both the sustainability and the social 

justice/inclusion of any research project undertaken as part of the Horizon 2020 programme. The 

European Commission actively promotes RRI within the Horizon 2020 programme, and RRI is seen as 

a vital component of innovation, facilitating a better and more sustainable societal uptake of any 

innovation. RRI is essential in the field of Information and Communication Technology (ICT), where 

development and release of ICTs in society can be associated with issues such as accountability of the 

technology and the responsibility of those who make these technologies.164 Thus, the FORESIGHT 

project has to support and contribute to developing and increasing the capacity of relevant RRI 

indicators. 

In general, RRI attempts to forecast or at least anticipate social issues which can emerge around 

innovation, offering guidance on how to address them. The European Commission identifies several 

areas and associated indicators which are potentially relevant for the delivery of RRI. These include 

Public Engagement, Equality, Science Education, Open Access, Ethical Issues165, Governance166, 

Sustainability, Social Justice and Inclusion. The following sections focus on those indicators which have 

not been dealt with in a previous chapter above. 

 Overview 

On Public Engagement, the RRI framework distinguishes three public engagement indicators, that 

cover (i) policies, regulation and frameworks, (ii) event/initiative making and attention creation, and 

(iii) competence building. Indicators (ii) and (iii) seem to apply to FORESIGHT (see 7.3 below).  

On Gender Equality, the policy concludes that the primary focus should be on processes of institutional 

change to ascertain whether these general ambitions translate into changes to society and perceptions 

on gender equality. Especially the angle on perception appears relevant for FORESIGHT (see 7.4 below).  

Regarding Science Education, two main indicators have been identified: (i) the enhancement of 

education, enabling future researchers and other societal actors to become empowered, creating good 

RRI actors, and (ii) boosting interest in science, technology, engineering and mathematics (STEM) 

 
162  Horizon 2020 - European Commission. 2020. Responsible Research & Innovation - Horizon 2020 - 
European Commission. [online] Available at: https://ec.europa.eu/programmes/horizon2020/en/h2020-
section/responsible-research-innovation [Accessed 14 March 2020]. 
163  Horizon 2020 - European Commission. 2020. Responsible Research & Innovation - Horizon 2020 - 
European Commission. [online] Available at: https://ec.europa.eu/programmes/horizon2020/en/h2020-
section/responsible-research-innovation [Accessed 14 March 2020]. 
164  Stahl, B.C., Eden, G. and Jirotka, M., 2013. Responsible research and innovation in information and 
communication technology: Identifying and engaging with the ethical implications of ICTs. Responsible 
innovation, pp.199-218, page 202; Eden, G., Jirotka, M. and Stahl, B., 2013. Responsible research and innovation: 
Critical reflection into the potential social consequences of ICT. In IEEE 7th International Conference on Research 
Challenges in Information Science (RCIS) (pp. 1-12). IEEE, page 3. 
165  See chapters 4-6 above. 
166  See chapters 1-3 above. 
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careers among children and other young people, to recruit them into a research career. These 

indicators seem relevant for the FORESIGHT project (see 7.5 below).  

On Open Access, the key theme is to identify gaps and challenges to facilitate broader transparency 

and dissemination of research results towards the general public. Bridging such gaps is also a challenge 

for the FORESIGHT project due to the confidential nature of most of the project results (see 7.6 below).  

On Social Justice and Inclusion, it is essential to ensure that research and innovation reduce levels of 

discrimination, rather than enhancing it. Thus, the context of research activities can be viewed mainly 

from two perspectives: (i) the correlation between the researchers and the research subjects, and (ii) 

the participation of social groups in the benefits arising from the research. Section 7.7 below highlights 

the relevance of both these indicators for FORESIGHT. 

The remaining sections of this chapter aim to anticipate potential social expectations and issues 

emanating from these RRI areas for the FORESIGHT project and for the associated federated Cyber 

Range platform. The recommendations elaborated in each section strive to increase the RRI capacity 

of the FORESIGHT project and, thus, contribute towards increased socially sustainable innovation. By 

contemplating the RRI indicators elaborated here, the FORESIGHT Consortium is on a good path to 

make cybersecurity of critical infrastructures more inclusive and generally more aligned with societal 

needs. 

 Public Engagement 

Public Engagement deals with the relationship between science and society. This aspect focuses on 

the extent to which the project Consortium, on the one hand, and the future federated platform, on 

the other, need to engage with the broader public about their activities, results and societal impact.  

Research highlights the importance of public engagement for successful cybersecurity awareness167 

and a strategy created around the following three segments seems promising: Intergovernmental 

Relations, Public-Private Relations, and Cybersecurity Citizenship.168  

Public-Private Relations covers pointers on improving the relationship between existing clusters in 

cyber expertise across both the public, private and government bodies. In this respect, efforts must be 

coupled with regulatory policies to produce a mutually beneficial outcome of a more secure cyber 

world. Although FORESIGHT does not aim at producing policies, the project can play a role in increasing 

public engagement toward cybersecurity.  

Cybersecurity Citizenship is closely focused instead on the interactions with the general public. It 

recognises that the cyber threat is different from other, more traditional threats, and stresses the 

importance of full societal engagement if the objective is a secure cyberspace. It also highlights the 

fact that there needs to be “a concerted education effort that establishes a relationship between the 

general public and cybersecurity” .169 Cybersecurity should be viewed as a national civic responsibility, 

 
167  P.M. Shane, 2012. Cybersecurity Policy as if ‘”Ordinary Citizens” Mattered: The Case for Public 
Participation in Cyber Policy Making. I/S: A journal of Law and Policy for the Information Society. Vol 8, Issue 2, 
pp 433-462, page 434-435. 
168  R. Harknett, J. Stever, 2009. The Cybersecurity Triad: Government, Private Sector Partners, and the 
Engaged Cybersecurity Citizen. Journal of Homeland Security and Emergency Management. Vol 6(1), page 2. 
169  R. Harknett, J. Stever, 2009. The Cybersecurity Triad: Government, Private Sector Partners, and the 
Engaged Cybersecurity Citizen. Journal of Homeland Security and Emergency Management. Vol 6(1), page 10. 
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and members of the public should be encouraged to become an active participant in enhancing the 

security of cyberspace.170    

Some of the communication activities proposed by the FORESIGHT project (see Deliverable 12.1) 

already follow this direction. In particular, communication via social media to inform and engage the 

wider public, and the idea of a Social Hack Day, will support a strong level of public engagement, 

facilitating the more comprehensive public understanding of the innovation developed by FORESIGHT. 

Two additional issues appear worthwhile considering: 

▪ Communication to the Public:  The extent to which the Consortium will be able to 

communicate its result to a broader public audience, which goes beyond 

researchers/academia or cybersecurity specialists. It may become relevant to consider 

broader engagement at least in terms of communicating with the general public what cyber 

ranges are, and the reasons why these can increase security in society.171 The European 

Commission suggests several options for engagement,172 and while for instance, it is difficult 

to see citizens as peers in the knowledge production of a cybersecurity project like FORESIGHT, 

it may nevertheless be relevant to engage the public in debates about the importance of 

cybersecurity. Such debates could explore why training solutions like the federated platform 

developed by FORESIGHT should be created and supported and are consequently fundamental 

for the creation of a secure European society. 

▪ Demo:  On another level, it seems feasible for the general public to gain limited understanding 

of the federated FORESIGHT platform’s basic functionalities by e.g. a simple and very basic 

sand-box usable demo. A demo could facilitate increased engagement and stimulate interest 

from the general public towards what FORESIGHT seeks to achieve. The demo could offer basic 

explanations of what a Cyber Range is and how it contributes to increased European societal 

security. This could simply be accessible from the project website and disseminated via social 

media. 

 Gender Equality 

There is much debate about gender equality in the fields of science and technology, and it is widely 

known that the field of Information Technology struggles with achieving equality.173 Much of this 

 
170  P.M. Shane, 2012. Cybersecurity Policy as if ‘”Ordinary Citizens” Mattered: The Case for Public 
Participation in Cyber Policy Making. I/S: A journal of Law and Policy for the Information Society. Vol 8, Issue 2, 
pp 433-462, page 445. 
171  R. Harknett, J. Stever, 2009. The Cybersecurity Triad: Government, Private Sector Partners, and the 
Engaged Cybersecurity Citizen. Journal of Homeland Security and Emergency Management. Vol 6(1), page 10; 
P.M. Shane, 2012. Cybersecurity Policy as if ‘”Ordinary Citizens” Mattered: The Case for Public Participation in 
Cyber Policy Making. I/S: A journal of Law and Policy for the Information Society. Vol 8, Issue 2, pp 433-462, page 
434. 
172  European Commission, 2015. Indicators for promoting and monitoring Responsible Research and 
Innovation, Publications Office of the European Union, Luxembourg. page 21. 
173  Stoet, G. and Geary, D.C., 2018. The gender-equality paradox in science, technology, engineering, and 
mathematics education. Psychological science, 29(4), pp.581-593, page 581 et seq. 
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inequality is associated with STEM education, which seems mostly undertaken by males since early 

schooling.174 The field of cybersecurity mirrors these inequality patterns.  

A recent study175 found that there was an under-representation of women within cybersecurity jobs. 

The authors summarised that the causes of inequality were deeply rooted within wider society and 

that any change in perception would take time to address. They also noted that the perception that 

cybersecurity was 'for boys' needed to be challenged within the industry so that the current skills 

shortage could be addressed better by both genders. This would allow girls to access a stimulating and 

exciting career, making society better equipped to deal with the growing threat posed by cybersecurity 

incidents.  

In 2014, research conducted by the International Information System Security Certification Consortium 

(ISC)2 into gender equality within the UK cybersecurity industry indicated that around 11% of the 

workforce was female. However, this increased to around 24% in 2019176. Materials produced by the 

European Union Agency for Cybersecurity (ENISA) also show that women in cybersecurity represent 

approximately 20% of the workforce in 2019.177 

Against this background, the FORESIGHT project should strive to improve the image of cybersecurity 

as a field that facilitates gender equality: 

▪ End-User Participation: It may be relevant to ensure that end-user participation in the 

research (for example, collecting information about end-users or during the testing process) 

considers gender equality and gender balance whenever possible. While this may not always 

be possible due to the apparent imbalance in representation,178 the FORESIGHT project should 

strive towards at least 20% female participation in the research and development phases 

(interviews, questionnaire, testing, evaluation etc.). Among others, the qualitative interviews 

conducted in Task T2.2 for the definition of user needs comprised 83% male and 17% female 

participants. This gender ratio seems reasonably in line with the above figures. A similar gender 

ratio was achieved concerning the questionnaire conducted for Task T4.1. 

▪ Promotional Material:  It seems also relevant for the Consortium to consider how the project's 

promotional material could help to ensure that gender equality is positively reflected in the 

field of cybersecurity. Moving forward, the Consortium needs to be aware that its promotional 

 
174  European Institute for Gender Equality, 2020. Gender Equality And Digitalisation In The European Union. 
[online] Op.europa.eu. Available at: https://op.europa.eu/en/publication-detail/-/publication/7d609b42-c6ba-
11e8-9424-01aa75ed71a1 [Accessed 21 March 2020]. 
175  Peacock, D. and Irons, A., 2017. Gender inequality in cybersecurity: Exploring the gender gap in 
opportunities and progression. International Journal of Gender, Science and Technology, 9(1), pp.25-44, page 30 
et seq. 
176 ISC 2019 (ISC)² Research Finds Women Comprise 24% of Global Cybersecurity Workforce. [Online] Available 
at https://www.isc2.org/News-and-Events/Press-Room/Posts/2019/04/02/ISC2-Research-Finds-Women-
Comprise-24-percent-of-Global-Cybersecurity-Workforce [Accessed 16 August 2020]. 
177  The EU Cyber Security Agency, 2019. Are you a talented woman looking to start or expand your career 
in the cybersecurity field within the European Institutions. ENISA. [Online]. Available at: 
https://www.enisa.europa.eu/news/enisa-news/women-in-cybersecurity-1. [Accessed 21 March 2020]. 
178  The EU Cyber Security Agency, 2019. Are you a talented woman looking to start or expand your career 
in the cybersecurity field within the European Institutions. ENISA. [Online]. Available at: 
https://www.enisa.europa.eu/news/enisa-news/women-in-cybersecurity-1. [Accessed 21 March 2020]. 

https://www.isc2.org/News-and-Events/Press-Room/Posts/2019/04/02/ISC2-Research-Finds-Women-Comprise-24-percent-of-Global-Cybersecurity-Workforce
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material also contributes to a perception of gender equality. This perception should ideally 

include a positive signal for women in general and female cybersecurity experts in particular. 

 Science Education 

Science education is an area for which the FORESIGHT project can have a significant impact, because 

the federated training platform increases the educational environment for cybersecurity professionals, 

and the wider information technology industry. Nonetheless, the topic of science education also needs 

to be considered in light of several other issues, in particular how to facilitate and stimulate the interest 

of younger generations into science and technology, and more specifically, into cybersecurity. ENISA 

has produced reports on “Network and Information Security" Education179 offering relevant 

recommendations for increasing the uptake of cybersecurity education in younger generations. Careful 

consideration has been given to the cybersecurity education currently being provided by a range of 

educational establishments, including further and higher education, in addition to the current industry-

led schemes and other initiatives (e.g. massive open online courses).  

The FORESIGHT project creates a federated learning platform and some of the communication 

instruments proposed in Deliverable D12.1 already support this RRI area: in particular, the open days 

and seminars which are aimed at university students. However, science education in the context of 

FORESIGHT should be connected with a broader focus on science education for other categories of 

young citizens:180 

▪ Promotional Material:  It appears desirable for FORESIGHT to consider producing some 

material which could stimulate the interest of younger generations into the field of 

cybersecurity. The previously suggested recommendation of a simple demo for the public to 

facilitate engagement could also target younger generations, offering them a window into the 

most exciting advances in the field of cybersecurity (e.g. simulation platforms).181 

▪ Informational Material:  It also seems desirable for the FORESIGHT project to engage in some 

ways with the activities of the European Cybersecurity Month 

(https://cybersecuritymonth.eu/) by producing informational material that can facilitate 

interest in cybersecurity education: in particular, for stimulating interest in learning platforms. 

For example, European Cybersecurity Month has a gamified privacy and security quiz which 

seeks to stimulate public interest and raise awareness on security and privacy issues that may 

have an impact on their life .182 Again, producing a simple demo (perhaps gamified), which is 

accessible to young people could achieve this goal.183 

 
179  Berendt, B., De Paoli, S., Laing, C., Fischer-Hübner, S., Catalui, D. and Tirtea, R., 2014. Roadmap for NIS 
education programmes in Europe; Catalui, D., Anderson, P. and De Paoli, S., 2015. Status of Privacy and NIS 
Course Curricula in EU Member States. 
180  Jin, G., Tu, M., Kim, T.H., Heffron, J. and White, J., 2018, February. Game based cybersecurity training 
for high school students. In Proceedings of the 49th ACM Technical Symposium on Computer Science Education. 
pp. 68-73, page 68 et seq. 
181  Tobey, D.H., Pusey, P. and Burley, D.L., 2014. Engaging learners in cybersecurity careers: lessons from 
the launch of the national cyber league. ACM Inroads, 5(1), pp.53-56, page 53 et seq. 
182  European Cybersecurity Month Website, NIS Quiz. [Online]. Available at 
https://cybersecuritymonth.eu/references/quiz-demonstration/intro [ Accessed 16 August 2020]. 
183  Tobey, D.H., Pusey, P. and Burley, D.L., 2014. Engaging learners in cybersecurity careers: lessons from 
the launch of the national cyber league. ACM Inroads, 5(1), pp.53-56, page 53 et seq.; Giannakas, F., 

https://cybersecuritymonth.eu/
https://cybersecuritymonth.eu/references/quiz-demonstration/intro
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 Open Access 

The RRI area of Open Access also applies to the FORESIGHT project. While there is a push to make 

research results openly accessible,184 this should be considered more broadly, going beyond merely 

scientific publications and considering what actions can be taken toward citizens. Practising Open 

Access Science can help in supporting and sustaining collaboration among researchers, encouraging 

honesty among collaborators and the wider public. Being able to sustain public awareness about the 

importance of scientific investments and results through opening up the research processes to a wide 

audience has vast potential to harness the power of many minds, and to allow researchers and also 

members of the public to contribute towards scientific progress.185 In a cybersecurity project such as 

FORESIGHT, there is a degree of confidentiality which needs to be strictly maintained, and not all 

documentation produced by the project can be made publicly available via Open Access. Nonetheless, 

the European Commission recommends that it is essential to generate public material such as 

websites, blogs and other public communication which are regularly updated.186 This intends to raise 

wider awareness of the research and what it seeks to achieve. Potential considerations include: 

▪ Updates:  It may be relevant to provide timely updates via the communication and the 

dissemination channels, as already outlined in Deliverable 12.1. Such updates should not only 

be targeted to the specialised cybersecurity community but also to the general public.  

▪ Confidentiality:  It may also be relevant to explain to the public why some of the results of the 

project must be kept confidential. The reasoning behind this should be outlined (i.e. public 

security of the European Union, protection of trade secrets or critical infrastructures). 

 Social Justice and Inclusion 

The European Commission considers that science and innovation should facilitate social justice and 

the inclusion of various disadvantaged groups (which may be at a disadvantage, for a variety for 

reasons),187 e.g. disabilities, elderly, minorities, migrants). As a digital platform tailored for a specialised 

audience (i.e. cybersecurity professionals), cybersecurity professionals with disabilities might be 

excluded or professionals less up-to-date with novel advances in the field. It is essential that these risks 

of exclusion are addressed, at least for these two types of end-user.  

Other issues of potential exclusion relate to the organisational structure. While large companies may 

have the means and the financial resources to arrange advanced cybersecurity training for their 

personnel, this may be less true for small and medium-sized enterprises (SMEs). There is clear evidence 

 
Kambourakis, G. and Gritzalis, S., 2015. CyberAware: A mobile game-based app for cybersecurity education and 
awareness. In 2015 International Conference on Interactive Mobile Communication Technologies and Learning 
(IMCL) (pp. 54-58). IEEE, page 55. 
184  Gargouri, Y., Hajjem, C., Larivière, V., Gingras, Y., Carr, L., Brody, T. and Harnad, S., 2010. Self-selected 
or mandated, open access increases citation impact for higher quality research. PloS one, 5(10); Antelman, K., 
2004. Do Open-Access Articles Have a Greater Research Research Impact? [Online]. Available at https://dspace6-
epfl.atmire.com/bitstream/handle/123456789/22966/do_open_access_CRL.pdf [Accessed 13 April 2020].  
185  A Grand, A., Wilkinson, C., Bultitude, K. and Winfield, A.F., 2010. Open Science and Public Engagement 
with Engineering. European Association for the Study of Science and Technology 2010 Conference, page 10. 
186  European Commission, 2015. Indicators for promoting and monitoring Responsible Research and 
Innovation, Publications Office of the European Union, Luxembourg, page 6. 
187  European Commission, 2015. Indicators for promoting and monitoring Responsible Research and 
Innovation, Publications Office of the European Union, Luxembourg, page 38-40. 
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that SMEs struggle with cybersecurity188 and tailored solutions need to be provided.189 Thus, the 

Consortium should also create ways for SMEs to receive the benefits offered by the advanced training 

which the FORESIGHT platform and, thereby, reduce the risk of exclusion: 

▪ Accessibility:  The end-user interface may become an access-barrier and de-facto an element 

facilitating exclusion for specific types of users. Although the end-user interface requirements 

are covered in WP2 (Deliverables D2.1 and D2.3 in particular), the Consortium needs to ensure 

that the interface is designed to comply with accessibility requirements, especially for people 

with disabilities. Indeed, the interface design should be considered not only from a technical 

design perspective but also from a social one, ensuring that accessibility is well supported and 

remains at the forefront of its implementation. 

▪ Beneficiaries:  Access-barriers for SMEs – if FORESIGHT became a commercial platform, 

smaller organisations, e.g. SMEs, small non-governmental organisations (NGOs), or others with 

a limited budget to invest in cybersecurity training may struggle to benefit from this 

innovation. The Consortium should, thus, consider how to facilitate the access for these kinds 

of organisations, in ways that facilitate a proper uptake of the training offered. 

 Summary 

The RRI framework offers a fundamental guide for focusing on relevant issues concerning the societal 

impact of the FORESIGHT project in areas beyond developing a federated Cyber Range platform for 

cybersecurity training. The consideration and awareness of the issues presented in the sections above 

is vital for making the FORESIGHT project’s impact more sustainable and aligned with societal needs. 

  

 
188  Bada, M. and Nurse, J.R.C., 2019. Developing cybersecurity education and awareness programmes for 
small- and medium-sized enterprises (SMEs), Information and Computer Security, Vol. 27 No. 3, pp. 393-410. 
Page 340 et seq. 
189  European Union Agency for Cyber Security, 2019. Training Materials for SMEs. [Online]. Available at: 
https://www.enisa.europa.eu/publications/archive/training-material-SMEs. [Accessed 21 March 2020]. 
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8 Conclusions 

The FORESIGHT project aims to develop novel methods and tools to train security practitioners for 

dealing with highly sophisticated attacks as well as preventing, detecting, and responding to such 

attacks. For that purpose, the project focusses on creating an equally simulated and isolated virtual 

environment emulating large-scale complex network scenarios (Cyber Range) for cybersecurity 

professionals. Such Cyber Ranges will allow cybersecurity professionals to train their technical 

expertise and soft skills for optimizing their responses to cyber-attack scenarios.  

This Deliverable D3.1 has provided an in-depth overview of the societal, ethical and legal concerns 

related to the development of such Cyber Ranges in the course of the FORESIGHT project. The careful 

considerations elaborated as key aspects regarding the technological functionalities and their 

operation in a Cyber Range for security training may be summarized as follows:  

1. For the FORESIGHT platform the use of an automated crawler systematically browsing the Internet 

is envisaged (“‘Information Gathering Module” of Task 9.4). This web-crawler based approach to 

collecting threat intelligence is highly innovative and involves a number of challenges for legal 

compliance. Paving the way to such compliance, careful considerations have been elaborated for the 

sensitive tasks of ensuring data protection (see 2.2), collecting illegal content (see 2.3), discovering 

either misuse of devices (see 2.4) or the circumvention of access restrictions (see 2.5), infringing 

copyright (see 2.6) as well as breaching licensing and end user agreements (see 2.7). In order to avoid 

violations of existing laws, preventive measures need to be implemented. Most promising in this 

regard appears a security-by-design approach in the course of which the technical capacities of a 

crawler are technically limited to ensure legal compliance (see 2.8).  

2. Potential conflicts with legal frameworks applicable to simulations seem most likely in three areas. 

First, in order to avoid risks of violating data protection laws and increasing the need for compliance, 

verifications using fictitious data set instead of real personal data should be taken into consideration 

when designing plots (see 3.1). Second, in order to avoid risks of violating copyright/licensing 

agreements and copyright laws and increasing the need for compliance, verifications using fictitious 

data set instead of real personal data should be taken into consideration when designing plots (see 

3.2). Third, in order to avoid risks violating criminal law, real illegal content such as child pornography 

should not be used in simulation and instead be substituted by harmless content (see 3.3).  

3. At this early stage, the FORESIGHT project is still in phase one and focusing on the user requirements. 

The Information Gathering Module will be built in phase three of FORESIGHT project which is intended 

for the development of the tools. Therefore, it is currently too early to judge whether the FORESIGHT 

platform will qualify as AI system within the meaning of the AI H-LEG’s definition of AI provided for the 

application of the Ethics Guidelines on Trustworthy AI. Based on the wording of Task 9.4, the envisaged 

functionalities of the Information Gathering Module seem unlikely of rendering the FORESIGHT 

platform capable of qualifying as an AI system (see 4.6). In this case, the four ethical principles founded 

on the fundamental rights and freedoms guaranteed in the European Union (see 4.5), constitute the 

relevant guidance: (1) respect for human autonomy, (2) prevention of harm, (3) fairness and (4) 

explicability. 

4. The use of the envisioned Information Gathering Module is intended to automate gathering cyber 

threat intelligence. As big data application based on machine learning algorithms, the automated 
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collection of reliable data concerning cyber-attack actors, methods, techniques and procedures for 

verification and conversion into a training simulation at the Cyber-Range involves several ethical 

concerns. First, the quality of the threat intelligence produced by an automated tool appears 

questionable because it may not only be inconclusive and inscrutable, but also potentially biased   (see 

5.2). Second, an algorithm’s profiling may create for investigations a misguided focus and unfair 

discrimination (see 5.3). Third, the highly intrusive nature of covert large-scale collection of data 

requires close monitoring for its effectiveness in identifying valuable cyber threat intelligence (see 5.4). 

Fourth, the appropriateness of threat intelligence indicators for the web-crawler as automated search 

tool has to be strictly vetted (see 5.5). 

5. The main focus of the FORESIGHT project is the development of a simulated training environment. 

The practicalities of dealing with a specific threat scenario bear the risk of favouring a utilitarian bias, 

so the simulation platform needs to train not only reflection on the equilibrium between actions taken 

(Deontological Ethics), their consequences and the actor’s character traits, but also team training, 

interpersonal, interprofessional and decision-making skills (see 6.1). A participant’s consent is vital for 

any recording of a simulation (see 6.2) and the setup of any simulation has to take into account the 

psychological effects of simulation on the cybersecurity professional in training (see 6.3). The training 

in the federated cyber ranges has to be open for scientific research (see 6.4), on the one hand, and has 

to develop its best practices in simulation for the safety for the cybersecurity professionals (see 6.5) 

while constantly being refined (see (6.6), on the other. Ongoing reflection and practice in simulation 

will ultimately transfer to thoughtful practice in cybersecurity. 

6. Finally, the framework for Responsible Research and Innovation (RRI) offers a fundamental guide 

for focusing on relevant issues concerning the societal impact of the FORESIGHT project in areas 

beyond developing a federated Cyber Range platform for cybersecurity training. The consideration and 

awareness of Public Engagement (see 7.3), Gender Equality (see 7.4), Science Education (see 7.5), Open 

Access (see 7.6) and Social Justice and Inclusion (see 7.7) is vital for making the FORESIGHT project’s 

impact more sustainable and aligned with societal needs. 


