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Executive Summary 

This report provides a comprehensive review on Cyber Range (CR) and simulation training landscape 

by first listing available terminologies used in the domains alongside their relevant definitions. It goes 

further to bring to fore the importance of hands-on training, especially in Cyber Security (CS) and the 

way Cyber Ranges (CRs) are used in carrying out this task as CRs provide the means for hands-on Cyber 

Security training and can be considered as a powerful tool for providing quantitative and qualitative 

assessment for such training activities.  

The report also looks at the role of CRs in an organisation as it is known to increase its cyber security 

resilience against cyber threats. CRs allow the creation of cyber warfare training by enabling the build 

of complex systems, emulation of activities and emulate numerous cyber-attacks. This training can 

benefit individual, professionals as well as organisations as a whole to prevent, detect, react to and 

mitigate cyber threats. In the same vein were available global cyber threat landscapes. This deliverable, 

however, has a special interest in Aviation, Navy and Power-Grid sectors, the threat landscapes in 

these areas were brought to fore.  

Furthermore, training landscape methodologies were reviewed, which included the methods applied 

in order to design and implement training, define a body of practices, procedures and regulations; the 

Human Computer Interaction (HCI) focusing on the design of the interaction that happens between 

humans and computers; and techniques like Visualisation and Gamification. The pillars of Cyber Range 

landscape such as architecture, scenarios, data collection mechanism, training methodologies, 

visualisation techniques, personal assessment and gamification techniques were used to review the 

CRs of Cybexer, Airbus and Ecole Navale. Also included were other CRs available. 

At the end, EU and international policies on Cyber Security were reviewed, which included actions on 

cyber security, policy development, legislation, challenges, the need for training, skills and capacity 

development. Some selected EU best practises alongside that of the United States of America were 

also reviewed. 
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1 Introduction 

1.1 Overview 

The scope of this deliverable is to review methods, techniques, tools and platforms that can be used 

in the FORESIGHT project. To this end, a systematic review was carried out, to extract knowledge from 

the existing cyber-ranges, understand the technologies and policies in use around the world for cyber 

security training.  

 

1.2  Relation to other tasks and deliverables 

This deliverable is related to the following other FORESIGHT tasks and deliverables: 

Provides outputs to: 

Deliv. # Deliverable title How the two deliverables are related 

D2.2 End-User Security Requirements Report (I) By informing D2.2 on the different 
methods of training 

D2.3 FORESIGHT Cyber-Range Requirement 
Report 

By delivering a review of the technologies 
and techniques used in other cyber ranges 
as well as an overview of the policies used 
around the world for training 

D4.1 Report about cyber-range training needs 
and cybersecurity standardization 

By scoping the field and the requirements 
for training 

 

 

1.3 Structure of the deliverable 

▪ Chapter 2 Provides a definition and terminologies used within the context of cyber-ranges and 

within the context of this deliverable.  It also highlights the importance of hands on training 

the roles of cyber-ranges in improving cyber-security as well as providing an overview of the 

architectural styles of cyber-ranges.  

▪ Chapter 3 Provides a comprehensive review of the threat landscape in the three domains of 

application within this project, Aviation, Naval and Power-Grid.   

▪ Chapter 4 Describes popular training methodologies, including visualisation techniques and 

gamification techniques. A review of Human Computer Interaction is also carried out.  

▪ Chapter 5 Is a comprehensive review of the cyber-ranges including in this project as well as a 

review of external cyber-ranges allowing to create a baseline of the technologies used across 

the board.  

▪ Chapter 6 Is a review of federated cyber-range solutions 

▪ Chapter 7 is a review of national and international policies used for cyber-training 

▪ Chapter 8 Concludes this deliverable 
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2 Cyber Ranges  

2.1  Definition and Terminology 

The following table provides a description of the terminologies used in CR. 

 Table 1. Essential Parameters in Cyber Ranges [1] 

Term Definition 

Asset  A major application, general support system, high impact program, 
physical plant, mission critical system, personnel, equipment, or a logically 
related group of systems consisting of hardware, software, 
instrumentation, infrastructure elements, tools, processes, facilities, and 
workforce.  

Asset Verification The process of verifying that the Assets deployed in an Event satisfy their 
respective specifications. 

Authorizing Official 
(AO) 

A senior (Federal) official or executive with the authority to formally 
assume responsibility for operating an information system at an acceptable 
level of risk to organizational operations (including mission, functions, 
image, or reputation), organizational assets, individuals, other 
organizations, and the Nation. 

Background Traffic 
Plan 

The plan that describes the characteristics of the background traffic 
Simulation. This plan is created during the Planning phase. 

Baseline Event 
Operating 
Environment 

The initial state of the Event Operating Environment for an Event 
execution. There may be multiple Baseline Event Operating Environments 
if an Event is executed multiple times with altered initial states. 

Blue Team (1) The group of individuals that either defend against an adversary attack 
or exploit/attack adversary systems in order to protect Cyber Key Terrain, 
(2) The group of individuals that conduct vulnerability evaluations of an 
Event Operating Environment. 

Command & Control 
(C2) 

The act of controlling the execution of an Event through commands issued 
during Event Execution. 

Capability A specific service or technique realized using Asset(s) that addresses a 
specific need. Capabilities can be integrated with other capabilities in an 
Event Environment. 

Capability Developer The organization or entity that develops a specific Capability that may be 
used in an Event. 

Checkpoint The process of creating a snapshot so that an execution can be restarted 
using the snapshot, if needed. 

Cyber Key Terrain 
(CKT) 

The physical and logical elements within the Event Operating Environment 
that enable mission essential warfighting functions 
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Capability Provider The organization or entity that provides a specific Capability that may be 
used in an Event. 

Constructive 
Simulation 

See Live, Virtual, and Constructive (LVC) 

Control Data The detailed content of the issued commands and their order and timing 
during an Event Execution. 

Control Data 
Exchange Model 

This model consists of a set of Control Data definitions along with a 
protocol for exchanging the control data definitions. 

Control Environment The tools and systems used to manage the Event Operating Environment 
and the actions of human participants on the Event Operating 
Environment. 

Control Plane Control Plane includes the people, process, and tools used during the 
execution phase of an Event to ensure smooth progress of Event Execution 
by applying Control Data to all the planes, especially to the Event Plane. 

Control (Plane) 
Network 

The network that connects the control tools, such as used by the White 
Team, to the software and hardware used in the event. This is usually a 
completely separate network from the Event Plane Network so that the 
control activities do not in any way interfere with Event execution.  

Cyber Range A designated set of assets and capabilities which can be integrated at the 
appropriate classification levels and controls to conduct research, 
development, demonstration, testing, or evaluation of military capabilities 
supported in, though, and from cyberspace, or to train military personnel 
in conducting cyber operations. 

Cyber-Range Event 
(or Event) 

A planned, controlled, and scheduled set of activities conducted on a Cyber 
Range to meet specific goals, objectives, or requirements. Events include, 
but are not limited to, experimentation, test and evaluation (S&T, DT&E, 
OT&E, LFT&E), Tactics, Techniques, and Procedure (TTP) development, 
Concept of Operations (CONOPS) development, demonstration, mission 
rehearsal, training, or exercise. 

S&T: Science & Technology 

DT&E: Development Testing & Evaluation 

OT&E: Operational Testing & Evaluation 

LFT&E: Live Fire Testing & Evaluation 

Cyber-Range Event 
Operating 
Environment (or 
Event Operating 
Environment) 

The combination of representative operational environment elements, 
including Systems Under Test (SUT), emulations and simulations, and 
related Event Operating Environment Tools that satisfy the requirements 
of a specific Event. Examples of representative operational environments 
are air defence operations centres, battalion command posts, etc. 

Cyber-Range Event 
Operating 
Environment Tools 

Event Operating Environment Tools are hardware and/or software (e.g., 
instrumentation, asset emulators, simulators, mission traffic emulators, 
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(or Event Operating 
Environment Tools) 

etc.) that are part of an Event Operating Environment. An Event Operating 
Environment Tool may be targeted during Event execution.  

Cyber-Range Event 
Process (or Event 
Process) 

An established, documented, and repeatable set of procedures, along with 
entrance and exit criteria, for conducting Events. The Event Process 
workflow includes but is not limited to event planning, design, 
configuration, and execution; data collection, data management, analysis, 
and archiving; and range sanitization. 

Cyber-Range Event 
Support Environment 
(or Event Support 
Environment) 

The combination of Cyber Range Support Tools and infrastructure 
elements used to support a specific Event, including Control Environment 
and Instrumentation Environment. 

Cyber Range Support 
Tools 

Hardware and/or software used to support an Event but are not part of the 
Event Operating Environment. Cyber Range Support Tools include tools for 
conducting pre-event execution activities (design, set-up, configuration, 
site asset management, asset scheduler, range validation, etc.), event 
execution (health and status monitoring, visualization, etc.), and post-
event execution activities (data analysis, after-action reporting, data 
archive/storage, range sanitization, etc.). A Cyber Range Support Tool must 
not be targeted during an event execution. 

Data Analysis Analysis of the Event Data in conjunction with the Event Model. This 
activity includes report generation and is conducted by Event Analysts and 
happens in the Post-Execution Phase. 

Data Aggregation The process of collecting event data from multiple sources including Probes 
and Data Collection Logs for the purpose of monitoring, correlating, and 
analysis. 

Data Archival The process of compressing and storing event data for the purpose of 
analysis at a later time. 

Data Collection Plan The plan that describes where, how, and when data should be collected 
and stored during an Event, specifically during Event Execution, to support 
calculation of Event Metrics and Data Analysis. 

Data Collection Log Where the event data collected by a Probe is stored. There can be one or 
more Data Collection Logs associated with one or more Probes. 

Event (or Cyber-
Range Event) 

An Event is conducted in a Logical Range by bringing together people, 
process, capabilities, and infrastructure to achieve specific objectives 
whose success can be quantified with key metrics. Examples of types of 
Event are test and evaluation, training, experimentation, exercise, TTP 
development, and mission rehearsal. 

Event Agreement Event Agreement is a document authored by the Event Coordinator and 
signed off by all the participating sites and physical ranges constituting the 
Logical Range. The person signing off from each such site/range must have 
the authority to commit resources. This document also includes basic 
schedule commitments. 
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Event Analyst The individual or organization that defines during the event design phase 
what data needs to be collected during the execution of an Event, and also 
analyses the collected Event Data and produces Event Reports. 

Event Architect The person(s) responsible for designing, implementing and validating a 
Cyber-Range Event Operating Environment and Cyber-Range Event 
Support Environment in coordination with the Event Coordinator, and 
according to the Event requirements. 

Event Coordinator The person(s) who coordinate with the Event Architect, Event Director, 
Event Sponsor, and Resource Owners to ensure the required assets and 
capabilities are provisioned for an Event. 

Event Command and 
Control Team 

This team supports the Event execution and exists in the Control Plane. The 
Range Support team and White teams are two components of this team. 

Event Data or 
Initialization Data or 
Instrumentation Data 

This is the data that is collected during the execution of an Event, including 
packets, logs, events, state and status. A portion of this data (defined in the 
data collection plan—a part of the analysis plan) may be available for real-
time analysis. Some data may only be available after execution. This data 
is defined in the analysis plan and the format is described in the event 
model and event plan. 

Event Director The person is designated by the Event Sponsor to be in charge of all phases 
of the event. The Event Director has the final approval authority over the 
technical design of the Event Operating Environment and Event Scenarios. 
Event Director defines the role each participating Cyber Range in the 
Logical Range will play in the Event based on Event Engineering Plan 
requirements and each Cyber Range’s capabilities; and delegates the 
design of the event to the Event Architect and the specific Range Engineers 
responsible for instantiating the event. The Event Director adjudicates 
resource and design conflicts among Range Engineers in accordance with 
each range’s role and approves the final Event Plan Document. 

Event Engineering 
Plan (or Event Plan) 

The Event Engineering Plan, written by the Event Architect and Event 
Director, describes in detail how the event is going to be executed. The 
Event Plan includes the event schedule, the Event Environment 
specification, the Event Scenario specification, the set of Event Metrics to 
be calculated, the requirements for instrumentation and data storage, and 
the responsibilities of each range that is part of the Event. The final Event 
Plan document is the final version of this document is approved by the 
Event Sponsor. 

Event Environment A term used to collectively refer to (Cyber Range) Event Operating 
Environment, (Cyber Range) Event Support Environment, Control Plane 
elements, and Instrumentation Plane elements. 

Event Execution The execution of the Event Scenarios during the Execution Phase. 

Event Metrics Metrics for the Event such as Measures of Effectiveness (MOE), Measures 
of Performance (MOP), and Measures of Survivability (MOS), Key 
Performance Indicators (KPI), or Critical Success Factors. 
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Event Model A precise specification of Event Operating Environment, Control Data, and 
Instrumentation. 

Event Objectives (or 
Event Goals) 

The objectives of an Event as specified by the Event Sponsor. 

Event Phase (or 
Phase) 

A Cyber-Range Event Process consists of four phases: Planning, 
Deployment, Execution, and Post-Execution. Some or all of these phases 
may be iterated through or activated multiple times in a single Event. 

Event Plane Network 
(or Event Network) 

This network exchanges all the information generated within the Event 
Operating Environment. The Event Network is used to exchange cyber 
information, attacks, defences, background traffic, etc. This also may be 
the “network under test” itself. In a tactical environment this network 
contains all the tactical messages. In a simulation environment this 
network contains all the simulation state and event messages. 

Event Plane Team This team has participants in Event Scenarios, and these participants 
interact with the Event Operating Environment during Event Execution. 
The Event Plane Team consists of two separate teams: The Red Team and 
the Blue Team. 

Event Reports Reports generated in the Post-Execution phase such as the Final Event 
Report, After Action Report, Fact Sheet, Take Home Package, and the Quick 
Look Report. 

Event Requirements 
Document 

This document defines the Event Sponsor’s needs in terms of operational, 
technical, and mission requirements, metrics, and event objectives to be 
achieved, questions to be answered, conclusions to be drawn, and 
constraints on the event. 

Event Scenario A “scenario” for a cyber event is the planned sequence of actions and 
events that must take place during the event execution in the Event Plane. 

Event Sponsor The organization(s) or designated person(s) funding and specifying the 
goals, objectives, or requirements of an Event. 

Event Team The personnel (such as the Event Architect, Event Director, Capability 
Provider) assigned to an Event and responsible for executing the Event 
under the direction of the Event Director. 

Environment 
Validation 

The process of ensuring that the Event Environment to be deployed, or 
already deployed, satisfies the functional and non-functional requirements 
in Event Requirements document. The functional requirements may 
include specific Asset type requirements, and connectivity needs. The non-
functional requirements may include specific performance needs. 

Exercise Event A military manoeuvre or simulated wartime operation involving planning, 
preparation, and execution that is carried out for the purpose of training 
and evaluation. 

Final Event Report This report assesses the actual event execution in comparison with the 
event plan. Any data collection problems are documented, and the results 
of the quick-look assessments and analysis goals are documented. 
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Conclusions are drawn based on the collected event data understood 
according to the principles, metrics, and objectives elucidated in the 
analysis plan. 

Force Action 
Verification 

White Cell confirmation that the Blue and Red Force actions and reactions 
conform to the MSEL. 

Green Team See Range Support Team 

Grey Team In some events, these teams conduct non-malicious activity, but do not 
play an offensive or defensive role. Grey teams may include operators 
creating realistic network communications/traffic, and providing, often 
high fidelity, simulations within the Event Plane. This role may be 
automated through the use of traffic generators, and in such situations the 
operators of the traffic generators are included in the Grey Team. 

Health and Status 
Monitoring 

Confirming that the support infrastructure for event execution is operating 
within the established configuration specifications. 

High-Level Scenario A description of the vignettes and/or mission threads of the event in the 
customer’s operational terms and generally without regard to how the 
scenario will be implemented. 

High-Level Schedule This schedule gives high-level guidance on when the activities and steps 
are performed, including timelines, and milestones. 

Hot Wash-Up is a discussion among participants conducted immediately after the 
exercise The Hot Wash-Up serves as preparation for the Post Exercise 
Discussion and is usually chaired by the Exercise Director. 

Instrumentation 
Environment 

This environment includes the probes and other instruments aimed at 
collecting data from the entities in the Event Operating Environment, data 
collection systems, data pre-processing systems, and data archival 
systems. 

Instrumentation 
Plane 

The Instrumentation Plane includes the people, process, and environment 
used for instrumenting, i.e., installing probes, and collection of data from 
the Event Operating Environment. 

Instrumentation 
(Plane) Network 

This network is used to collect data from instrumentation attached to the 
computers and software participating in the event. This network is 
conceptually distinct from the others so that the data collection process 
(from instrumentation) can be done without interfering with the cyber 
event itself. The Instrumentation Network may be logically and physically 
separate from the Control and Event Networks to prevent any impact to 
Event execution and its control due to the instrumentation and data 
collection. 

Instrumentation 
Team 

The Team responsible for the probes, and the data collection process. This 
team may also deploy real-time monitoring tools to support the White Cell 
in specific aspects such as shot validation. This team is also responsible for 
archiving the data collected. 
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Joint Exercise Control 
Group 

White Cell is called Joint Exercise Control Group in some exercises. Provides 
all administrative command and control for a given training event. The 
Joint Exercise Control Group provides control functions during exercise 
execution to manage and synchronize event scenarios (MSELs), conduct 
observation and data collection of event and team performance, and 
record observations, lessons learned, and identifies issues for after action 
reporting. The Joint Exercise Control Group coordinates efforts and 
provides overall control of the exercise, monitors and controls exercise 
execution, and provides ground truth and real-time feedback. 

Lessons Learned 
Document 

This document provides insight into the relative merits of any 
implementation and configuration options explored in the event. It also 
describes any problems encountered in the planning and execution of the 
cyber event and, from hindsight, describes how the event could have been 
better constructed. 

Live, Virtual, and 
Constructive (LVC) 
Cyber 

A term used to qualify a simulation or assets that support Live, Virtual, and 
Constructive cyber simulation. 

Model A physical, mathematical, or otherwise logical representation of a system, 
entity, phenomenon, or process. 

Scoring System The tool / system for scoring blue teams and users 

Scenario injections scenario injections prepared by the white team that includes taking 
necessary precautions against cyber threat and vulnerabilities, following 
the news, evaluating intelligence, gathering information about cyber-
attacks and preparing reports. 

Simulation A method for implementing a Model over time. 

Emulation Simulation of a Model that accepts the same inputs and produces the same 
outputs as a given system. 

Live Cyber Simulation In this type of simulation, real-world Assets operate on/with real-world 
systems and protocols. These Assets are vulnerable and reachable by 
attacks, exploits, and performance degradation from the physical, 
electromagnetic, and/or digital domains. Even though real-world Assets 
are used, these are considered simulations because the scenario is 
simulated, and attacks are not conducted against a live enemy. 

Virtual (Cyber) 
Simulation 

In this type of simulation, actual Assets may interact with simulated or 
emulated systems, and simulated or emulated Assets may interact with 
actual systems. When actual Assets interact with protocol-level fidelity 
representations of real-world systems, where ease of (re)configuration, 
replication, restoration and physical limitations make a virtual system 
preferred over the live one, there is no physical representation of the real-
world system, so a virtual system only provides a cyber "attack surface," 
i.e., protocol/packet interfaces are provided, but not asset internals 
susceptible to non-cyber-attacks. 
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Constructive (Cyber) 
Simulation 

In this type of simulation, simulated or emulated Assets interact with 
parameterized simulated or emulated systems. The simulated systems are 
not vulnerable to direct live or virtual exploits and manipulation; 
characterized by lower fidelity global/enterprise-level networks and effects 
representations. 

Logical Range A designated set of interoperable assets and capabilities within one or 
more ranges interconnected through a Secure Interconnection. A Logical 
Range provides isolation to the Event Environment to prevent accidental 
interactions with entities outside the Logical Range. 

Master Scenario 
Event List (MSEL) 

MSEL guides an exercise or training event toward specific outcomes by 
defining a sequence of time or dependency ordered Mission Threads. 
MSELs specify desired outcomes for focused observation, analysis, and 
debrief and reporting. 

Mission Thread A Mission Thread defines a subset of Event Scenario that occurs within the 
constraints of one or more Event Vignettes. A Mission Thread typically 
begins with a Cyber Network Attack (CNA), or Cyber Network Defence 
(CND) activity and ends with battle damage assessment. 

Planning Plane Planning Plane includes the people, process, and infrastructure used for 
the planning phase of an Event.  

Planning Network (or 
Planning Plane 
Network) 

Network where planning tools and planning information are stored and 
exchanged, and planning processes are executed by Event Participants in 
the Planning Phase of an Event. The Planning Network is always separated 
from the Control, Instrumentation, and Event Networks.  

Probe Hardware or software sensor deployed to collect event or infrastructure 
data. 

Quick Look Report These reports are the result of rapid and mostly cursory analysis of event 
activities in real-time or near-real-time. The information content and 
format of the quick-look reports is specified in the analysis plan. These 
reports are generally based on monitoring “health and status” indicators 
and identifying anomalies of event execution. 

Range A Range contains a designated set of assets and capabilities located at one 
or more sites and is managed by a Range Manager. 

Range Engineer Individuals who monitor, manage, operate, and/or create hardware, 
software, or networking elements of a cyber range for the purpose of 
engaging in a cyber event. Range Engineers are not in the Event Plane. 

Range Manager The organization that manages and operates a Range. A Range Manager 
manages assets and capabilities that may be used to conduct an Event that 
is owned by it or provided by other Resource Owners. A Range Manager 
also manages physical security, physical access, equipment maintenance, 
and decides what events to dedicate its ranges capabilities to, besides 
defining and managing all processes required to operate the range. 
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Range Support Team These individuals operate the range infrastructure and support tools 
systems. Range Engineers are part of the Range Support Team. This team 
is also sometimes referred to as “Green Team.” 

Red Team An organizational element comprised of trained and educated members 
that provide an independent capability to fully explore alternatives in plans 
and operations in the context of the operational environment and from the 
perspective of adversaries and others. Red Team is in the Event Plane. Also 
known as a Cyber Opposition Force (OPFOR). 

Resource Owner The organization that owns and makes available assets and capabilities that 
may be used to conduct an Event. 

Rules of Engagement 
(RoE) 

Directives issued by the White Cell that delineate the circumstances and 
limitations under which Red and Blue forces will initiate and/or continue 
to operate. 

Secure 
Interconnection 

A self-contained and unique interconnection of capabilities from one or 
more Ranges to provide an end-to-end networked environment with 
adequate physical, geographical, logical, or cryptographic isolation. Such 
isolation permits the creation of a secure and contained environment that 
can be accredited by appropriate authorities. 

Security Engineer An individual who will monitor, manage, configure the security devices and 
controls associated with the Event. 

Shot Validation The process conducted by the White Cell to confirm a deployed cyber 
capability had the intended effect. 

Snapshot A storable image of the current event execution state. An “event snapshot” 
refers to a snapshot of an event execution. 

(Synthetic) Traffic 
Generation 

Sustained creation of synthetic traffic in the Event Operating Environment 
during Event Execution.  

SUT System(s) Under Test (e.g., technology, network, personnel, processes) 
that may be evaluated through an Event. 

Table Top Exercise All scenarios / sub-scenarios, injections, and red team attacks are written 
and prepared before the exercise. In most cases, exercise planners and 
actors sit on a table and perform exercises, so such exercises are called 
table-top exercises. 

Take Home Package This document provides all the information generated during the event 
that the Event Sponsor needs to continue their work. For an Event, the take 
home package could represent the entire contents of the collected data. 
For a training event, the Take-Home Package represents that information, 
described by training doctrine, that the training audience brings back to 
their home station to reinforce the training received during the exercise. 

Test-bed A term sometimes used to refer to a Logical Range at a single site in a 
testing or experimentation event. 
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Training Event An event that focuses primarily on improving individual or collective ability 
of a team to perform. Training events are less focused on evaluation than 
Exercise Events. 

Yellow Team Application developers, software engineers and architects fall into this 
category. These are the people that build and design software, systems, 
and integrations that make businesses more efficient. 

White Cell/Team This team is responsible for administrative management (command and 
control), monitoring of an Event for compliance, and assessment of the 
performance of the event and teams. This team is usually given the power 
to influence execution of event scenarios (MSEL) and or make 
modifications to execution. Also see Joint Exercise Control Group for 
exercise events. 

 

2.2  Importance of hand on Training  

The importance of hands-on training has been well established over the years in literature, especially 

in a field such as Cyber Security. Any theoretical background must be enriched and supported through 

realistic training exercises. In recent years there is an increasing trend in the development and use of 

online training platforms, even in vocational courses. Realistic training enhances the preparedness of 

personnel at all hierarchical levels either horizontally or vertically depending on the role of the 

personnel. Such roles may include administrative or technical cyber security professionals at all levels. 

Cyber Security education and training are becoming more relevant, and the rigorous training and 

exercises they provide have potentials as ways of preventing cyber-incidents. The need for cyber 

security expertise has increased in a logarithmic manner, a fact that increases the importance of 

educating personnel.  

More highly skilled cyber security professionals are needed by the industry as the number of cyber-

threats and ingenuity of attackers grows. To be able to meet the increasing requirements, the synergies 

of higher education must be considered along with professional training and certification programmes, 

and to also establish the basics of deep learning in cyber security. This can be addressed by new 

teaching and knowledge transfer methods that rely on cyber-ranges and technical exercises.  Research 

also plays an important role in dealing with advanced cyber-threats. The knowledge obtained is also 

validated with educational scoring mechanisms to enable trainees to effectively gain intuition into their 

current cyber security skill set.  

A Cyber Range provides the means for hands-on Cyber Security training and can be considered as a 

powerful tool for providing quantitative and qualitative assessment for such training activities. It is also 

a sandboxed environment where high risk cyber security exercises can be carried out in a safe manner. 

A cyber range includes components such as network devices, network management services, servers, 

workstations, application software and management of computing resources. It allows the creation 

and execution of a multitude of individualized or team based cyber security training scenarios. Some 

of the scenarios that can be deployed in a cyber range include cyber security awareness, penetration 

testing exercises, exploitation, social engineering, forensics, network security, malware analysis, crisis 

management, etc. Training curricula, guiding cyber security professionals to implement and combine 
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security measures by using new technologies and established learning methodologies can be linked to 

the professional certification programmes that the learning platform supports. 

 

2.3  Roles of Cyber Ranges in Cyber Security 

Over the last few years, cyber-attacks have increased in number and sophistication. Companies are 

adversely affected by this, as they face huge financial losses due to cyber security related incidents 

which eventually reached 0.8% of the global GDP in 2018 [2]. These attacks indicate, among others, 

the lack of skills of security professionals as well as the lack of awareness of executives and personnel 

concerning Cyber Security risks. 

Cyber Ranges (CRs) can play a vital role in increasing the cyber security resilience of organisations 

against cyber threats. CRs allow the creation of cyber warfare training by enabling the build of complex 

systems, emulation of activities and performance of real cyberattacks. This training can benefit 

individual professionals as well as the organisation as a whole to prevent, detect, react to and mitigate 

cyber threats. 

CRs can help organisations to build security skills in a controlled way. Through performance-based 

learning and assessment in a simulation environment that requires collaboration and team capabilities, 

security professionals as well as the rest of the organisation’s personnel can improve individually and 

as a team. On-the-job experience in a gamification manner and real-time feedback can further 

facilitate the learning process. Furthermore, since the environment is a simulated one where actions 

do not impact the real network, new ideas, techniques, approaches and tools can be tested by security 

professionals without risk. 

The ability of CRs to simulate the organisation’s real infrastructure can facilitate the improvement of 

the organisations’ security and at the same time the identification of its security gaps. More 

specifically, exercises that simulate the infrastructure of an organisation can help to better understand 

the organisation's mechanisms and respond more effectively when an actual attack occurs. 

Furthermore, different strategies can be tested on a real-world scenario and the best methodologies 

can be examined. Additionally, new cyber security equipment and tools can be tested on the training 

environment to evaluate their effectiveness before being placed in the organisation’s network. 

 

2.4  Technology Overview  

At a high-level the technologies involved in the Cyber Ranges (CRs) can be divided in three big 

categories: the CR Core technologies, the CR Infrastructure technologies and the CR Front-End 

technologies. 

The CR Core technologies are the technologies to model the infrastructure of the target CR 

scenario/organization. While the usage of the actual elements of the target scenario/organization 

would be ideal for the realization of CRs, such an approach is difficult to manage and scale. For that 

reason, technologies such as virtualization and simulation are widely used. 

Virtualization allows the instantiation of multiple virtual systems in a single system (the virtualization 

host). It has some constraints, like that the virtualized system must be of the same hardware 
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architecture (e.g. x86, ARM, PPC) than the virtualization host, i.e. if the virtualization host is an x86 

host then the virtualized systems must be x86 systems. Virtualization presents to each virtualized 

system a complete system which can run the complete software stack (the OS, middleware and 

applications) and can even communicate with the outer world through virtualized peripherals. The 

virtualized system is directly executed in the virtualization host, the virtualization technologies 

ensuring the independence between the different virtualized systems and the virtualization host. The 

virtualization solution shares and schedules the host resources to provide a complete system view to 

all the virtualized systems. The virtualized systems are typically called Virtual Machines (VMs). The 

performance provided by virtualization is typically close to the performance of the virtualization host, 

and multiple VMs can be executed in the virtualization host, its number depending on the VMs 

configurations and the virtualization host power. Multiple commercial and free virtualization solutions 

exist exploiting this technology: VMWare, VirtualBox, Wisper, KVM, QEMU, etc. The virtualization host 

can run the virtualization solution as an application on top of a regular OS (Windows, Linux) but more 

efficient solutions exist based on hypervisors technology. These hypervisors bring more efficient 

management of the virtualized systems and reduce the overhead on the host system. An example of 

such technology is VMWare vSphere Hypervisor. 

An alternative solution to virtualization that has been available since 2013 are “containers”. It can be 

described as a lightweight virtualization solution, which allows the creation of virtual machines (called 

containers) on a system. Unlike virtualization solution, containers require that the OS they run and the 

system OS running the container match, so a Linux container can be run on a Linux system or a 

Windows container can be run on a Windows system, but a Windows container can’t be run on a Linux 

system1. Being a lightweight virtualization solution (faster to boot, easier to create/destroy, less 

resources required, etc.) more virtualized systems can be hosted on a single system of the CR (or less 

powerful and cheaper systems can be used). The most well-known containerization solution is Docker, 

and as for virtualization solutions different management solutions for containers exist being Docker 

Swarm and Kubernetes the most widely used. 

In some situations, the targeted systems hardware architecture differs from the CR Core host systems, 

and virtualization is thus not applicable. In such cases, simulation technologies provide an interesting 

alternative. Simulation unlike virtualization, doesn’t let the simulated system execute directly in the 

host, but some translations are performed on the simulated system to enable its execution on the 

host. The simulation level might go from the complete hardware architecture to simply the 

functionality of a system or application, and this determines the kind of translation that is being done 

and the performance impact of the simulation solution. For example, to simulate the complete 

hardware architecture instructions at binary level of the simulated system software will be translated 

one by one with a high performance degradation, while for the simulation of the functionality of a 

system/application the translation might be as simple as patching the software and compiling it for the 

host machine with a negligible performance degradation. An example of the former simulation 

solution is the QEMU solution able for example to simulate systems based on ARM, PPC, and many 

others hardware architectures on top of x86 systems running on Linux, MacOS or Windows. An 

example of the later is the Siemens PLC Simulator (PLCSIM) which simulates the functionality of a 

 
1 This limitation can be overridden by running the containers in a VM, but this somehow breaks the 

lightweight properties of containers and might limit their manageability. 
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Siemens PLC (Programmable Logic Controllers) on top of Windows systems. Simulation technologies, 

like virtualization technologies, allow CR developer to deploy multiple simulated systems on a single 

system, reducing the hardware requirements of the CR. 

While virtualization, containerization and simulation technologies are preferred for the development 

of the CR Core in some situations these technologies are not adapted for the CR exercise goals or 

available for the target elements. For example, virtualization and simulation technologies cannot 

efficiently reproduce timing bugs found in current systems (e.g. Specter and Meltdown), or random 

generation and timing issues found in hardware Trusted Platform Modules (TPMs), so using these 

technologies on exercises that involve these kinds of bugs might not be pertinent. Likewise, simulated 

network elements might not display faulty behaviours. For that reason, real hardware is then 

introduced in the CR Core. Typically, when real hardware/system in a CR, a mix of virtualized/simulated 

and real versions of the targeted hardware/system are combined. 

Ethernet is the most widely used technology to interconnect the systems composing the CR with IPv4 

and IPv6 as the communication software layer. Moreover, the above commented virtualization, 

containerization and simulation solution typically provides the means to simulate the IP based 

communications required by the virtualized, containerized or simulated devices. In some situations, 

when the target of the exercises are the networking devices, routers and switches can be included in 

the CR, as the specific routers/switches are rarely simulated/virtualized. Likewise, when other 

interconnect technologies are required (like CAN, NMEA, etc.) other networking elements can be 

included in the CR. 

The CR Infrastructure technologies are the technologies used to setup, manage and control the CR. 

These technologies sit between the CR Core and the CR Front-end technologies, and can be considered 

the intelligence/brain of the CR. These technologies vary widely depending on the CR developers’ 

choices and the CR goals. Most of the solutions forming the CR Infrastructure are developed by the CR 

developers, however, some off-the-shelves solutions are widely used, like the virtualization 

management solutions (e.g. vSphere, Wisper). 

Finally, the CR Front-End technologies are the technologies used to provide the final users the means 

to interact with the CR Core and Infrastructure technologies. There are different front-end 

technologies exploited depending on the targeted element (CR Core or Infrastructure) and the user 

type (CR administrator, CR participant or CR observer). Nowadays, most of the CRs use web 

technologies to provide the link between the final user and the CR. A web server (Apache, Nginx, etc.) 

sits at the border of the CR Infrastructure solutions and the final user uses a simple web browser 

(Firefox, Chrome, Safari, etc.) to interact with the CR. Web applications developed by the CR developer, 

or existing ones like Content Management Systems (CMS) and Wikis configured by the CR developer 

are installed on this web server. These web applications collect from the CR Core and Infrastructure 

solutions and make them available for the user for visualization (statistics, synthesis, status, CR Core 

elements console, etc.) and input (apply CR configuration, input for the CR Core elements, etc.). Web 

applications for communication between the users of the CR are also typically included, like forums, 

chats, etc. While these web applications can be used to interact with the CR Core elements, networking 

technologies like VPNs are also exploited for that purpose. VPNs are instantiated to provide the users 

a direct and isolated connection to their exercises CR Core elements. The users use then technologies 

like SSH/Putty, VNC or RDP to establish this connection through the VPN. 
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The different technologies here described (core, infrastructure, and front-end) can be deployed on a 

single computer (e.g. a single laptop, desktop or server) to build a CR, especially if we ignore CRs 

requiring real hardware core technologies. However, such single computer CRs suffer scalability issues 

because of their constrained resources, limiting: the number of virtualized or simulated elements that 

can be instantiated in the core, the capabilities of the CR Infrastructure, the number of simultaneous 

exercises that can be performed, and the number of the participants at the exercises. For that reason, 

CRs typically consist of (1) several servers and/or high performance desktops to host 

virtualized/simulated core elements, and the infrastructure and front-end solutions, (2) network 

infrastructure elements (like routers and switches) to interconnect those servers/desktops, and (3) 

when required real hardware equipment (network elements, specialized computing/embedded 

devices, etc.).  

 

2.5 Architectural Styles for Cyber Ranges  

Due to the continuous growth of the critical information infrastructures accompanied by the evolution 

brought by the Internet of Things (IoT) and the Industrial Internet of Things (IIoT), advanced cyber 

security education and awareness is deemed necessary. Cyber Ranges can provide the required 

advanced training and education on emulated and simulated large-scale complex networks. For 

accomplishing that several architectural styles can be identified. Architecture style is the family of 

architectures that share certain characteristics which don't require the use of particular technologies, 

but technologies which are well-suited for certain architectures. The following architecture styles are 

identified:  

▪ Cloud and dedicated hosting architecture, where the complete solution is deployed on private 

or public cloud. 

▪ Hybrid cloud architectures, where hybrid cloud solutions can use public and private cloud 

resources simultaneous 

▪ Failover multi-cloud architecture where two or more cloud service providers can be used for 

redundancy and continuity. 

▪ Scalable multi-cloud architecture (Auto scaling architecture), that or which offers the flexibility 

of primarily hosting the infrastructure in a private cloud, with the ability to utilize additional 

resources from a public cloud when is necessary. 

The architecture styles in other cases follow the service delivery model that CR providers offer. The 

service delivery model can be categorized according to the CRs services that can be offered. Three 

service delivery models can be identified such as: 

▪ Software as a Service (SaaS), where the CR uses common resources or a single instance of 

the underlying infrastructure and application for offering services to multiple users. 

▪ Platform as a Service (PaaS), where the CR providers allow customers to design and create 

their training according to their needs and have their own instance of the underlying 

infrastructure and application 

▪ On-Premise, CR platform can be implemented on premise in an-organization data center. 

The architecture styles and the service delivery models share the following characteristics aiming to 

accomplish: 
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▪ Scalability, which refers to the number of sessions, transactions, operations and users that CR 

infrastructure can serve. 

▪ Availability which refers to CR infrastructure that is continuously operational for a long period 

of time and can be accessed by employees, customers, and partners. 

▪ Performance and efficiency, which refers to optimal resource allocation and connectivity for 

minimizing latency and processing time.  

▪ Reliability, which refers to the ability of CR infrastructures to recover from service disruptions. 

▪ Flexibility, which refers to the ability of CR infrastructures to adapt to possible or future 

changes in their requirements. 

The architectural styles, service delivery models and characteristics are responsible for ensuring that 

the technical specifications, requirements and infrastructure are designed to support the desirable 

business requirements and goals such as: 

▪ The creation of a realistic training environment for cyber-training and support for cyber-

testing, research, and training for students and researchers. 

▪ To deliver a training environment to support exercises, training, testing, evaluation, and 

education for the military. 

▪ To create a realistic training environment for cyber-training and support for cyber-testing 

complex governmental systems. 

▪ To provide an environment to increase the number, and the preparedness, of students 

entering the Cyber Security workforce in operations. 

▪ To offer a hyper-realistic simulated training environment for enterprises, governments, 

academic institutions and Managed Security Service Providers (MSSPs). 

▪ To establish an environment to support training and education for the participants of an 

organization to combat modern cyber-threats. 

▪ To provide a training and simulation platform facility to provide training and testing and 

develop knowledge in awareness, detection, investigation, response and forensics to counter 

cyber-attacks. 

▪ To create an environment that can offer a real-life experience of a cyber-incident. 

▪ To train the participants of an organization to combat modern cyber-threats and enhance their 

prevention, detection and response skills through hyper-realistic network simulation exercises 

▪ To offer a simulated training environment for individuals and enterprises to practice cyber 

security skills in a fun and challenging way through advanced gamification modules. 

▪ To provide an environment for sharing the knowledge in the Cyber Security domain for critical 

infrastructure providers, industry, research and public sector. 
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3 Threat Landscape  

3.1 Aviation  

“Cyber Security threats have materialised into real risks for the aviation sector and these risks will likely 

continue to grow in number and impact for the foreseeable future.  Thus, it is vitally important for 

aviation stakeholders to establish a programme of cyber resilience and maintain robust and efficient 

Cyber Security defences. All businesses, including airports, are at risk from cyber threats, from those 

with a straightforward set of systems to those with the most sophisticated IT digital transformation 

programs.” - [3]. 

The Threat Landscape of Aviation is constantly changing since most Airports are considered critical 

infrastructures under the NIS directive and their impact on society, transportation and economy of a 

country.  

Cyber related threats and incidents can affect the entire air transport system, and can cause safety 

concerns, security concerns, operational disruption and financial loss. With impacts that can rapidly 

span boundaries and affect globally. 

Aviation systems are increasingly connected; the systems of airports, aircraft operators, ANSPs, ground 

handlers and passenger systems and are mutually dependent for the exchange of digital information. 

The system architecture of an Airport includes a variety of IT Systems, Telecommunication Systems, 

SCADA systems, IoT Systems, Data Centres, therefore, the attack vector increases.  

There has been a shift in the threat landscape with predominantly attacks in: 

1. Active vulnerability scans on the perimeter to identify vulnerable systems 

2. Spraying attacks in perimeter services 

3. Phishing/Spear phishing campaigns 

4. Vishing 

5. Third Party – Supply chain attacks  

6. Identity Theft 

7. Social Engineering 

8. DDoS 

9. Cross-site scripting 

10. Malicious code (Crypto, Ransomwares, e.t.c.) 

11. Spamming 

12. Dox 

3.1.1 Known Cyber Attacks  

The table below contains known cyber-attacks that happened in airports around the world. 

Table 2. Known Aviation Cyber attacks 

Ransomware Attack Hit New York Airport Servers [4] 

Officials at the Albany County Airport Authority announced that the attack came to light after 

Schenectady-based LogicalNet reported its own management services network had been 
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breached. From there, the virus spread to the authority’s servers and backup servers, 

encrypting files. The attack, which was discovered Christmas Day, encrypted administrative 

files like budget spreadsheets, but no personal or financial traveller data was accessed. 

European Airport Systems Infected with Monero-Mining Malware [5] 

More than 50% of all computing systems at a European international airport were recently 

found to be infected with a Monero cryptominer linked to the Anti-CoinMiner campaign 

Zscaler spotted during August 2018. The crypto-jacking attack was discovered by Cyberbit’s 

Endpoint Detection and Response team while deploying their security solution whose 

behavioural engine subsequently detected suspicious activity on some airport systems. 

 

Air NZ Airpoints Customers Caught in Phishing Scam [6] 

Air New Zealand is telling Airpoint members some of their personal information has been 

caught in a phishing scam. While Airpoint accounts, passwords and credit card details were 

not accessed, the airline says some information relating to membership profiles may have 

been compromised. The airline's loyalty scheme has about two million members, but the 

number affected is unclear. 

 

Cyberattacks Against Industrial Targets Have Doubled Over the Last 6 Months [7] 

Cyber-attacks designed to cause damage have been doubled in the past six months and 50 

percent of organizations affected are in the manufacturing sector, researchers say. IBM's X-

Force IRIS incident response team published new research based on recent cyberattacks they 

have been called in to assist with, and the main trend the group is witnessing is the rise of 

destructive malware. These forms of malicious code, such as Industroyer, NotPetya, or 

Stuxnet, are designed to cause damage rather than purely for covert surveillance or data 

theft. Functions may include locking systems, crashing PCs, rendering services as inoperable, 

and the deletion of files.  

 

 

3.2 Naval  

The systems supporting the maritime environment and associated operations such as port 

management to vessel communication are highly complex and employ a wide variety of 

heterogeneous technologies. The exponential technology development of operational technologies 

and infrastructure connected to the internet to enable fast decision making is tremendously increasing 

their attack surface.   

It is essential to understand the interdependencies of these systems in order to provide an overview 

of the threat landscape in the naval sector. Moreover, security gaps in maritime technologies often 

affect more than a single system, due to the shared infrastructure (e.g. databases, operational 

technologies, etc.) by port and operators.  

Crew on-board modern vessels work in similar environments to onshore offices, with a deck populated 

by computers, scanners, printers, laptops monitoring an increasing number of connected hardware on 
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ships sending telemetry back to shore. These systems are also often the backbone of the corporate 

network supporting software for planned maintenance, crew managements, etc.  

It is also important to understand the human role in maritime security, as the personnel are transient 

and often operate on a rotation schedule of 4 to 6 months at a time. Finally, vessels often lack a 

dedicated ICT support staff. To this end, it is key to understand the associated threat landscape. The 

vessel threat landscape can be divided in four pillars as follows, each pillar being in turn vulnerable to 

a wide range of attacks.  

i. ICT systems (Business & Crew) 

a. Phishing 

b. Denial of Service 

c. Virus 

d. Ransomware 

ii. IoT LAN Systems (Chart Systems, Control Systems) 

a. Physical Attack 

b. Node Tempering 

c. Malicious Code Injection 

d. Side-Channel Attack 

iii. Communication (onshore-offshore, v2v, v2x)  

a. Spoofing  

b. Social Engineering 

c. Man-In-The-Middle Attack  

d. Routing Information Attack 

iv. Positioning system  

a. Spoofing 

b. Jamming  

c. Software attacks. 

While the maritime transport sector is mainly composed of vessels, it also encompasses a fully fleshed 

supply chain in the form of ports.  Hence, it is beneficial to overview the cyber risks associated with 

the 1200 seaports within the European Union.  

Ports across the EU support 3 types of activities defined as follows: 

i. Maritime Cargo  

ii. Transport (Passengers and Vehicles) 

iii. Fishing  

Each of the categories of activities support various services, for example, the maritime cargo activity 

requires the port to have a service to welcome cargo vessels and the ability to load, unload and store 

the cargo. In turn, the transport activity, requires, passenger amenities, border control, Administrator 

and Crew Welfare systems, Passenger facing public networks, Access Control Systems, Cargo 

Management Systems, etc.  

Other services ports provide include vessel berthing, support services, vessel loading and unloading, 

temporary storage, staying services, security and safety, authorities’ services as well as distribution 
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and transfer services to ensure hinterland connectivity.  To this end, cyber-attacks against ports can 

target one of the following pillars: 

i. ICT System  

ii. OT Systems 

iii. IoT Systems 

iv. Communications  

v. Fixed and Mobile Infrastructures 

vi. People 

Hindy et al.  [8] provides a taxonomy of attacks mapped to the OSI model, that can impact ICT, OT, IoT, 

Communications and fixed and mobile infrastructures. Pillar vi) People on the other hand may be 

vulnerable to another specific set of attacks such as phishing, spear-phishing, or social engineering 

attacks. There is therefore a vital need to ensure a proper reaction when such attacks occur.  

3.2.1 Known Cyber Attacks 

Over the years, the naval industry has suffered numerous attacks demonstrating the need for cyber-

range training of operators in order to alleviate, deflect, and defend the architecture.  

NotPetya -- A.P. Moeller-Maesk [9] 

In 2017 a cyber-attack hit the Danish A.P. Moeller-Maesk company, with the vast 
majority of the Maesk line impacted by the cyber-attack loosing up to USD 300 Million, 
when hit by the malware known as NotPetya.  The malware used the MeDoc software 
backdoor used by the malware to infect computers via the software automatic update 
system. Maesk was forced to close some of its terminals and divert ships.  

 

• 2018 Targeted Ransomware Port of San Diego [10] 

In 2018 the port of San Diego suffered from a targeted ransomware attack. The attack 
involved the demand of a ransom payment in bitcoin. The amount was not disclosed by 
the authorities. An FBI led investigation demonstrated that the port had been suffering 
from the SamSam ransomware, a state sponsored ransomware attributed to hackers 
operating in the Islamic Republic of Iran. The attack caused USD 30 Million in damages, 
in addition to the payment of the ransom. 

 

• 2019 Malware Attack on Vessel Inbound to the Port of New York [11] 

The U.S. Coast guards issued an alert after a ship heading to the port of New York was hit 
by a cyber-attack, where the critical control systems of a deep draft vessels had been left 
exposed to cyber-attacks. An investigation led by the U.S. cost guards concluded on a 
malware attack, which inherently significantly degraded to functionalities of the 
computer systems onboard.  

 

• Austal [12] 

In October 2018, Australia-based ferry and defence shipbuilder Austal was hit by a cyber-
attack that breached the company’s data management systems.  

 

• **The Guidelines on Cyber Security Onboard Ships Version 3** [13] 

An Unrecognised virus in an ECDIS delays sailing. A new-build dry bulk ship was delayed 
from sailing for several days because its ECDIS was infected by a virus. The ship was 
designed for paperless navigation and was not carrying paper charts. The failure of the 
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ECDIS appeared to be a technical disruption and was not recognized as a cyber issue by 
the ship’s master and officers. A producer technician was required to visit the ship and, 
after spending a significant time in troubleshooting, discovered that both ECDIS networks 
were infected with a virus. The virus was quarantined and the ECDIS computers were 
restored. The source and means of infection in this case are unknown. The delay in sailing 
and costs in repairs totalled in the hundreds of thousands of dollars (US). 
 

 

3.3  Power-Grid 

Digital technologies are playing an increasingly important role in the energy sector. A smarter energy 

system can perform power generation, transmission, network management and market related tasks 

with better precision and faster response times than a human-dependent system, thereby optimizing 

energy management, prioritizing usage, and setting policies for quick response to outages. 

Energy control systems include a hierarchy of interconnected physical and electronic sensing, 

monitoring, and control devices, mostly acting in real-time and typically connected to a central 

supervisory station or a control centre. Control systems encompass Supervisory Control and Data 

Acquisition (SCADA) systems used to monitoring and control operations that in case of energy 

transport and distribution networks are widely dispersed. Distributed Control Systems (DCS) are used 

for single facilities or small geographical areas. Control systems are connected to remote components 

such as Remote Terminal Units (RTU) and Programmable Logic Controllers (PLC) that monitor system 

data and initiate programmed control activities in response to input data and alerts. SCADA systems 

collect, display and store information from remotely located data collection transducers, sensors, 

control equipment, devices and automated functions. They form part of the process control systems 

that are used to manage in real-time, for example, the transmission and distribution of electricity or 

transmission and distribution along gas pipelines. 

In generation systems, the processes of producing energy have to be controlled. The burning of oil, 

coal or gas and also the nuclear fission processes generates heat, which generates steam, which is used 

to run turbines. These turbines produce energy and the whole production process is controlled by 

analogue and/or digital systems which are connected to a main control room where people monitor 

the processes. Renewable resources (wind, solar, hydro) are systems which are highly interconnected 

with each other and their energy production is controlled by central stations that considers the natural 

intermittent behaviour of renewable resources such as wind and solar. 

Currently, the energy sector consists of both legacy and next generation technologies. New 

technologies are introducing new intelligent components (e.g. electricity or gas meters, digital valves 

or pumps) to the energy infrastructure that communicate in more advanced ways (two-way wired and 

wireless communications) than in the past. These new components are typically based on Information 

and Communication Technology (ICT) that can be interconnected to local networks. Typically, 

'analogue' components are replaced by new digital systems as spare parts are not available anymore 

or obsolete. 

Ensuring resilience of the energy supply systems against cyber risks and threats are becoming 

increasingly important as wide-spread use of ICT and data communication is becoming the foundation 

for the functioning of infrastructure underlying the energy systems. 
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The increased efficiency in supply services comes with a price: increased exposure to cyber incidents 

and attacks. In a cross-sector manner, these threats apply to all - generation, transmission, distribution 

and process technologies, and to energy market services. The digitalization of the energy sector also 

raises the question of how to face the risks and threats of cyber incidents and attacks affecting personal 

data and strategic energy infrastructure data, which are sometimes crucial for the security of the 

energy supply. 

When addressing cyber security threats, human error is a factor that is often overlooked. However, 

according to the 2016 IBM Cyber Security Intelligence Index, 60% of attackers in 2015 were insiders, 

and one-third of those attacks were from "inadvertent actors" employees who accidentally allow 

access to an attacker or disregard company policies. Although human error can never be eliminated 

entirely, incidents can be reduced by establishing clear cyber security guidelines and providing regular 

employee trainings. 

In brief: 

Communication networks in Power-Grid utility companies usually interact with the following: 

▪ PLC (Programmable Logic Controller) 

▪ Data Concentrators 

▪ Regional Servers 

▪ HMI (Human Machine Interface) 

▪ DCS (Distributed Control System) central server 

Threats affecting SCADA systems: 

▪ Insider Threat (Internal Employee incidents) 

▪ Eavesdropping 

▪ Exploit Kits and rootkits 

▪ Distributed Denial of Service  

▪ Malware (Virus, Trojan, Worms) 

▪ Data\Information leakage 

▪ Advanced Persistent Threats 

 

3.3.1 Known Cyber Attacks 

Over the years there have been recorded number of cyber-attacks incidents in Naval industries all over 

the world. The Table below contains some of these incidents. 

Slammer worm [14] 
[15] 

Slammer (also known as Sapphire, Helkern or SQLExp) was a worm that appeared in 2003 
January and was the fastest-spreading worm of its time. The worm was an extremely 
simple piece of code and its payload was an unintended bye-product of its spreading 
ability. The reported costs are $1.2 billion.  

The Slammer worm penetrated a private computer network at Ohio's Davis-Besse nuclear 
power plant and disabled a safety monitoring system for nearly five hours. 

 



D2.1 State of the Art Scenario Report (I) 

 
© 2020 FORESIGHT  Horizon 2020 | SU-DSS01-2018 | 833673 

34 

Stuxnet virus [16] 

Stuxnet is a computer worm that was originally aimed at Iran’s nuclear facilities and has 
since mutated and spread to other industrial and energy-producing facilities. The original 
Stuxnet malware attack targeted the programmable logic controllers (PLCs) used to 
automate machine processes. It generated a flurry of media attention after it was 
discovered in 2010 because it was the first known virus to be capable of crippling hardware 
and because it appeared to have been created by the U.S. National Security Agency, the 
CIA, and Israeli intelligence. 

 

Shamoon virus [17][18] 
[19] 

Shamoon, also known as W32.Distrack, is an aggressive, disk-wiping malware program 
that was first seen in attacks on the Saudi energy sector in 2012. In the 2012 attacks, 
computers infected with the malware had their master boot records wiped and replaced 
with an image of a burning U.S. flag. Variants of Shamoon use other images when 
overwriting a computer’s files. In 2012, the virus crippled tens of thousands of computers 
at Saudi Aramco, the kingdom’s oil giant, by wiping their disks. Images of a burning 
American flag were used to overwrite the drives. RasGas Co. was also affected. The 
hackers were believed to be working on the Iranian government. 

 

DragonFly virus [20] 
[21] 

Dragonfly uses two main pieces of malware, both of which are remote access tools, 
thereby allowing it to access and control infected computers. Dragonfly is also 
sophisticated in using three main methods of deploying its malware: 

1. Infected emails 
2. Compromised websites 
3. Malware inserted into legitimate third-party software packages 

The Dragonfly group, which is also known by other vendors as Energetic Bear, appears to 
have been in operation since at least 2011 and may have been active even longer than 
that. Dragonfly initially targeted defence and aviation companies in the US and Canada 
before shifting its focus mainly to US and European energy firms in early 2013.  

 

Black Energy malware [22] 
[23] 

BlackEnergy is a Trojan that is used to conduct DDoS attacks, cyber espionage and 
information destruction attacks. 

On December 23, 2015, 230,000 people in Ukraine were left in the dark for six hours after 
hackers compromised several power distribution centres which provide electricity to 
residents in Ukraine. The attackers used spear phishing emails and variants of the 
BlackEnergy 3 malware to gain a foothold into the IT networks of the electricity companies 
and knock real-world systems offline. This incident was the first recorded successful cyber-
attack on an electric grid. 

 

Industroyer malware [24] 
[25] 
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Industroyer (also referred to as Crashoverride) is a malware framework considered to have 
been used in the cyberattack on Ukraine’s power grid on December 17, 2016. The attack 
cut a fifth of Kiev, the capital, off power for one hour and is considered to have been a 
large-scale test. 

Industroyer is a particularly dangerous threat, since it is capable of controlling electricity 
substation switches and circuit breakers directly. To do so, it uses industrial 
communication protocols used worldwide in power supply infrastructure, transportation 
control systems, and other critical infrastructure systems (such as water and gas). 

 

Uttar Haryana Bijli Vitran Nigam (UHBVN) [26] 

On March 21, 2018, the Automatic Meter Reading (AMR) system of Uttar Haryana Bijli 
Vitran Nigam (UHBVN), one of the two power distribution companies catering to nine 
Haryana districts, has been hacked. The hackers stole billing data from UHBVN computer 
systems and are demanding $153,800 in Bitcoin from the state government for decrypting 
the files and restoring access to the AMR system. 

 

Cyberattack against Utah renewables company [27] 

A Utah-based renewable energy company was the victim of a rare cyberattack that 
temporarily disrupted communications with several solar and wind installations on 5 of 
March 2019. The attack left operators at the company sPower unable to communicate 
with a dozen generation sites for five-minute intervals over the course of several hours. 
Each generation site experienced just one communication outage. It is believed to be the 
first Cyber Security incident on record that caused a “disruption” in the U.S. power 
industry. 

 

 

3.4  Global Threat Update  

Cyber-attacks against critical infrastructures and businesses have been occurring for decades. They can 

cause electrical blackouts, failure of military equipment and breaches of national security secrets. The 

result may be theft of valuable, sensitive data like operational plans, medical records, etc. Cyber-

attacks can disrupt phone and computer networks or paralyze systems, making data unavailable. Many 

of them have been so successful they were never discovered by the victims and only identified after 

the impact emerges up.  

A cyber or Cyber Security threat is a malicious act that seeks to steal data, damage data or disrupt 

digital life in general. Cyber threats include computer viruses, data breaches, Denial of Service (DoS) 

attacks and other attack vectors. Cyber threats also refer to the possibility of a successful cyber-attack 

that aims to gain unauthorized access, damage, disrupt, or steal an information technology asset, 

computer network, intellectual property or any other form of sensitive data. Cyber threats can come 

from within an organization by trusted users or from remote locations by unknown parties.  

 

Cyber threats come from various threat sources including [28] [29]: 

▪ Hostile nation-states: National cyber warfare programs provide emerging cyber threats 

ranging from propaganda, fake news, website defacement, espionage, disruption of key 

infrastructure to loss of life. Government-sponsored programs are increasingly 
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sophisticated and pose advanced threats when compared to other threat actors. Their 

developing capabilities could cause widespread, long-term damages to the national 

security of many countries. Hostile nation-states pose the highest risk due to their ability 

to effectively employ technology and tools against the most difficult targets like classified 

networks and critical infrastructure like electricity grids and naval and aviation systems. 

▪ Terrorist groups: Terrorist groups are increasingly using cyberattacks to impact national 

interests. They are less developed in cyber-attacks and have a lower tendency to use cyber 

threats than nation-states. Terrorist groups are likely to represent significant cyber threats 

as more technically competent generations join their ranks.  

▪ Corporate spies and organized crime organizations: Corporate spies and organized crime 

organizations pose a risk because of their ability to conduct industrial espionage for 

commercial or large-scale theft. Often, these parties are interested in profit-based 

activities, either making a profit or disrupting a business's ability to make a profit by 

attacking key infrastructure of competitors, stealing trade secrets, or gaining access and 

blackmail material. 

▪ Hacktivists: Their activities range across political issues and ideals. Most of these groups 

are concerned with spreading propaganda instead than damaging infrastructure or 

disrupting services. The goal is to support their political agenda rather than cause 

maximum damage to an organization. 

▪ Disgruntled insiders: Disgruntled insiders are a common source of cyber-crime. Insiders 

often don't need a high degree of computer knowledge to expose sensitive data because 

they may be authorized to access the data. Insider threats also include third-party vendors 

and employees who may accidentally introduce malware into systems or may log into a 

secure intranet area, download its contents and share it online resulting in a data breach. 

▪ Hackers: Malicious intruders could take advantage of a zero-day exploit to gain 

unauthorized access to data. Hackers may break into information systems for a challenge 

or bragging rights. In the past, this required a high level of skill. Today, automated attack 

scripts and protocols can be downloaded from the Internet or Darknet, making 

sophisticated attacks simple. Natural disasters: Natural disasters represent a cyber threat 

because they can disrupt your key infrastructure just like a cyber-attack could. 

▪ Accidental actions of authorized users: An authorized user may forget to correctly 

configure security policies, causing a potential data leak. Some of the biggest data 

breaches have been caused by poor configuration rather than hackers or disgruntled 

insiders. 

 There are common types of cyber threats [28] [29]: 

▪ Malware: Short for "malicious software," refers to software programs designed to damage 

or do other unwanted actions on a device or network such as corrupting data or taking 

control of a system. 

▪ Spyware: Spyware is a form of malware that hides on a device providing real-time 

information sharing to its host, enabling them to steal data like bank details and 

passwords. 
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▪ Phishing attacks: Phishing is when a cybercriminal attempts to lure individuals into 

providing sensitive data such as personally identifiable information (PII), banking and 

credit card details and passwords. 

▪ Distributed denial of service (DDoS) attacks: Distributed denial of service attacks aim to 

disrupt a computer network by flooding the network with superfluous requests to 

overload the system and prevent legitimate requests being fulfilled. 

▪ Ransomware: Ransomware is a type of malware that denies access to a computer system 

or data until a ransom is paid. 

▪ Zero-day exploits: A zero-day exploit is a flaw in software, hardware or firmware that is 

unknown to the party or parties responsible for patching the flaw.  

▪ Advanced persistent threats: An advanced persistent threat is when an unauthorized user 

gains access to a system or network and remains there without being detected for an 

extended period of time. 

▪ Trojans: A trojan creates a backdoor in your system, allowing the attacker to gain control 

of your computer or access confidential information. 

▪ Wiper attacks: A wiper attack is a form of malware whose intention is to wipe the hard 

drive of the computer it infects. 

▪ Intellectual property theft: Intellectual property theft is stealing or using someone else's 

intellectual property without permission. 

▪ Theft of money: Cyber-attacks may gain access to credit card numbers or bank accounts 

to steal money. 

▪ Data manipulation: Data manipulation is a form of cyber-attack that doesn't steal data but 

aims to change the data to make it harder for an organization to operate. 

▪ Data destruction: Data destruction is when a cyber attacker attempts to delete data. 

▪ Man-in-the-middle (MITM) attack: A MITM attack is when an attack relays and possibly 

alters the communication between two parties who believe they are communicating with 

each other. 

▪ Drive-by downloads: A drive-by download attack is a download that happens without a 

person's knowledge often installing a computer virus, spyware or malware. 

▪ Malvertising: Malvertising is the use of online advertising to spread malware. 

▪ Rogue software: Rogue software is malware that is disguised as real software. 

▪ Unpatched software: Unpatched software is software that has a known security weakness 

that has been fixed in a later release but not yet updated. 

▪ Data centre disrupted by natural disaster: The data centre your software is housed on 

could be disrupted by a natural disaster like flooding. 

▪ Formjacking: the use of malicious JavaScript code to steal sensitive details and other 

information from web forms on the web pages. 

▪ Ransomware: It's a type of malware that block users from accessing their system or 

personal files (often by using strong encryption) and demands ransom payment in order 

to regain access. One well known method is through malicious email that is used to deliver 

malware. The email might include attachments, such as PDFs or Word documents or link 

to malicious websites. The authors order that payment be sent via cryptocurrency or credit 

card. 
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▪ Cryptojacking: cyber criminals surreptitiously run coin miners on victims’ devices without 

their knowledge and use their central processing unit (CPU) power to mine 

cryptocurrencies. 

Cyber threats are never static. There are millions being created every year. Most threats follow the 

standard structures described above. However, they are becoming more and more potent. 

For example, there is a new generation of “zero-day” threats that can surprise defences because they 

carry no detectable digital signatures. Another worrisome trend is the continuing “improvement” of 

what experts’ call “Advanced Persistent Threats” (APTs). 
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4 Training Landscape Review  

4.1 Training Methodologies  

A training methodology depicts the methods applied in order to design and implement training. It is 

defined as a body of practices, procedures and regulations used. Over time, training methodologies 

have evolved. They began with classroom training, emotional and relational training, outdoor training, 

combined active and outdoor teaching, including experiential learning and communication processes 

and moved to classroom and outdoor integration with multiple roles (expert, content provider, 

educator, teacher, coach, tutor, etc.), as well as experiential learning, E-learning, assistance and 

personalised support [30]. 

Classroom teaching, distance learning, virtual training and blended training are the four basic training 

methodologies that have proven to be effective and well applied. Each of these methodologies are 

composed of certain methods that support the learning procedure and provide valuable tools [31]. 

When it comes to selecting a methodology, the designer of a learning course needs to take into 

consideration various factors, such as audience, environment, subject-matter, budget, training needs 

and training material [32]. 

Numerous generic training methods/strategies exist but when it comes to cyber-ranges, cyber security 

and forensics training the list narrows considerably. In this section, the main methods/strategies, 

which are the most innovative, most effective and most relevant to the subject matter of the project, 

will be presented. The key to applying an effective training methodology is to match it to the situation 

[33]. 

Apart from the various training methods/strategies that are briefly explained below, there are many 

more that are widely known and applied in the field of cyber security, cyber-ranges and forensics 

training. Some of these are: lecturing, group discussions and tutorials, role playing and outdoor training 

[34]. 

Numerous attempts have been made to identify training characteristics, using a variety of theoretical 

perspectives, ranging from qualitative and quantitative approaches, to various disciplinary 

standpoints, as well as from the student point of view, from the sectoral point of view, etc. 

However, based on research regarding training/strategies methodologies, as reported in the literature, 

12 major methodologies were identified [35]:  

▪ case study 

▪ game-based training 

▪ internship 

▪ job rotation 

▪ job shadowing 

▪ lecture, mentoring, apprenticeship, coaching  

▪ programmed instruction 

▪ role-modelling 

▪ role play 

▪ simulation 

▪ stimulus-based training and 
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▪ team-training  

The nature and characteristics of these training methods and the relationships among them were 

analysed using the following eight criteria [36]:  

▪ learning modality 

▪ learning environment 

▪ trainer presence 

▪ proximity 

▪ interaction level 

▪ cost considerations 

▪ time demands 

▪ delivery method 

At both the methodology level and at that of the criteria for separating these methodologies, 

combinations are created, and new methodologies and corresponding new features emerge. 

In order to achieve a more targeted approach to training methodologies, particularly in regard to the 

FORESIGHT project, we will focus on the methodologies and / or combination of methodologies used 

for IT and cyber security training. A key principle is that, in many areas of cyber security, such as cyber 

education, a combination of methodologies is used. Thus, an exercise within cyber ranges is a 

methodology in itself but includes many different methodologies in its ongoing stages; instructor on-

line-training, as preparation at the very beginning, gamification or mission-based training, during the 

exercise), and AAR (after action report training) in the end. 

Unfortunately, current training methods/strategies are severely challenged with keeping up-to-date 

and providing the training necessary to combat various threat actors. These existing training 

methodologies and techniques cannot keep up with the rapidly changing cyber security threats, nor 

can they train relevant personnel fast enough. To further complicate existing training programs, real-

life cyber threat scenarios become outdated by new threats, shortly after training is introduced. 

Current training systems are built with a specific training target in mind and, as such, are dedicated to 

staff and students. For example, some of these targets may include healthcare, power grid network 

infrastructure, etc. Current training systems are customized in terms of hardware & software and are 

built to satisfy the training needs of the targeted industry.  

Given the rapidly changing cyber threat risks and the constant attacks from hackers around the world, 

a dynamic virtual network training system and method are required to provide an isolated and 

controlled network environment with the requisite level of complexity to train experts on how to 

rapidly respond to cyber-attacks, terrorism, and cyber-crime, as well as on how to stop them [29]. 

Based on the research conducted, both in the literature and on the internet, but also on the features 

and characteristics of the cyber security sector, as mentioned above, we can distinguish the 

methodologies used in the categories presented in the following sections [37]. 

4.1.1 Conventional training methods 

The conventional methods of delivering information security awareness encompass electronic 

resources and paper resources. Paper-based security awareness delivery methods include leaflets and 

posters with attention grabbing slogans on relevant topics (e.g. reminding users that passwords are 

not to be shared) [38], [39].  
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Posters are commonly used to announce only one topic at any given time. They are commonly 

displayed in areas where people gather, such as cafeterias and meeting rooms. They are used to 

highlight time sensitive issues and remind people of very specific actions that they can take to improve 

the organization’s security position. Posters are also commonly used to serve as periodic information-

security reinforcement. One major concern with posters, however, is that messages may be 

overlooked. 

4.1.2 Coaching/Mentoring 

Coaching/mentoring is a methodology that provides trainees the opportunity of receiving one-on-one 

training from an experienced professional. Usually, ahead of this training, a more formal process takes 

place and coaching/mentoring is applied in order to expand on knowledge the trainees have previously 

acquired. This training methodology creates a more personalised learning experience, since it does not 

take place within a classroom, or within a group of people [32]. 

A variety of formal presentations (e.g. brown-bag seminars and classroom style workshops) facilitated 

by local or external information security experts are used to raise employee information security 

awareness. These approaches are typically top-down and aim at having an impact at the individual 

level through an expert-based approach (i.e. instructor-led) directed at a large audience. One of the 

advantages of the instructor led delivery method is that the instructor is able to perceive nonverbal 

student cues, modify instructional methods accordingly and provide timely answers to student 

questions. Though people often express interest in the classroom-based delivery method, it has its 

drawbacks. 

For instructor-led training, if immersion is the engine driving this training program, coaching plays the 

dual roles of steering and transmission. If someone is not (yet) competent in a new skill, exposing them 

to it and allowing them to fumble around and find their way is tremendously useful for familiarization, 

but not for actual proficiency acquisition. This is where the instructor comes in to share in the 

experience: to teach what is important (and what is not) in the exercise, to clarify any misconceptions 

and to realign the trainee’s understanding of priorities. 

4.1.3 Technology-Based Learning & Online Training 

The technology-based learning methodology involves techniques such as: Basic PC-based programs, 

Interactive multimedia, Interactive video, Web-based training programs, and much more. The forms 

of training under this methodology are vast.  The most important feature is that, compared to other 

learning methodologies, the trainer provides a procedure where the trainee’s participation is 

significant and the trainees have the advantage of learning at their own pace [32]. 

There are various forms of online security awareness delivery models. An online method refers to a 

training delivery-based method which includes e-mail broadcasting, online synchronous and 

asynchronous discussion, information uploading, blogging, animation, and multimedia. These delivery 

methods are generally well suited for supporting multimodal teaching methods over different 

geographical areas. 

Several organizations have developed blogs (i.e., online material) for teaching people to identify 

phishing web sites accurately. Another online delivery method is Web-based computer security 
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awareness training (WBT), which offers user-friendly and flexible models that enable users to enhance 

security awareness at their own pace. It also provides the organization with the ability to train users 

on enterprise-wide standards. 

4.1.4 Game-based methods - Gamification 

Game-based delivery methods may offer an effective alternative to, or supplement for, more 

traditional modes of awareness [40]. Online games combine graphics, playing and training concepts to 

create compelling training experiences. The benefit of this game-based awareness delivery method is 

that it can challenge, motivate and engage participants. Game-based delivery methods are highly 

interactive and can be used to support organizational security awareness objectives, while engaging 

typical users. Several game-based security training delivery methods are currently used [41]. 

4.1.5 Video-based Training 

Educational videos play an important role as part of an information security training programme. There 

is no need for a classroom trainer or for having staff which cannot be reached through e-learning 

courseware. One of the major issues which arise with conventional delivery methods is the problem 

of capturing a trainee’s attention for a sufficient span of time necessary for imparting a specific 

message, particularly when the topic in question is regarded by the trainee as potentially mundane. 

Online video is a medium that provides visual and audio learning to participants. Trainees can study 

independently and learn at their own pace and only that which they need to learn. Trainees can also 

start and stop the training activity according to what their schedule permits, since this method is not 

time dependent. 

4.1.6 Simulation-Based Training  

This very modern and evolving training methodology can also be used as a training technique. 

Simulators are used to imitate authentic work experiences. This means of training is very expensive 

but for certain situations it is essential. One of the most common techniques used in the simulation 

methodology is video games [31]. 

Simulation-based information security awareness delivery methods have also been receiving 

attention. In a simulation-based delivery method, users are sent simulated phishing emails to test 

users’ vulnerability to phishing attacks. These phishing attacks are then followed-up with training. At 

the end of their training, users are given material that inform them about phishing attacks and 

subsequent phishing emails are sent, so as to assess progress in the users’ phishing detection abilities. 

4.1.7 On-The-Job Training 

For many, this training methodology is considered the most effective of all. Actively working and 

receiving training at the same time (hands-on) can be a very effective type of instruction and it also 

operates as a great incentive when considering a job opportunity. A disadvantage of this methodology 

is the level of stress it might create. Some of the main techniques used by this methodology are reading 

a manual, combining observation, explanation and practice, the use of internet for research, as well as 

Q&A. 

Inculcation is the process of teaching or reinforcing a skill by performing the skill several times within 

the operational environment in which the skill is to be applied. It is understanding that is instilled 
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through action. Some users can learn a lot by reading about a topic. Other users extract a great deal 

of information from instructor-led classroom training. A small number of users are able to learn from 

computer-based training modules. In all three cases, these delivery methods are best suited for 

teaching detached theory: how things work in the sterile laboratory, as envisioned by the content 

creator. When theory meets gritty reality, theory often comes up short due to unforeseen or un-

factored complicating elements [42]. 

That said, the inculcation principle flips the standard tech training model on its head. Instead of taking 

the user out of their environment to go learn the skill in order to try and bring it back to the workplace, 

the intent is to teach a skill in the actual space and context in which the skill will be used, taking 

advantage of all the environmental factors that might apply. As a bonus, teaching a skill in the actual 

workplace is often far cheaper than shipping an employee off to a conference or training facility. 

4.1.8 Role-Based Training 

Trainees take on unique roles that emulate jobs or functions in the target industry, such as hacker, 

cyber offensive operator, cyber defender, or training instructor. Roles may change from mission to 

mission. The roles may be selected or be defined by one or more databases of predefined roles used 

for many different missions. Roles may also be defined in customized groups to emulate real-life 

organizations to further enhance the realistic nature of a particular set of missions [43]. 

4.1.9 After-Action Reviews – Training by Deconstructing 

At the end of most computer-based training modules, the last action is a recap of the content that was 

covered during the lesson or the exercise. This doesn’t make sense; if you have been taught the 

content, being told that you had learned it is valueless. If you have not learned the content, being told 

that you have is often infuriating. Most of the post-course, human-led critiques have been similar, 

because they never actually addressed the efficacy of the training. 

The military has a habit of conducting post-event analysis somewhat differently. A person’s focus is 

greatly enhanced when mistakes can get them killed or maimed. These are called “After Action 

Reviews” (AAR). The idea is to end every training event with a no-holds-barred, free-form discussion 

about how and why the exercise was built, how the participants performed, what they might have 

done differently, and how the problem under review might manifest. 

4.1.10 Exercises 

Cyber security exercises have, for a long time, been the ultimate learning experience for many users 

and students in some universities [44]. Periodical competitions are organized amongst universities or 

within one university, in which students play the roles of attackers or defenders in a controlled and 

well-defined environment. The whole purpose of these exercises is educational, aiming to ensure that 

students have an experiential training in information security – a process described in Kolb’s 

Experiential Learning Theory [45]. 

Among the cyber security exercises which have been set-up until now, there is great diversity regarding 

their structure, objectives and approach. For instance, the Cyber Defence Exercise (CDX) is an inter-

academy competition in which teams design, implement, manage and defend a network of computers. 

The attacker role is played by a team of security professionals from various government agencies. In 

this exercise, students focus on defensive tasks in network security and spend a lot of time conducting 
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forensic analysis and making security configurations. An opposite style is adopted by the organizers of 

the Capture the Flag approach (also known as CTF). The CTF contest is a distributed, wide-area security 

exercise, whose goal is to test the security skills of the participants. It is held once a year and it is a 

multi-site, multi-team hacking contest in which several teams compete independently against each 

other. 

4.1.11 Unannounced Exercises – Training Under Pressure 

A practical exercise can be made more stressful by placing arbitrary constraints on it, such as giving 

the student only minutes to isolate and solve the problem at hand, or maybe having the reporting 

actor play the role of an irrationally angry executive. Perhaps turning off the lights or air conditioning 

can be applied too. Added difficulty makes for a more memorable – and more revealing – training 

session [29]. 

The same principle holds true for “stealth” training. In this method, the same scenarios that you walk 

through at a measured pace with a group, can be introduced (usually with actors) under the guise of 

an actual problem occurrence or customer encounter without anyone being aware that training is 

actually in progress. Such surprise elements also help to mitigate the Hawthorne Effect, wherein 

people may change their behaviour when they know that they are being evaluated. Unannounced 

training tends to fall under the same approach as penetration testing: select an objective (e.g., “will 

my staff recognize a spear phishing attack?”), train an actor in what keywords to convey (e.g., “I cannot 

open this attachment that I received from the CEO”), then monitor the scenario from both ends of the 

encounter (i.e., observe the actor, and arrange to have another observer surreptitiously monitor the 

responder). The exercise ends when the objective has been met or has clearly failed. At that point, 

useful feedback is immediately provided to the involved employees by the actor(s) participating in the 

discussion. 

4.1.12 Repeat Exercises – Training Through Repetition 

The exercises are not meant to be one-off events. Each exercise is meant to be run many times. Every 

time that a given exercise is run, it should be assured that the conditions change, as is timing, details 

and approach, in order to ensure that employees are constantly challenged to reconsider their 

assumptions and biases. 

4.1.13  Case Studies 

This is another major training methodology. Case studies give trainees the opportunity to analyse and 

discuss real workplace issues. Through this method, trainees develop analysis and problem-solving 

skills and manage to provide realistic solutions. Teamwork is a significant element of this method [32]. 

4.2 Training Methodologies and Cyber Security / Cyber Ranges / Forensics 

domains 

The main factors to be considered during the training methods selection process are human factors 

(trainer, trainees), the programme topic, the available time, as well as available facilities. If we consider 

all the above factors to be similar in cyber security sector training, the only major criterion for selection 

which remains is the training objective or objectives. 
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In general, training needs and the learning objectives of a training programme in management must 

be formulated in terms of changes in knowledge, attitudes & skills, all aiming to improve management 

actions. Consequently, a preliminary analysis of those needs is necessary, which will allow the 

identification of specific learning objectives. Based on the analysis, the trainer can choose the most 

appropriate methods for fulfilling these needs and therefore for meeting the learning objectives. For 

example, if the trainer wants to underline the necessity of using expert knowledge and experience to 

substantiate complex management decisions, the most appropriate approach will be to use activities 

that promote teamwork, business games and projects. Participation and involvement in such activities 

will allow managers to receive more feedback from the other participants than what years spent in a 

management position would [46]. 

Regarding the Cyber Security sector, training objectives can be categorized as follows: 

▪ Acquiring skills 

▪ Forming attitudes 

▪ Enabling real case Scenario training 

▪ Using equipment 

▪ Enabling policies - procedures 

▪ Reinforcing cooperation 

▪ Strengthening Hands-on skills 

▪ Building a level of cyber security awareness  

The main categories of methodologies that we have already identified, generally serve all the above 

main objectives. Depending on the methodology, some objectives are achieved to a greater extent and 

this is a criterion by which organizations may select a specific training methodology [47]. 

The following tables are a categorization of the methodologies by most relative objectives and, with 

this criterion in mind, which methodology best serves the three main domains of cyber security 

training. 

Table 3. Categorization of Training Methodologies by most Relative Objectives  

A/A Methodology Objectives 

1 Conventional methods Acquiring skills / Forming attitudes / Enabling Real case Scenario 

training / Enabling policies – procedures / Building a level of 

cyber security awareness  

2 Instructor-led methods – 

coaching 

Acquiring skills / Forming attitudes / enabling policies - 

procedures / Reinforcing cooperation / Building a level of cyber 

security awareness  

3 Online methods Acquiring skills / Building a level of cyber security awareness  
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4 Game-based methods - 

Gamification 

Acquiring skills / Forming attitudes / Enabling real case Scenario 

training / Enabling equipment / Reinforcing cooperation / 

Empowering Hands-on skills  

5 Video-based methods Acquiring skills / Building a level of cyber security awareness   

6  Simulation-based methods Acquiring skills / Forming attitudes / Enabling Real case Scenario 

training / Enabling equipment / Enabling policies - procedures / 

Reinforcing cooperation / Empowering Hands-on skills  

7 Hands – on - Training by 

Doing 

Acquiring skills / Enabling equipment / Enabling policies - 

procedures / Empowering Hands-on skills  

8 Role Based Forming attitudes / Enabling policies - procedures / Reinforcing 

cooperation / Empowering Hands-on skills  

9 After-Action Reviews – 

Training by Deconstructing 

Forming attitudes / Enabling Real case Scenario training / 

Enabling policies - procedures / Reinforcing cooperation   

10 Exercises  Acquiring skills / Forming attitudes / Enabling Real case Scenario 

training / Enabling equipment / Enabling policies - procedures / 

Reinforcing cooperation / Empowering Hands-on skills  

 

Table 4. Cyber Security Training Domain Objective  

A/A Domain Objectives 

1 Cyber Security ALL 

2 Cyber Ranges Acquiring skills / Forming attitudes / Enabling Real case 

Scenario training / Enabling equipment / Enabling policies - 

procedures / Reinforcing cooperation / Empowering Hands-on 

skills 

3 Forensics Acquiring skills / Enabling equipment / Enabling policies- 

procedures / Enabling Real case Scenario training / 

Empowering Hands-on skills 

 

Table 5. Mapping of Training Methodologies per Cyber Security Training Domain   

A/A Methodology Cyber Security Cyber Ranges Forensics 

1 Conventional methods ✔  ✔ 

2 Instructor-led methods – 
coaching 

✔  ✔ 
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3 Online methods ✔ ✔ ✔ 

4 Game-based methods - 
Gamification 

✔ ✔  

5 Video-based methods ✔  ✔ 

6  Simulation-based methods ✔ ✔ ✔ 

7 Hands – on - Training by Doing ✔ ✔ ✔ 

8 Role Based ✔ ✔  

9 After-Action Reviews – 
Training by Deconstructing 

✔ ✔  

10 Exercises  ✔ ✔ ✔ 

 

4.3 Human Computer Interaction 

Human Computer Interaction (HCI) focuses on the design of the interaction that happens between 

humans and computers.  While initially concerned with the computer interface, it now has expanded 

over the years to include all forms of IT design. HCI is a broad field, with areas such as User-Centred 

Design (UCD), Interface Design (UI) and User Experience (UX) design [48]. 

To improve the usability of an application, it is important to have a well-designed interface.  

Schneiderman’s “Eight Golden Rules of Interface Design” are a guide to good interaction design [49]. 

1 – Strive for consistency.  Consistent sequences of actions should be required in similar situation; 

identical terminology should be used in prompts, menus and help screens, and consistent commands 

should be employed throughout the application.   

2 – Enable frequent users to use shortcuts.  As the frequency of use increases, so do the user’s desires 

to reduce the number of interactions and to increase the pace of the interaction.  Abbreviations, 

functions keys, hidden commands, and the ability to create and run macros are very helpful to an 

expert user. 

3 – Offer Informative and Meaningful Feedback.  For every operator action, there should be some 

system feedback.  For frequent and minor actions, the response can be modest, whilst for infrequent 

and major actions, the response should be more substantial. 

4 – Design dialog to yield closure.  Sequences of actions should be organized into groups with a 

beginning, middle, and end.  The informative feedback at the completion of a group of actions gives 

the operators the satisfaction of accomplishment, a sense of relief, the signal to drop contingency plans 

and options from their minds, and an indication that the way is clear to prepare for the next group of 

actions. 

5 – Offer simple error handling.   As much as possible, design the system so that the user cannot make 

a serious error.  If an error is made however, the system should be able to detect the error and offer 

simple, comprehensible mechanisms for handling the error. 
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6 – Permit easy reversal of actions.  This feature relives anxiety, since the user knows that errors can 

be undone’ it thus encourages exploration of unfamiliar options.  The units of reversibility may be a 

single action, a data entry, or a complete group of actions. 

7 – Keep users in control.  Experienced users strongly desire the sense that they oversee the interface 

and that the interface responds to their actions.  They don’t want surprises or changes in familiar 

behaviours, and they are annoyed by tedious data-entry sequences, difficulty in obtaining necessary 

information, and inability to produce their desired result.  

8 – Reduce short-term memory load.  The limitation of human information processing in short-term 

memory requires that displays be kept simple, multiple page displays be consolidated, windows-

motion frequency be reduced, and enough training time be allotted for codes, mnemonics, and 

sequences of actions.  

In addition to the above, there is also the user’s perception of the interface.  The user’s perception of 

the system considers the following: 

▪ The colour scheme of the User Interface (UX) is important, and whilst a generic background 

and uniform colour scheme across the platform all contribute to the overall perception of 

the UX.  You also need to take into consideration international standards that have been 

adopted for messages, Yellow for Informational warnings, Red for Error and stop messages 

and so on.  If possible, there should also be alternative colour schemes available, for 

example if someone is colour blind, then having a colour scheme where 2 colours that the 

user cannot differentiate between are on top of each other, then the user may miss the 

information that is being displayed.  In addition to this, for those who are visually impaired, 

then there may need to be the option of a high contrast colour scheme for the User 

Interface so that they are able to utilise the system.  

▪ The positioning of objects, both within menus and on the main interface is vital when 

considering what options to include within the interface.  If settings or options are hidden 

away too far within a menu structure, then the user is going to get bored and stop looking 

for the option and go away and do something else. The design of the interface would be 

best if it was intuitive, so that the user can reasonably guess where they need to go in 

order to progress. 

▪ It is also good design practices to have the UX as clean as possible, and have the ability for 

the user to be able to customise the theme for their profile, along with the ability for them 

to be able to customise their own profile with things like profile pictures or avatars. 

▪ Consideration will need to be made within the HCI aspect of the system, depending on the 

outputs that are planned from the Foresight platform that adjustments may need to be 

made for those who are hard of hearing, and that need to use alternate output methods 

from speaker generated sounds.  There would also need to be consideration made for the 

UX of the system for those that use output assisted devices, for instance, those who use 

screen magnifiers, or screen readers in order to be able to fully utilise the system without 

any barriers. 

The above points assist in creating desirability for the user to continue to return to the platform and 

continue to use it.  If there is a poor interface design with inconsistent functionality, then the platform 

is going to maybe used a few times, however users will then move on.  Another sign of poor UX design 
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is if the next page of the application takes too long to load, or doesn’t fully load on the first attempt, 

forcing the user to refresh the page, and try and force it to fully load on the second attempt. 

One of the major issue’s modern web application UX and UI design comes up against, is full cross 

browser support, and making sure that both the UX and UI elements have the same look and feel over 

all off the potential access methods.  

There may also need to be consideration of the target age groups that are going to be using the 

platform, what a member of the younger generation may be able to pick up and intuitively use the 

platforms user interface, a member of the older generation my need a slightly different approach, or 

a little more guidance on how to use it.   Perhaps it would be an option to include tutorials, and allow 

the user to select if they would like to go through the tutorials or not during their sign up, and have 

the option to return to the tutorials as one of the menu options, so that they are easily accessible, and 

able to be accessed at any time.  

4.4  Visualisation Techniques  

Some of the barriers that we may come up against during the visualisation of the data feeds used 

within cyber security are noted below: 

▪ Volume of Data – Depending on the number of input devices that are feeding into the system, 

there may not be the capacity for the platform to be able to update any graphics in real time.  

This could be restrictive for any operators seeing an emerging real time threat.  Would it be 

preferable to use a game engine that can use a system attached GPU to try and do some of 

the data manipulation. 

 

▪ View of the Data – It would also depend on how the data is being displayed, for example, in a 

scatter graph, both ports 80 and 81 would appear very close together, and it would rely on the 

operator hovering over the data point in order to differentiate the 2 points.  It may be easier 

to differentiate on larger displays, however on smaller ones both the data points in the 

example could potentially be very close together. 

 

▪ Whilst a visual representation may be able to assist the operator in determining any data 

patterns, there may need to be the option to drill down to the underlying data, so that they 

can directly manipulate and view if there is anything that is being obscured by the generated 

graphics. 

 

▪ When designing the workspace, consideration should be given or the size of the display that 

the operator is using to connect to the platform.  If they are using a large display, there may 

need to be different requirements for space, navigation, and ergonomics than for smaller 

displays.   

 

▪ Being careful what is displayed – depending on the size of the workspace, it is easy to display 

too much information, and cause the user to go into ‘Information Overload’.  If this happens 

then they will most likely miss important events being displayed within the workspace. Try to 

keep the information displayed relevant to the task that they are currently performing, and 

not display irrelevant information. 
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▪ Know your audience – Knowing the type of user that is likely to be using the platform will assist 

in the designing of the visualisation techniques, for example, an analyst may wish to be able 

to drill down to log level in order to try and ascertain whether there is an active cyber event 

happening, whereas ‘C-Level’ may only wish to see a high level report on the number of cyber 

events having been detected, along with the number of active investigation and the number 

of false alarms.   

 

On top of these, there’s a few basic design principles that should be followed 

▪ Everything should be visually designed the same, and be using a consistent theme, and 

additionally there should be a few different options for the theme in use, by having a theme 

module. This would also allow the user to select if they required a high contrast theme for 

those with sight issues, or an adapted theme for those who require using screen readers. 

 

▪ Try not to have too many flashing, or rapidly changing dialogue boxes on display at any time, 

it can become hard to keep up with a rapidly changing box, especially if it’s displaying RAW log 

files. Depending on what the log that’s being displayed is, there could potentially be 1000+ line 

updates a minute. Trying to read and obtain the relevant information from that in real time is 

a huge challenge. 

 

▪ Design graphics that are simple, effective, and communicate the key message quickly and 

effectively.  For status dialogue boxes, use the RAG (Red, Amber, Green) colour scheme so that 

they can be acknowledged, almost within the peripheral vision if there has been a status 

change.   

For other graphics, use an intuitive display, one example of this that comes to mind is the Dell 

SonicWall Live attack map, as displayed in Error! Reference source not found.. This map shows the 

live telemetry sourced from SonicWall products connected to the internet. The user is able to see 

at a glance where attacks are originating from, where they’re going, and the size and number of 

the attacks (The thicker the connecting line, the larger the attack). 

Figure 1. Image showing Dell SonicWall's Live attack map 
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Another example is shown in Figure 2 from Deteque, this map shows active Bot Nets in Red, and the 

Command and Control Servers in blue.  It uses a heat map style representation to show the level of 

activity from both data points. 

 

 

Figure 2. Image of the Deteque Active Botnet Threats2 

 

And lastly Figure 3 shows the Fortinet Live Threat map, this one doesn’t show the information in quite 

an easy a fashion as the previous 2 examples, all you get it a line between the live source and 

destination of the threat, with no heat map style indicators. 

 

 

Figure 3. Fortinet Live Threat Map3 

 

Figure 1, Figure 2, and Figure 3  are all examples of different Visualisation Techniques that are used in 

other cyber products that are freely available, and assists us in seeing what techniques have been used, 

and what works, along with some of the elements that may assist in the Human Computer Interactions 

 
2 Available from https://www.deteque.com/live-threat-map/ 
3 Available from https://threatmap.fortiguard.com/ 
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with the foresight platform, along with some of the visual elements that can help to promote a more 

game feel to the scenario’s on offer.  

4.5  Gamification Techniques  

Gamification is a technique that is used to embed game mechanics to drive user engagement in non-

gaming related applications. For example, gamification techniques can be used to engage with the 

users into taking surveys, with the ultimate goal of increasing the overall completion rate.  Gamification 

is used to encourage users to engage with the platform, and often to perform a specific task or have a 

desired behaviour. 

The aim of using gamification techniques is to “help” users into performing an action willingly that 

otherwise they wouldn’t want to perform. To this end, gamification is focused around the following 

pillars: 

i. Users like to play 

ii. Users like to win 

iii. Users enjoy competition  

These behavioural traits can be supported through the use and adaptation of game mechanics (i.e. 

actions, behaviours and control mechanisms) such as the ones listed below. 

Table 6. List of behavioural traits 

Achievements Discovery 

Behavioural Momentum  Progression 

Bonuses Quests 

Combos Rewards 

Countdown Schedules 

Levels Status 

Ownership Virality 

Points  

  

While there are numerous game mechanics available, it is important to adapt the gamification element 

to the scenario at hand in order to increase the engagement of the user. Furthermore, some games 

mechanics can be improved with behavioural game mechanics based on the user’s input. These 

techniques are usually including a feedback loop, or a progression mechanism, enabling the user to 

review its progress and gain more insight on her/his progression through the task at hand. 

Feedback-Loop & Progression Mechanisms:  focus on providing users with key information about the 

actions they have taken across the scenario. Progression mechanisms are related to past actions as 

well as on evidences, it is key for the game mechanism to provide relevant information, for the user to 

progress within the game. This can be achieved by introducing mechanisms such as consequences, 
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actions or rules, in order to adapt or modify the behaviour of the user. This can help to obtain the 

desired behaviour from the user.  

Engagement Loops: It is important to maximise the engagement and re-engagement of users.  

Engagement loops need to be user-centring, as different users might require different engagement 

mechanisms.  Figure 4 provides an abstract example of engagement loop.  

 

 

Figure 4. Engagement Loop 

  

Table 7. Gamification techniques 

Achievements Real-time Feedback 

Levels Virtual currency 

Leader boards Gifting 

Progress Bars Challenges & Quests 

Activity Feed Trophies 

Avatar Side Quests / Mini Games/ Other 

  

Table 7. Gamification techniques  is a non-exhaustive list of possible gamification techniques that can 

be used in scenarios to engage with the user. For example, real-time feedback can be useful to enhance 

the cyber-situational awareness of the user enabling her/him to perform the right action, given the 

right information.  
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4.5.1 Cyber security  

Gamification has been used extensively in cyber security to train users to identify and understand the 

impact of cyber-attacks. The gamification techniques used in cyber security can be evaluated against 

four criterions: 

▪ Cyber-Situational Awareness 

▪ Defensive Strategy 

▪ Offensive Strategy 

▪ Threat Expert Level 

When training users, it is important to understand their current cyber-situational awareness level, 

before, during and after a scenario, as well as understand the decision process of the users facing 

complex incidents that may have repercussion on a system.  Measuring cyber-situational awareness, 

enables the trainer to understand the impact of the training, as well as ensuring that valuables lessons 

have been learned through the training.  

 

4.5.2 Gamification Development 

Gamification like security, cannot be an afterthought of the design process and must be integrated 

from the start in order to increase its integration within scenario.  

 

Figure 5. Gamification Development Process 
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5 Cyber Ranges Landscape Review  

5.1  Cybexer  

CybExer Technologies is a rapidly growing Estonian cyber security company that specializes in 

providing governments, international organizations, and companies with cyber security risk 

assessment and building cyber ranges enabling sophisticated, large-scale cyber security exercises. 

Our international scope expands from Europe to Latin America, South-East Asia and the Gulf 

region. 

CybExer Technologies has a developed a set of automation and visualization software solutions 

that enable large volume exercises, making cyber exercises more accessible, scalable and at the 

same time allowing more sophisticated training experience. The CybExer experts have contributed 

to the implementation of exercise LOCKED SHIELDS, the world’s largest and most comprehensive 

live-fire cyber defence exercises organized by the NATO Cooperative Cyber Defence Centre of 

Excellence in Tallinn.  CybExer experts have contributed to the implementation of the first ever EU 

informal defence ministers’ cyber security tabletop exercise CYBRID 2017. We have carried out 

similar or related trainings in Columbia, Peru and with the Organization of American States.  

Cyber Range Development: One of Our Core Competences. Development of cyber ranges, 

conducting complex cyber security exercises at all levels and carrying out related training activities 

is one of the core competencies of CybExer Technologies. At the center of this competence is our 

team that consists of highly qualified cyber experts with experience in countering the most 

complex threats emanating from the cyber space. Our solutions are developed over time and 

proven in practice. Our strong background helps us to better meet the requirements of the client, 

ensure realistic approach to range and exercise solutions and thereby create a unique training 

experience. 

Our State-of-the-Art Cyber Range Solutions are Mature and Proven. While constantly pushing for 

innovation and technological advancement, our cyber range solutions are existing, they are mature 

and proven, this sets us apart in the market. We always strongly encourage our prospective 

customers to familiarize themselves in live environment with our cyber range capabilities. The fact 

that our solutions are at the cutting edge of the development was reaffirmed in May 2018 when 

the cyber range scoring and visualization tool ISA received the NATO Information and 

Communication Agency’s (NCIA) Defence Innovation Award as a transformative technology in data 

visualization category.  

5.1.1 Architecture 

Cyber Range Platform (CRP) is a complete and autonomous System which is meant to prepare and 

conduct cyber exercises and trainings in a safe and isolated environment. It contains all the required 

hardware and software components in pre-integrated setup, ready to use for pre-packaged and 

purpose-built exercises and trainings.  

To provide maximum flexibility and scalability the range is built up in a modular manner and in high 

level consists of 4 modules:  

1. Shared low-level infrastructure, supporting other modules  
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2. Infrastructure services  

3. GameNet services  

4. Blue Team and Red Team systems  

The Logical design is illustrated on the figure below and consists of various network zones separated 

by functions (Team role: Blue, Red, Green).  

 

Figure 6. Logical design of CybExer’s range platform 

 

This modular approach allows fast development and simultaneous running of multiple exercises. In 

addition, as the cyber range systems used are built using common design principles of enterprise 

networks, it allows easy inclusion and integration of 3rd party systems to the exercises. 

From the infrastructure side the cyber range can be operated on premises, and if required even 

completely offline. Alternatively, there is a cloud offering for the cyber range for providing dynamic 

capacity for the exercises. High-level architecture with main functional components is shown in the 

figure below. 
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Figure 7. High-level architecture with main functional components 

 

The CRP environment includes the vLab Manager (vLM) software for a GameNet development and 

deployment automation. All GameNet deployments, re-deployments and teardowns are handled 

through the vLM software. 

The CRP environment includes the vLab Manager User Portal (vLM-UP) software for Blue team access 

to the GameNet targets consoles. It eliminates the need to give Blue team members direct access to 

the hypervisor environment. vLM-UP provides basic virtual machine management functionalities and 

a remote console access to the VMs over HTML5-compatible web browser. 

The CRP environment includes Integrated Scoring and Awareness (ISA) software solution which 

provides a near real-time scoring and situational awareness visualization and reporting functions 

during cyber exercises. 

5.1.2 Scenarios 

The Cyber Range Platform capability accommodates a variety of cyber scenarios including physical 

incident causing cyber consequences, DDoS attack, malware outbreak in SCADA/ICS systems. The 

platform supports simulation of all critical infrastructure facilities - including electricity, gas, oil, 

telecommunication, water supply, agriculture, heating, public health, transportation systems, financial 

services and security services. Based on the capabilities the Cyber Range offers capability to three four 

main types of scenarios: 

• Red vs Blue exercises 

• Objective Based Mission Zone 

• Trainings from Dynamic e-Learning and Risk Assessment Platform (DeLRAP) 

5.1.2.1 Red vs Blue Scenarios 

The exercise concept is a competition between blue teams to harden a vulnerable and compromised 

system and to defend off the attacks from the red teams. The goal is to practice and improve skills and 
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procedures required for cyber incident response. The range can facilitate a set of pre-defined scenarios 

ranging from defence of a small-scale companies with industry standard IT systems to multi domain 

enterprises with complex networks and industry specific systems like industrial controllers or UAV-s.  

The platform is envisioned to include international level participants and observers and aims to achieve 

the following end-states: 

▪ Determine network resilience 

▪ Test common situational awareness 

▪ Test business continuity plans 

▪ Test industry specific Blue Teams in their responsiveness to a realistic attack including use 

of Red Team coordination 

▪ Provide support and systems for testing of “0 day” proof of concepts 

▪ Identify weaknesses in incident response procedures 

▪ Identify areas for action and improvement 

▪ Identify interdependencies between participating agencies 

▪ Share best practices 

▪ Test whether Standard Operating Procedures (SOPs) work well and effectively in practice 

▪ Test response and recovery times, countermeasures, and incident handling procedures 

and SOPs in the event of a cyber incident 

▪ Demonstrate preparedness to partners, regulators, and customers 

 

Figure 8. Sample visual of an ongoing live-fire exercise (Blue Team Overview) 

 

5.1.2.2 Mission Zone 

Mission Zone concept is a competition between teams to complete objectives in the pre-defined 

GameNets. Mission Zone platform can be used to provide coordinated, supervised activities to achieve 
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specific learning or training objectives. In the Mission Zone, participants are presented with specific 

tasks or “Missions” in pre-determined categories that they can fulfil. Flexible format options allow for 

a wide range of different drills either for individuals or teams, types of tasks, drill flow rigidity or 

flexibility, limits and timing, scoring and elements of competition.  

 

Figure 9. Sample visual of a CTF (Game Overview) 

Trainings from Dynamic e-Learning and Risk Assessment Platform (DeLRAP) constantly evolving service 

line is a collection of various e-learning courses and interactive seminars provided by the proprietary 

Dynamic e-Learning and Risk Assessment Platform (DeLRAP). The platform is an ICT environment to 

carry out learning and test activities which enable consequent assessment of the results within the 

same platform. A standard use-case is where an organisation uses DeLRAP for assessing the capability 

level of its employees in a given area: employees take the learning and test modules after which the 

organisation gains a whole-organisation view and also employee-specific view of the skills and 

corresponding risks (if the level of skill is lacking). This e-learning and risk assessment process can be 

incorporated into a real-world, classroom training module to provide opportunities for face-to-face 

learning and substantive feedback sessions. 
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Figure 10. Sample visual of a risk assessment 

 

5.1.3 Data Collection Mechanism 

The core of the data collection and visualization software is the Integrated Scoring and Awareness 

software (ISA) that is able to ingest data from a variety of automated sources for automated scoring 

of the exercises and provide platform for judging soft metrics like incident reports or situational 

awareness reports. 

For automated service assessments GameNet Monitoring Agent (GMA), is polling defined target 

services (targets) and sends availability (and consistency) information to the ISA (Integrated Scoring 

and Awareness software). During the exercises the GameNet Monitoring Agent (GMA), that is a 

standalone service, will be installed into each participant network (or network segment). This 

information is used for scoring and situational awareness visualizations. 

For DeLRAP-based workflows, data is collected based on the assessments and trainings completed by 

the participants. This information can be compounded with the information from exercises to present 

a unified user profile 
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5.1.4 Training Methodologies 

The Cyber Range Platform capabilities satisfy the following Training Methodologies:  

▪ Host cyber exercises to test the readiness of defenders to respond to incidents 

▪ Replicate common electronic infrastructure to illustrate weaknesses and test the 

effectiveness of various protection mechanisms    

▪ Validate emerging technology and methodology against cyber attacks 

▪ Provide a training environment to mature the skills of network defenders. 

▪ Identification of cyber-intrusions or events including initial response and mitigation efforts 

▪ Command and control (unified command) 

▪ Train coordination procedures, communication channels, escalation processes and 

deconfliction 

 

5.1.5 Visualisation Techniques 

Integrated Scoring and Awareness Tool (ISA) is truly state-of-the art and has received NCIA Defence 

Innovation Award in data visualization category. The executive view allows the instant visualization of 

full attack campaign in all GameNets (unlimited), instant scoring of participants, timeline, individual 

scoring, awareness and benchmarking with reality. The visualization makes the exercise management 

experience very effective; it allows creation of instant exercise briefs to visiting dignitaries and superior 

officials. Integrated Scoring and Awareness (ISA) software allows to keep track of the exercise results 

(scoring) and provides situational awareness visualization and reporting in any point of time during the 

cyber exercise. The ISA software excels other competitive scoring and awareness tools in the following 

areas:  

▪ Easy and intuitive to use  

▪ No special skills required  

▪ Has a modern user interface  

▪ Scalable 

▪ Easy to install and configure per exercise  

▪ Improved gamification factor to any size cyber exercise  

▪ Ability to facilitate exercise specific content (Teams, VM inventory, services, personalized 

scoring, etc.) 
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Figure 11. ISA Blue Team Overview 

 

Figure 12. ISA Blue Teams’ Scoring 
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Figure 13. ISA Blue Teams’ Score Timeline 

 

Figure 14. ISA Blue Team’s Score Timeline 
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Figure 15. ISA User Scoring Overview 

 

 

Figure 16. ISA CTF Overview 

5.1.6 Personal Assessment 

For personal assessments the concept of cyber range user profile is used. User Profile is a unified 

approach for to all end users who will take part in any of the trainings and exercises in the Cyber Range.  

User Profile provides the functionality to use a single account for all training end exercise activities for 

a single person.  

User Profile portal will support different roles needed to manage all activities:  



D2.1 State of the Art Scenario Report (I) 

© 2020 FORESIGHT  Horizon 2020 | SU-DSS01-2018 | 833673 

65 

▪ Regular Users, who are end users of the Cyber Range. Several self-service functionalities 

are available for them like user profile personalization, optional avatar/profile picture 

adding, authentication method reset, etc.  

▪ Administrators, who have additional access to account creation and management. 

Administrators can create, activate and deactivate accounts, force password resets, 

remove accounts, create account groups etc.  

▪ Trainers, who do not have access to account management, but have escalated privileges 

in content, courses, trainings and exercises management.  

User Profile portal combines all evaluations across different exercises, trainings and courses that the 

user has completed.  

In general, this allows the user to fulfil his/her competency model, whereby completing content 

courses or taking part in exercises, his/her results are reflected in the model.  

User has access to results and evaluations that are visible to him, while trainers and administrators 

have a more extensive opportunity to view, analyse and update evaluations.  

User Profile supports individual training path development by allowing the user to browse, view and 

sign up to courses and complete them. This way, User Profile becomes self-service portal for users.  

Trainers can create new courses and make them available for certain user groups, after which these 

will appear in their individual training path.  

Training path offers intuitive design and interface to distinguish new courses or trainings, courses and 

trainings in progress, and completed courses and trainings.  

The core functionality of the User Profile is to enable communication between users, trainers, 

organizers and administrators.  

Feedback opportunity is provided through the User Profile portal itself via messaging functionality.  

Additionally, individual training path courses deployed through User Profile will offer constant 

functionality for communication.  

User Profile is backed by powerful administrative and analytical functions.  

Analytical overview will provide views into specific student statistics, compiling teams or groups 

profiles and statistics, benchmarking and analysing different users or groups side-by-side. 

 

5.1.7 Gamification Techniques  

CybExer Technologies has a strong background of organizing cyber security related competitions. The 

cyber range platform supports multiple teams playing together, and this is the preferred way of doing 

exercises. In a typical Red vs Blue (a.k.a. human vs human) exercise there are several Blue Teams, each 

defending their own network. The Blue Teams are competing against each other: – they have identical 

networks to protect, they have identical starting position (all teams have one day for familiarizing 

themselves with the GameNet, then the systems are reverted to initial state), and the Red Team is 

strictly controlled by the exercise management staff and must follow a predefined attack campaign 

equally against all Blue Teams. The main goal for Blue Teams is to keep their systems up and running 
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to provide predefined services. They get availability points by the means of automated monitoring. 

Another equally important part of the exercise is reporting to the management – Blue Teams must 

provide incident reports to the White Team every time they discover something or have fixed 

something, and situation reports twice a day. Whenever possible, the situation reports are graded by 

actual managers of the Blue Team members to make the exercise more useful for everyday life. Both 

incident and situation reports give points. The Red Team must report about successful attacks with 

proof (screenshots), and if accepted, the victim Blue Team is given a negative score. The White Team 

has an option to award Blue Teams for outstanding ideas, cooperation, good situational awareness, 

etc., or punish for violating the rules. An exercise can contain bonus tasks (e.g. forensic, reverse 

engineering topics) which are also scored manually. The winner is the team who has highest score at 

the end of the exercise. In Red vs Blue exercise, the Red Team is not scored. The visualization tool ISA 

is mostly targeted to showing the progress of the competition from different angles. 

The DeLRAP system does not apply any gamification techniques. 

5.2 Airbus  

5.2.1 Architecture 

The Airbus Cyber Security CR is a standalone solution which does not require integration with the 

existing IT / OT nor an internet access. 

The platform itself is a shared technical base enabling organization’s teams to work together or share 

resources (such as machine templates, topologies or scenarios).  

The CR core simulation capabilities and advanced features can be leveraged to serve use cases – such 

as training or testing – meeting organization operational needs.  

The platform offers different isolated environments called Work zones isolated one from another that 

can run virtual machines and containers.  

It has an internal content management system called Library that allows saving topologies (a whole 

infrastructure containing hosts and networks) running into work zones, in order to redeploy them later 

or duplicate them into one or multiple other work zones. It is also possible to export a topology from 

the CR to import it into another Airbus Cyber Security CR. 

In order to meet the constraints of a complex environment, the platform is open to be interfaced with 

external equipment such as a physical industrial control system, a hardware traffic generator or a real 

physical or virtual system. 

The Airbus Cyber Security CR is designed to be fully manageable through one single API. The user 

interacts directly with the main controller of the CR through this API. The CR controller will then apply 

these instructions to the virtualization servers, as described in the Figure below. 
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Figure 17. Airbus Cyber Security Cyber Range Global Architecture 

 

5.2.2 Scenario 

Airbus CR is a simulation platform that can be used to model IT / OT systems composed of tens or 

hundreds of machines and play realistic scenarios including real cyber-attacks.  

The CR enables virtualisation of complex infrastructures including: 

▪ Operating Systems (OS): Debian, CentOS, Ubuntu, Windows, etc. 

▪ Servers: Windows Server, File sharing (FTP), Web Servers (apache, nginx), Databases 

(MariaDB, Postgres), etc. 

▪ Security equipment: firewall, Intrusion Detection System (IDS), etc. 

▪ Sub-network zones: DMZ, User LAN, etc.  

Thanks to these capabilities, users can immerse themselves in an environment customized to look like 

their actual system in operation. This support several use cases including operational qualification, 

testing and training. 

The platform is supplied with a software developed by Airbus Cyber Security. It is used by 

administrators, integrators or trainers to design virtualized or hybrid networks, to generate legitimate 

traffic, to execute cyber-attacks or to launch scenarios. 
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Airbus CR is used by companies, vocational training agencies and universities to integrate practical case 

studies into simulated environments, and by essentials operators, governments or military staff to 

build real training exercises in simulated environments for many purposes: 

▪ Customize training content in accordance with educational objectives  

▪ Include Immersive experience as part of all IT/ OT training programs  

▪ Raise awareness among all your resources and  educate them to Cyber Security best 

practices 

▪ Improve the skills of cyber teams or keep their knowledges up to date with new threats 

▪ Train teams with operational exercises close to their daily environment 

▪ Set up a complete IT or OT system animated with a complex scripting framework 

▪ Build large scale system and involve all teams as part of a global exercise 

5.2.3 Data Collection Mechanism 

On a Work zone, it is possible to interact with running hosts by executing commands in them. 

After starting a command, it is possible to get the real time results of the command executed.  

Using this method, it is possible to gather information located on multiple different running hosts. 

5.2.4 Training Methodologies 

Using the simulation capabilities to immerse a user into a real infrastructure and the personal 

assessment described below, the platform fits with many trainings uses cases, including security 

awareness, Ethical Hacking, red/blue team exercises, training on particular software, etc… 

5.2.5 Visualisation Techniques 

The platform is manageable through a graphical interface accessible from a web interface, allowing 

visualisation and edition of the infrastructure deployed on different work zones. 

All the data can be also accessed through an API and allow any other interfaces to be plugged into the 

CR. 

5.2.6 Personal Assessment 

Airbus CR offers user management that allows controlling the access of these to the different resources 

of the platform (library or work zones).  

By configuring user profiles, it is possible to limit user access to one or more work zones. In a work 

zone, the administrator can also limit user rights to allow or block them from modifying the 

infrastructure, carrying out attacks on an infrastructure, etc. 

The administrator account can manage different user profiles and has a lot of possibility configuring 

them. 

We can for example create profiles for a Blue Team / Red Team scenario: 

▪ Blue teams can access to a work zone and edit the deployed topology directly, allowing 

them to add new virtual machines and configuring them.  

▪ Red team have only access to attacker machines, with no modifications allowed on it, and 

can only start attacks from this machine.  
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▪ Trainer account that see the whole topology of all deployed exercises, edit the whole 

topology with them and provide help if necessary. It has access to the template of the 

exercise stored in the library in order to redeploy some parts of this infrastructure if 

necessary.   

These profiles can be adapted by the administrator to fit with many other training scenarios. 

The administrator can give permission to the trainer to create exercises and share them with multiple 

users that will be able to deploy them. 

5.3 Ecole Navale 

The CR platform presented by the Ecole Navale (EN) is currently at early stage, however the main goal 

of the CR is to provide access to a fully functioning vessel.  The current prototype is able to simulate all 

the basic functions of a ship.  

5.3.1  Architecture 

The architecture is composed of the same hardware as found on a boat and are as follows:  

Ship Management System 

▪ Power Management System: It provides the high voltage requirements according to the 

demand and generation across the boat based on the required voltage intensity.  

▪ Utilities Management System: Focuses on managing the fuel requirements as well as the 

pneumatic and hydraulic distribution on board of the vessel. It also controls the drinkable 

water production including the greywater and blackwater treatment. The Utilities 

Management System also controls the food refrigeration system. 

▪ Propulsion Management System: Manages the main and auxiliary propulsion systems, as 

well as all the navigation aids, such as the stabilisation, rudders, bow thrusters and the 

propeller shafts.  

▪ Safety Management System: Handles the detection, prevention and actions against floods, 

fire including the opening and closing of valves, doors, and watertight doors. It also 

controls the ventilation and cool water production.  

 The Ship Management system is represented by 23 PLCs interconnected with sensors and actuators 

and are managed by 2 servers composed of 54 cores, 192GB of RAM and 3 SSD hard drives. The servers 

help with the simulation of sensors and actuators and are also used to simulate / virtualise software 

using VMs and LXCs which are fed with both simulated and recorded data from real vessels. 

5.3.2  Scenario 

Due to the early stages of the CR the current scenarios being launched though the platforms are mainly 

focused on cyber-physical attacks such as “fire alarm” launches.  
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5.4 Additional CR 

5.4.1 Virginia CR 

The Virginia Cyber Range4 [50] Provides an environment to increase the number, and the 
preparedness, of students entering the Cyber Security workforce in operations Hosted in the cloud, 
web access, role based access, User-specific content, dynamically creation and destruction of the 
virtual environments, large target networks can be replicated for multiple and simultaneous usage. 
 

5.4.2 Maine Cyber Range 

The mission of the Maine Cyber Range [51] is to enable the enhancement of Cyber Security education 

by educating and supporting all of the local universities, colleges, and public and private businesses 

within their local area.   

The Maine CR is a training and simulation centre aimed at professionals seeking realistic and cutting-

edge techniques for Cyber Security Defence.   

5.4.2.1 Architecture 

The Maine Cyber Range was created with collaboration with Cyberbit.  The Cyberbit Range Technology 

platform underpins the MCR, creating a hyper-realistic training and immersive environment, that 

simulated real world Security Operations Centre settings, and leverages real world security and 

network infrastructure. 

5.4.2.2 Scenario 

Participants can face live cyber-attacks that allows them to build their skills on how best to detect, 

stop, and remediate cyber security incidents. 

5.4.2.3 Training Methodologies 

Cyberbit Range is more than a simulations platform, it is a fully-fledged training environment, 

combining advanced simulation technology, comprehensive instruction toolsets, and content 

packages, covering a variety of attack scenarios and training needs.  It also includes instructor tools 

that include debriefing, session recording and playback, trainee auto-scoring and evaluation, and real 

time session control, allowing the ability to trigger simulated attacks as any time, and also allowing the 

level of difficulty to be altered.   

5.4.3 The Maine Cyber Range 

The Maine Cyber Range includes instructor tools that allow sessions to be recorded and played back, 

trainee autoscoring and evaluation and real time session control.  

5.4.4 IXIA Cyber Range 

Provide an environment to train the participants of an organization to combat modern cyber threats 
using a variety of IXIA’s products. Offered as a service, flexible, scalable, application and threat 
intelligence, visualizations modules, SIEM, traffic generator. Complete training stack, trainer console, 

 
4 At the time of writing (January 2020) the Virginia Cyber Range website was not available. 
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training scenarios, advanced customization tools, various training scenarios, Capture the-flag 
environment and cyber security competitions [52]. 

5.4.4.1 Scenario 

The IXIA Cyber Range helps to develop cyber warfare professionals by giving them hands on 

experience, allowing them to get to know their enemy. 

▪ Defensive (Blue) Team  - It allows the defensive team members to learn on how to defend 

the organisational network against Distributed Denial of Service (DDoS), Advanced Web 

Persistent attacks (APT), Web Application attacks, and many other types of attacks that 

can be launched by any skilled malicious attacker. 

▪ Attacking (Red) Team – The IXIA CR gives the attacking team various offensive tools and 

techniques to stay updated with the current threat landscape trends and assists in getting 

those professionals into the mindset of a hacker, to help to improve your defence strategy.  

5.4.4.2 Personal Assessment 

The IXIA Cyber range leverages the Breaking Point ASI platform, that performs the simulation of critical 

infrastructure components that can represent anything from financial, utilities, telecommunications, 

and industrial computer servers to military weapon systems.   

5.4.5 U.S. Cyber Range 

The US Cyber Range is a CRaaS (Cyber Range as a Service) that is available to public high schools, 
colleges, and universities, and is also known at the Virginia Cyber Range [53].  IT’s primarily targeted 
at university students and high schools to give hands on experience, with the long term goal of allowing 
organisations to be able to provision online CTF (Capture The Flag) style events for use in clubs and 
classes in order to practice and learn basic cyber security skills. 

5.4.5.1 Scenario 

The US Cyber Range has a large catalogue of available scenarios that users are able to choose from, 

covering a wide range of attacks, some of the exercises available include 

▪ Building and Configuring a basic Multi-Subnet Network and Firewall 

▪ Cryptology 

▪ Cyber Basics 

▪ Cyber Ethics and Law 

▪ Cyber Intelligence 

▪ Evading Detection Systems 

▪ Digital Forensics 

5.4.5.2 Training Methodologies 

The US Cyber Range provides a customisable set of environments that are paired towards lab exercises 

in order to give students the hands-on experience.   

5.4.6 Silensec Cyber Range 

The Silensec Cyber Range [54] is a military grade platform that us used for Cyber Exercises, Capture 

the Flag events, along with training and competence assessments.  It allows you to create, design and 
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build custom scenarios, tailored to your requirements.  You can setup and run any cyber exercise within 

minutes and use it to access the competency of your team.  It has been designed for companies and 

cyber security professionals to assist in addressing the growing skills gap within cyber security. 

5.4.6.1 Architecture 

The SilenSec cyber range has been designed mainly as a community based Cyber Range as a Service 

(CRaaS), however they do have the option for creating a private cyber range wither within the CRaaS 

environment, or as an on premise appliance hosted within your own data centre.  

5.4.6.2 Scenario 

The CyberSec platform has support for individual and team based cyber exercises, and also contains 

integrations with Internet of Things (IoT) and Scada/Industrial Control System (ICS) environments.  

5.4.6.3 Personal Assessment 

The CyberSec Cyber Range includes competency-based scoring and assessment tool that is in line with 

NIST, the NICE Competence Framework, and the European e-Competence Framework. 

5.4.7 Palo Alto Cyber Range 

To keep network and security professionals’ security acumen fresh, Palo Alto Networks and Cyber Test 

Systems present a professional Cyber Range course and self-operated mobile Cyber Range suite. This 

Range arms network and security professionals with the skillset and insight to use today’s most 

advanced technology to thwart the most advanced attacks hitting networks today [55].  

5.4.7.1 Scenario 

The Palo Alto Networks Cyber Range can include a combination of any of the following pre-build 

scenario’s 

▪ ICS/SCADA Cyber Attacks. 

▪ Advanced/ Zero-Day malware, including ransomware. 

▪ Data Leakage. 

▪ Botnet command and control communications. 

▪ Client-side vulnerabilities and exploits. 

▪ Server-side vulnerabilities and exploits. 

▪ Malicious domains and websites, including phishing sites. 

▪ Network reconnaissance. 

In addition to these, the Palo Alto Networks cyber range claims to have an intuitive interface which 

would allow the exercise planner to be able to build and operate their own scenario easily. 

5.4.7.2 Training Methodologies 

The Palo Alto Cyber Range challenges participants to maintain the availability, scalability, security and 

stability of the network and application infrastructure most often targeted and affected by cyber-

attacks.  Cyber Range instructors simulate network functions and traffic to create a realistic network 

experience.  A typical session consists of 5 teams 

▪ Green Team: Creating normal network traffic and application use 
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▪ Red Team: Creating traffic as if they were malicious users 

▪ Yellow Team: Creating network traffic that simulated innocent users clicking on phishing 

links or unknowingly installing malicious application and compromising the network’s 

security.  

▪ White Team: Are the scenario masters, it’s the white team who crates and launches the 

cyber-attacks, creates traffic and monitors the success or failure of the Blue Team in terms 

of the incident handling and response 

▪ Blue Team: Representing the Network Operations Team, security operations or incident 

response team.  

5.4.8 Saros Technology Cyber Range 

The Saros Cyber Range Sandbox solution gives you the ability to rapidly reconfigure complex, real world 

cyber threat models in seconds that require no specialised skills to deliver. The sandbox solutions is an 

easy to deploy software suite that allows to rapidly model entire environments [56]. 

5.4.8.1 Architecture 

The Saros Cyber Range is a fully virtualised solutions that depends on Cypherpath’s Software Defined 

Infrastructure technology.  Cypherpath can be installed onto any physical x86 server and then utilises 

hyperconvergence to integrate the many components, networking, virtualisation, and storage 

components together at the Operating System level.  This means that the platform is capable of 

running infrastructure clouds.  This platform is isolated and abstracted away from the underlying 

physical hardware, allowing multiple cloud environments to be continuously deployed.  Cypherpath 

can be run on private or managed public bare metal servers for seamless and consistent operations.   

5.4.8.2 Visualisation Techniques 

The saros Cyber Range has a clean, simple looking interface, as shown in Figure 18.  It allows the user 

to drag and drop networking components from the Toolbox on the left side of the screen, into the 

simulated environment.   
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Figure 18. Image of the Saros Cyber Range Interface 

 

5.4.9 HackTheBox Cyber Range 

HackTheBox is an online simulation platform, that offers both individuals and companies access to 

online simulations where their users can attempt to attack or defend any given lab machine.   

On their free tier, you gain access to 20 active lab machines that are changed on a weekly basis, 

meaning that you get new standalone challenges every week.  If you pay for their VIP level access, you 

also gain access to their 110+ retired machines [57]. 

5.4.9.1 Scenario 

Hack The Box is designed to mimic real world environments and to teach users techniques that are 

applicable to real life situations. 

They also provide some specialise ‘Pro Labs’ 

▪ RastaLabs – which is a virtual red team simulation designed to be attacked as a means of 

learning and honing your skills. Focusing on a windows Server environment with Active 

Directory, players must gain a foothold within the network, and the pivot and elevate their 

access level, gain a persistent connection, and ultimately gain the ‘Domain Admin’ role on 

the network. 

▪ Offshore – Offshore is another Active Directory based simulation that looks and feels like 

a real-world corporate network.  Players start from external to the network and need to 

gain access via the public facing internet services within the DMZ and use these to gain 

complete control of the ‘CLIENT’ Active directory forest. 

5.4.9.2 Gamification Techniques 

Hack The Box uses a global leader boards that you can work your way to the top of through doing 

challenges and successfully completing the scenarios that are on the platform. 
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5.4.10 RGCE (Jyvsectec) Cyber Range 

The RGCE (Realistic Global Cyber Environment) Cyber Range [58] is a realistic global cyber range 

environment that brings together a realistic global world and real organisation environments in an 

isolated private cloud, that includes both virtual and physical devices, and can be configured with 

business specific systems.  

5.4.10.1 Architecture 

The RGCE uses an isolated sandbox environment which utilises modern virtualisation techniques, 

physical devices and business specific systems.  The CR provides both realistic internet and corporate 

environments. 

5.4.10.2 Scenarios 

RGCE’s Internet scenario has a wide range of public services available, including BGP Routing, realistic 

DNS services, Global PKI Infrastructure for security certificates, global Time services, centralised 

update and software repositories for various operating systems, and a TOR Onion network (DarkWeb). 

As part of the RGCE’s platform, they also have pre-build scenarios that encompass Financial 

Organisations, Road Tunnel Provider, Electricity Provider, an Internet Service Provider (ISP) and are 

able to build more scenarios depending on what the requirements are. 

The scenarios that they have pre-build cover many different attacks, which may include any of the 

following: 

▪ Social Engineering 

▪ Malware 

▪ Ransomware 

▪ Defacement 

▪ Network based attacks 

▪ Man-In-The-Middle attacks (MitM) 

▪ Remote Access Trojans (RAT) 

▪ Antivirus bypassing 

▪ Covert command and control channels 

▪ APT campaigns. 

5.4.11 Mantech Cyber Range 

The Mantech Cyber Range [59] is a real time, dynamic Cyber Range solution that defeats penetration 

on contact to protect vital infrastructure and data form theft, compromise and destruction.  It’s geared 

up mainly towards the defence, Intelligence, and federal civilian communities.  The Advanced Cyber 

Range Environment (ACREO is a unique physical and virtualised facility that brings ManTech’s cyber 

defence expertise to a new generation of professionals in business, infrastructure, transportation, and 

federal agencies. 

5.4.11.1 Architecture 

▪ Hybrid physical-virtual platform driven through software defined architecture 

▪ Fully RFC compliant network environment 
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▪ Benign and malicious host and network-based traffic generation 

▪ Automated nefarious agents 

▪ Pre-packaged and customisable attack scenarios inject 

▪ Integrated system metering and analytics 

▪ On premises private cloud with public cloud burst capability 

▪ Service oriented architecture including Data as a Service, Platform as a Service, and Range 

as a Service 

▪ Remote and on-site testing and evaluation capabilities 

▪ Exercises have fidelity to the packet level 

5.4.11.2 Scenarios 

Most organisations have a person or team dedicated to monitoring, updating ad defending networks 

from Advanced Persistent Threats (ATPs), malware and malicious actors.  ACRE can be used to evaluate 

how your organisation’s security posture (which include the policies, technologies, procedures and 

people) measure up to today’s threat environment. 

5.4.11.3 Personal Assessment 

While your cyber security technologies, policies and procedures provide the foundation, your ability 

to prepare for, manage, and mitigate attacks ultimately depends on your personnel’s readiness.  The 

ACRE system provides a simulated environment to conduct tests and replay exercises to improve cyber 

defence technologies and sharpen skills of your organisations cyber professionals.  The ACRE has an 

experienced ManTech Enterprise Cyber Range team responsible for training the next generation of 

cyber security experts across the spectrum of Computer Network Operations (CNO).   

5.4.12 NASA Cyber Range 

The NASA Cyber Range [60] is a virtual environment that is used for training and technology 

development.  The NASA IV&V Cyber Range is an adaptable virtual environment that is representative 

of a typical NASA mission system that serves multiple purposes: 

▪ Training of network defenders 

▪ Ability to perform simulated red vs blue training events. 

▪ Ability to deploy mission specific technologies in a cyber contested environment. 

▪ Ability to demonstrate vulnerabilities and their impact to ground and space systems. 

The overall system consists of more than 70 virtual machines and physical devices with command and 

control call-back. 

5.4.12.1 Architecture 
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Figure 19. Image of the NASA Cyber Range Architecture 

 

The virtualised architecture of the NASA Cyber Range is shown in Figure 19 above and consists of the 

following: 

▪ A Complete Ground System and Satellite packages in three virtual machines 

▪ Usage of CCSDS5 Communications Link Transmission units 

▪ Usage of CCSDS5 Telecommand Transfer Frames 

▪ Usage of CCSDS5 AOS6 Telemetry Frames 

▪ Ability of ground station to send commands to and receive telemetry from CFS7 

▪ Python scripts that act as ‘uplinks’ and ‘downlinks’ and serve to terminate TCP connections 

to ground and emulate RF transmission to FSW by using UDP. 

▪ CFDP8 upload functionality from the ground station 

5.4.12.2 Scenarios  

The NASA CR has differing objectives for both Red and Blue Teams 

▪ Blue Team Objectives 

o Secure the environment, establish the baseline, patching and hardening 

▪ Assets include Firewalls, Routers, Windows OS, Linux OS, IDS, DNS Server, Web 

Application, Domain Controller, Web Server 

 
5 CCSDS Stands for Consultative Committee for Space Data Systems. 
6 AOS Stands for Advanced Orbiting Systems. 
7 CFS Stands for Core Flight System. 
8 CFDP Stands for CCSDS5 File Delivery Protocol. 
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o Detection 

▪ Entry Point Detection, which includes Phish email, Firewall, Routers, Host OS, 

IDS, Web Application, Database App, Domain Controller, Web Server 

o Prevention 

▪ Block the intrusion 

o Incident Response 

▪ Analyse the detection points 

▪ Ensure the environment is secured 

▪ Enforce prevention 

▪ Trace impact and origin 

▪ Red Team Objectives 

o Find Vulnerabilities in any of the assets listed above 

o Exploit one to gain access to the C&C network 

o Exfiltration to extract ‘make believe’ sensitive data 

o Attack, and gain the goal of preventing the ground systems from speaking to the 

simulated space systems. 

5.4.13 Cyber MAR Cyber Range 

The Cyber MAR Cyber Range [61] is a fellow European Union Horizon 2020 project, with the goal of 

fully unlocking the value of the use of cyber ranges in the maritime logistics chain via the development 

of a simulation environment adapted specifically for the maritime sector, however also being designed 

in such a way that it would be possible to be utilised for other transport subsectors.   

The Cyber MAR Project kicked off on the 1st September 2019 and is scheduled to run until 31st August 

2022.  Due to this being in the early phases of the project, they’ve not publicised the requirements and 

abilities of the Cyber MAR platform.  

5.4.13.1 Scenarios  

Pilot Scenario’s for the Cyber-MAR system include  

▪ Energy Sources in the port of Valencia 

▪ SCADA system Port Container Terminal 

▪ Vessel navigation and automation systems 

5.4.14 SPIDER 5G Cyber Range 

The SPIDER Cyber Range [62] is another fellow European Union Horizon 2002 project, with the goal of 

delivering a next-generation, extensive, and replicable cyber range platform for the 

telecommunications sector and its 5th generation.  The vision is to offer cyber security emulation, 

training and investment decision support by using an advanced emulation of tools, novel training 

methods that are based on active learning as well as models based on real-time emulation of modern 

cyber-attacks. 

The SPIDER Project kicked off on the 1st July 2019 and is scheduled to run until 30th June 2022.  Due to 

this being in the early phases of the project, they’re not publicised the requirements and abilities of 

the SPIDER platform in detail. 
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5.4.15 Other Cyber Ranges 

In addition to the Cyber Ranges listed and analysed above, there is also other Cyber Ranges available, 

however there was very limited public domain information available on them for analysis - 

▪ Austrian Institute of Technology Cyber Range [63] 

▪ IBM Cyber Range [64] 

▪ Cisco Cyber Range9 [65] 

▪ StealthNet Cyber Range [66] 

▪ NetSim Cyber Range [67] 

▪ Exata Cyber Range (now part of IXIA Cyber Range capabilities) [68] 

 

 

5.5 Summary  

A summary of cyber ranges discussed in the previous section is provided in Table 8 and classified 

against their respective domains of operation where data permitted classification.  

Table 8. Summary of Cyber-ranges 

CR/Pilla
rs 

Architec
ture 

Scenario
s 

Data 
Collecti
on 

Training Visualis
ation 

Persona
l 
Assessm
ent 

Gamific
ation 

Applicat
ion 

CybExer ✔ ✔ ✔ ✔ ✔ ✔ ✔ G, M, T, 
NGO, C 

Airbus ✔ ✔ ✔ ✔ ✔ ✔ N/A A 

Ecole 
Naval 

✔ ✔ N/A N/A N/A N/A N/A N 

ADDITIONS 

Virginia N/A N/A N/A N/A N/A N/A N/A E, R 

Maine ✔ ✔ N/A ✔ N/A ✔ N/A G, C, E 

IXIA N/A ✔ N/A N/A N/A ✔ N/A C 

U.S. N/A ✔ N/A ✔ N/A N/A N/A E, R 

Silensec ✔ ✔ N/A N/A N/A ✔ N/A T, C 

 
9 The Cisco Cyber Range has an active End of Sale notice against it, meaning that the last date that you could 
order it was 7th August 2019.  At the time of writing (January 2020) there was no clear replacement product listed 
on Cisco’s website, the end of sale notice is available at 
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/service_descriptions/docs/eol-bulletin-
cyberrange.pdf 
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Palo 
Alto 
Networ
ks 

N/A ✔ N/A ✔ N/A N/A N/A T, C 

Saros 
Tech. 

✔ N/A N/A N/A ✔ N/A N/A T, C 

HackThe
Box 

N/A ✔ N/A N/A N/A N/A ✔ T, C 

RGCE ✔ ✔ N/A N/A N/A N/A N/A N/A 

Mantec
h 

✔ ✔ N/A N/A N/A ✔ N/A N/A 

NASA ✔ ✔ N/A N/A N/A N/A N/A S 

Cyber 
MAR 

N/A ✔ N/A N/A N/A N/A N/A N 

Spider 
5G 

N/A N/A N/A N/A N/A N/A N/A Net 

Legend: G = government, NGO = Non-governmental organisation, C = commercial, A = Aviation,  

N = Navy, R = Research, E = Education, T = Training, M = Military, S = Space, Networking = Net 
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6 Federated Cyber Ranges Landscape Review 

Cyber Range federation is aimed at pooling and sharing of more than one cyber-range facilities thereby 
establishing a logical federation of interconnected cyber ranges. The federation allows for the different 
CRs to pull resources together, improving scenarios, testing and training facilities.  The federation of 
CR requires all CR to be able to provision and request scenarios, implying a common language or a 
translation mechanism describing the scenarios to other CRs within the federation. The federation is a 
demonstration collaborative CRs with different capabilities, specificities (e.g. Power, Naval and 
Aviation) working together to provide end-users with stronger user cases and scenarios. Below are 
some existing federated cyber ranges alongside their architectures, scenarios, visualisation techniques, 
gamification techniques and so on. 

 

6.1 KYPO Cyber Range 

KYPO Cyber Range [69], is a realistic federated environment for cyber-training. It also provides 

supports for cyber testing, research, and training for students and researchers. Hosted in the cloud, 

web access, role-based access, User-specific content, dynamically creation and destruction of the 

virtual environments, large target networks can be replicated for multiple and simultaneous usage.  

Complete training stack, training scenarios, advanced customization tools, malware forensics, network 

security, penetration testing, certification, Capture the-flag environment.  The KYPO Cyber Rage was 

supported by the Security Research Programme of the Czech Republic 2015 – 2020 (BV III/1 – VS) 

granted by the Ministry of the Interior of the Czech Republic under No. VI12016019014 – Simulation, 

detection, and mitigation of cyber threats endangering critical infrastructure.  

 

6.1.1 Architecture 

 

Figure 20. KYPO Architecture [69] 

KYPO consists of five main components: 

▪ Infrastructure Management Driver – The Infrastructure Management Driver is designed 

to control the computing infrastructure.   

▪ Sandbox Management – The sandbox management component is designed to create and 

control the sandboxes in the underlying computing infrastructure.  During the deployment 
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of a sandbox, it orchestrates the infrastructure via the Infrastructure management driver 

in order to configure both the virtual machines and virtual networking. 

▪ Sandbox Data Store – The sandbox data store manages information related to the 

topology of a sandbox and provides its generic abstraction.   

▪ Monitoring Management – Provides fine-grained control over the configuration of the 

built-in monitoring and provides an API that exposes the acquired monitoring data to 

external consumers (e.g. the platform management portal).  All the necessary information 

about the sandbox’s topology is read from the sandbox data store. 

▪ Platform Management Portal – Mediates access to the platform for the end users by 

providing them with interactive visual tools.  In particular, the PM portal is designed to 

cover the following types of interactive services: 

o Collaboration 

o Access the sandboxes 

o Interactive visualisations. 

These five components all interact with each other in order to build and manage the sandboxes 

residing on the underlying cloud infrastructure.   

6.1.2 Scenarios 

KYPO has been designed so that it can be used for various different applications.  During its 

development, the team concentrated on three main use cases:  

▪ Cyber research, development and testing 

▪ Digital forensic analysis 

▪ Cyber security education and training. 

All of these use cases were deemed to have a similar requirement on the cyber range, however had 

differing on the scenario specific tools, the availability of pre-defined context, user interactions and 

expected knowledge, skills and effort level.  However, the concept of the sandboxes and the platform 

management portal helps to overcome these items.   

6.1.3 Visualisation Techniques 

The web portal technology used for the implementation of the PM Portal enables KYPO to develop 

specialised interactive user interfaces, which are narrowly focused on specific goals, but also allows 

them to be combined easily into complex systems of mutually synchronised views supporting complex 

workloads.   

 

6.2 The Michigan Cyber Range 

The Michigan federated Cyber Range [70] aims to strengthen Michigan’s cyber defences by mitigating 

the growing number of cyber threats and providing a more secure environment that promotes 

economic development.  This is accomplished on the Michigan CR by nurturing a Cyber Security 

industry that leverages Michigan’s unique advantages, which include educational institutions, a large 

IT workforce, and federal cooperation. 
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6.2.1 Architecture 

The Michigan Cyber Range is powered by the Merit Network, which is a long running research and 

education network, the Michigan CR is one of the largest unclassified, network accessible cyber 

security training platforms available. 

The bulk of the Cyber Range experience is based on a virtual training environment, called Alphaville, 

which would appear to be a fully Virtual Reality environment that exists within the Michigan Cyber 

Range private cloud. 

Each location within this environment features different operating systems, security priorities and 

challenges.  

6.2.2 Scenarios 

This environment features different scenarios encompassing the following technologies 

▪ SCADA 
▪ Security Tools and Appliances 
▪ Email and File Sharing 
▪ Permission Management and Access Controls 
▪ DNS and BGP 
▪ Various vulnerable databases & websites 

 

6.2.3 Visualisation Techniques 

The Michigan CR uses a virtual training environment called Alphaville.  

6.2.4 Gamification Techniques 

For the Alphaville simulation, it would appear that the Michigan CR is a fully immersive first-person 

game environment, with the ability to use a Virtual Reality headset like Oculus for viewing and playing. 

 

6.3 Department of Defence Cyber Range 

The Department of Defence (DoD) Cyber range [71] is part of the United States of America’s National 

Cyber Security Initiative (CNCI) and was developed to mirror the DoD Information Network (DoDIN).  

The DoD federated CR environment provides training for Cyber Warriors where they can conduct cyber 

training, testing and exercises.  The realistic mirror of the DoDIN eliminates any risk to running these 

exercises on the live production network. 

6.3.1 Architecture 

DoD CR is a fully accredited Zone D Enclave with virtual Internet that replicates the full Domain Naming 

Service (DNS) Provider root structure. There are edge routers that has the capabilities of generating 

traffic generation, that are able to replicate Wide Area Network (WAN) transport methods (variable 

bandwidth latency) as well as Enterprise Services Center (ESC) that hosts enterprise mail, Sourcefire, 

ArcSight, and Host Based Security Services (HBSS). 
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6.3.2 Scenarios 

The DoD Cyber Range is an operationally realistic DoDIN representative environment with repeatable 

processes and scenarios that: 

▪ Mitigates risk to Mission Critical network systems 

▪ Provides customer direct Command and Control (C2) and observation of events 

▪ Allows for repeat, refresh and reply of cyber events 

▪ Supports Red Team and Blue Force free fire manoeuvres 

▪ Facilitates rapid user proficiency / user experience 

▪ Improves and validates Cyber Warrior skill sets 

▪ Validates pre-deployment practices and product configuration changes/updates 

▪ Assesses and validates Tactics, Techniques and Procedures (TTPs) and multiple 

CY/Computer Network Defence (CND) tools 

▪ Enables penetration testing and incident response capabilities 

 

6.4 Raytheon Cyber Range 

Raytheon’s Cyber Range is a federated CR that assists customers in testing the resilience of critical 

technologies, with agility, flexibility and scalability  [72]. 

6.4.1 Architecture 

Raytheon’s Cyber Range is setup to create a realistic exercise, where cyber range operators can create 

an accurate replica of your internal network.  The Cyber Operations, Development and Evaluation 

(CODE) Centre can emulate any size and kind of networked environment, including Air Traffic Control, 

Power Grids, Water Supplies or Security Operations Centres. 

With Raytheon’s unique Cyber Range automation software, operators can rapidly set up a massive test 

range in hours or days.  Environments can be created to assess the destructive effects of attacks by 

nation states or sophisticated cyber criminals. 

6.4.2 Scenarios 

CODE Center is used to test existing and future mission-critical systems against cyber-attacks by 

conducting: 

▪ Test and evaluate advanced technologies  

▪ Conduct force-on-force cyber games/exercises  

▪ Provide an engineering environment to integrate technologies 

▪ Provide cyber professional training 

 

6.5 National Cyber Range 

National Cyber Range (NCR) according to [73] is an innovative Department of Defence (DoD) resource 

as was originally established by the Defence Advanced Research Projects Agency (DARPA). The CR 

provides the capability to rapidly emulate military and adversary networks for the purposes of 

performing realistic cyberspace security testing and supporting training and mission rehearsal 
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exercises. It provides a unique environment for cybersecurity testing throughout the program 

development life cycle using unique methods to assess resiliency to advanced cyberspace security 

threats. 

6.5.1 Architecture 

National Cyber Range is an open architecture design federated CR system aimed at providing national 

virtual facility for testing software and running network simulations. This implies that it can be 

configured as required by different events. Its capabilities range from network traffic generation, 

thread injection, patch levels and network services to testing, evaluation, interoperability assessment 

of devices and application [74]. 

6.5.2 Scenarios 

National Cyber Range technologies are detailed enough to realistically portray current and anticipated 

attack strategies such as: 

▪ Malware testing 

▪ Distributed Denial of Service attacks 

▪ Cross-Site Scripting 

  

6.6 CRATE Cyber Range 

CRATE meaning Cyber Range And Training Environment is of Swedish Defence Research Agency (FOI) 

[75]. The CR is a federated system that can easily be used to deploy and configure large numbers of 

virtual machines in a controlled environment. It has host-based traffic generators that emulates user 

behaviours with logging and monitoring tools. CRATE is majorly used for experiments, exercises and 

competitions in cyber security. 

6.6.1 Architecture 

CRATE physically infrastructure comprise of about 800 servers and provides a web-based tool that can 

be used to design computer networks by configuring network infrastructure, deploy a wide range of 

operating systems and applications, and specify users of each machine. 
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Figure 21. CRATE Architecture [75] 

6.6.2 Scenarios 

CRATE can be used for three basic cyber security functions: 

▪ Exercises 

▪ Experiments 

▪ Competitions 

 

6.7 Florida Cyber Range 

Florida CR is an advanced training and testing federated CR solution for academic, government, 

military and industry organisations through cybersecurity exercises, competitions, conferences, 

operations and research, which form major services provided by Florida Cyber Range [76]. The CR 

supports education, training and research for emerging needs, including ethical hacking and 

penetration testing, computer and network security, critical infrastructure and industrial control 

systems security, Internet of Things security, defensive cyberspace operations and cyber war gaming. 

6.7.1 Scenarios 

Florida CR focuses on: 

▪ Cyber Security Exercises 

▪ Cyber Security competitions 

▪ Research, operations and conferences 

For academic, government, military and industries. 

 

6.8 Northrop Grumman Cyber Range 

In 2010 Northrop Grumman in Fareham deployed a single BreakingPoint Storm,  a United Kingdom 
based federated Cyber Range designed to carry out vulnerability testing or training on live 
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networks[77]. It is a highly flexible test and training environment for IP-based networks supporting 
deep intrusive testing to help evaluate information technology, network operations and cyber security 
defence. The CR is not only realistic but a scalable emulation of network that includes internet services 
and protocols that provides the fidelity needed while carrying out intrusive, destructive testing and 
training.  

 

6.8.1 Architecture 

This CR provides cyber warfare defence and training with more than 150 application protocols, 4,500 

security attacks, 27,000 pieces of live malware, and 100 evasions out of the box. It also delivers the 

capacity to emulate tens of millions of users of the most popular applications. 

 

 

Figure 22. Northrop Grumman Cyber Range Architecture [77] 

6.8.2 Scenarios 

▪ Test and harden resiliency against advancing attacks and other high-stress conditions. 
▪ Conduct cutting-edge cyber security research and development. 
▪ Train cyber warriors to defend critical infrastructures. 
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6.9 Summary 

Section 6 provided an overview of CR involved in a federation. Table 9 summarises these CR against 

their respective domain of operations. 

 

Table 9. Federated Cyber Ranges 

CR/Pillars Architectu
re 

Scenario
s 

Data 
Collection 

Traini
ng 

Visualisat
ion 

Personal 
Assessment 

Gamificat
ion 

Applicat
ion 

NCR ✔ ✔ N/A N/A N/A N/A N/A M, G, E, 
T 

CRATE ✔ ✔ N/A N/A N/A N/A N/A M, G, T 

DoD CR ✔ ✔ N/A N/A N/A N/A N/A M, T 

Raytheon 
CR 

✔ ✔ N/A N/A N/A N/A N/A C, T 

Michigan 
CR 

✔ ✔ N/A N/A ✔ N/A ✔ M, E, C 

Florida CR N/A ✔ N/A N/A N/A N/A N/A E, G, M, 
C 

Northrop 
Grumann 

✔ ✔ N/A N/A N/A N/A N/A C, E, T 

KYPO CR ✔ ✔ N/A N/A ✔ N/A N/A M, G, E, 
T 

Legend: G = government, NGO = Non-governmental organisation, C = commercial, A = Aviation, N = 

Navy, R = research, E = education, T = training, M = military 
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7 National and International Policies Review  

7.1  Overview of Europe Cyber Security Training Policies  

The EU will pursue an international cyber policy promoting an open, free and secure cyberspace [78].  

The broad aim of the EU’s Cyber Security strategy is becoming the world’s safest digital environment, 

therefore it is essential to raise skills and awareness across all sectors and levels of society given the 

growing global cyber security skills shortfall [79]. 

On 13 September 2017, the European Commission and the High Representative proposed a Cyber 

Security Package which consists of a wide-ranging set of measures in order to build strong Cyber 

Security in the EU and equip Europe with the right tools to deal with increasing number of cyber-

attacks [80]. This package meets the EU’s needs to (1) build a stronger resilience to cyber-attacks and 

create an effective EU cyber deterrence, (2) step up the EU's Cyber Security capacity, and (3) create an 

effective criminal law response so as to better protect Europe's citizens, businesses and public 

institutions[78]. 

To reinforce the EU's Cyber Security capacity, the Commission and the High Representative proposed 

the following [78]: (1) A European Cyber Security Research and Competence Centre; (2) A Blueprint  

which is laid down in the Recommendation on Coordinated Response to Large Scale Cyber Security 

Incidents and Crises; (3) More solidarity to provide emergency support to help Member States;  (4) 

Stronger cyber defence capabilities by encouraging to include cyber defence within the Framework of 

Permanent Structured Cooperation (PESCO) and the European Defence Fund to support cyber defence 

projects,  creating  a cyber defence training and education platform to address the skills gap in cyber 

defence, fostering cyber defence research and innovation cooperation by the EU and NATO,  and 

deepening the cooperation with NATO including participation in parallel and coordinated exercises; (5) 

Enhanced international cooperation by implementing the Framework for a Joint EU Diplomatic 

Response to Malicious Cyber Activities and supporting a strategic framework for conflict prevention 

and stability in cyberspace coupled with new cyber capacity building efforts to help third countries to 

address cyber threats.  

To build a stronger EU resilience, an EU Cyber Security Agency was proposed to build on the existing 

European Agency for Network and Information Security (ENISA) so as to improve the EU's 

preparedness to react by organising yearly pan-European Cyber Security exercises and by ensuring 

better sharing of threat intelligence and knowledge through the setting up of Information Sharing and 

Analyses Centres [78]. An EU-wide/European Cyber Security certification scheme was also proposed 

to ensure that products and services in the digital world are cyber secure [78]. 

On 17 April 2019, the ‘Cyber Security Act’, which is the core of the Cyber Security package, was entered 

into force and revamps and strengthens the EU Agency for Cyber Security (ENISA) and establishes an 

EU-wide Cyber Security certification framework for digital products, services and processes [81]. The 

Cyber Security Act stated that [82]:  (1) ENISA should “contribute to covering the need for training and 

training materials, including the needs of public bodies, and where appropriate, to a high extent, ‘train 

the trainers’, building on the Digital Competence Framework for Citizens with a view to assisting 

Member States and Union institutions, bodies, offices and agencies in developing their own training 

capabilities”; (2) ENISA should “support Member States in the field of Cyber Security awareness-raising 

and education by facilitating closer coordination and the exchange of best practices between Member 
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States. Such support could consist in the development of a network of national education points of 

contact and the development of a Cyber Security training platform. The network of national education 

points of contact could operate within the National Liaison Officers Network and be a starting point 

for future coordination within the Members States”. (3) ENISA shall “assist relevant public bodies by 

offering trainings regarding Cyber Security, where appropriate in cooperation with stakeholders” for 

the capacity-building.  

As part of the EU Cyber Security strategy, the NIS directive was adopted in July 2016 and entered into 

force in August 2016. It is the first piece of EU-wide legislation on Cyber Security that provides legal 

measures to boost the overall level of Cyber Security in the EU and has been transposed into national 

legislation by the Member States Technological innovation has transformed the economic and social 

fabric of the United States and the world. Information and communications technologies (ICTs) have 

become a key driver of jobs, business creation, and innovation in the 21st century. They have also 

become an essential tool for improving the social and political inclusion of all people, including 

marginalized populations, across the globe. Virtually all connected communities have benefited from 

the adoption of these technologies, applications, and services that depend on the open architecture 

of the Internet. However, the growth and maturation of the use of ICTs has been accompanied by a 

corresponding intensification of threats to these systems and networks, as well as to the open Internet 

itself. These pervasive threats pose a mounting challenge to IT world which, given the global and 

interconnected nature of the Internet, must be addressed as both domestic and foreign policy 

priorities [65].  The NIS directive states that the tasks undertaken by the Cooperation Group, which 

consists of representatives of the Member States, the Commission and ENISA, are interdependent and 

complementary to ENISA. ENISA should provide “assistance in analysing network and information 

system security strategies, supporting the organisation and running of Union exercises relating to the 

security of network and information systems, and exchanging information and best practice on 

awareness-raising and training”[83]; The NIS directive ensures that each Member State adopts a 

national strategy on the security of network and information systems which addresses the issue on an 

indication of the education, awareness-raising and training programmes relating to the national 

strategy on the security of network and information systems [83]; It also specifies that the Cooperation 

Group shall undertake the tasks such as exchanging information and best practice on awareness-

raising and training, and discussing the work undertaken regarding exercises relating to the security of 

network and information systems, education programmes and training, including the work done by 

ENISA[83]. 

7.2  Overview of Selected European Countries Best Practices  

In order to better prepare those who use communication and information systems in many countries, 

organizations and universities, conditions are being created to place users in a cyber-attack 

environment. One way to do this is to conduct exercises in laboratory and / or virtual environments. A 

number of such exercises are held annually on the territory of the European Union. The better-known 

ones are: 

7.2.1 Locked Shields (LS) 

This annual exercise, organized by the NATO Cooperative Cyber Defence Centre of Excellence 

(CCDCOE) since 2010, enables cyber security experts to enhance their skills in defending national IT 

systems and critical infrastructure under real-time attacks. The focus is on realistic scenarios, cutting-
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edge technologies and simulating the entire complexity of a massive cyber incident, including strategic 

decision-making, legal and communication aspects. It is a Red team vs. Blue Teams exercise, where the 

latter are formed by member nations of CCDCOE. The participating Blue Teams play the role of national 

rapid reaction teams that are deployed to assist a fictional country in handling a large-scale cyber 

incidents and all their multiple implications [84]. 

The participants in the exercise are divided into the following teams [85]: 

▪ Blue Teams – these participants complete the tasks and technical cases assigned during the 

exercise. 

▪ Legal advisors – a second type of participant who solves the legal aspects of different cases 

related to cyber-attacks and team reactions. 

▪ Red Team – its mission is to compromise or degrade the performance of the Blue Team 

systems. 

▪ White Team – has responsibility for preparing the exercise and controlling it during Execution. 

It defines the training objectives, scenario, and high-level objectives for the Red Team. During 

Execution, the White Team acts as the exercise controller's cell by deciding when to start 

different phases, controlling the execution of the Red Team's campaign, and making scoring 

decisions. 

▪ Green Team – responsible for preparing the technical infrastructure. 

▪ Yellow Team – its role is to provide situational awareness about the game, mainly to the White 

Team but also to all other participants. The main sources of data for the Yellow Team are 

lightweight reports provided by the Blue Teams, reports on the status of attack campaigns 

received from Red Team members, and the results of automatic and manual scoring. 

Each team solves the assigned tasks on its own without cooperating with the other participants. In 

Figure 23 shows the relationship between teams and the different types of information circulating 

between them. 

 

Figure 23. Relationship between teams and the different types of information circulating between them 
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7.2.2 NATO Cyber Coalition Exercise. 

The Cyber Coalition Exercise takes place in the context of a crisis launched between two imaginary 

states (or organizations), which results in a cyber crisis in a region. The purpose is to train different 

types of users relevant to solving cyber security issues. Another objective of the exercise is to test 

strategic level interaction between nations and NATO. Participants in the exercise can be divided into 

the following categories: 

▪ Decision makers at the strategic level. 

▪ Legal experts. 

▪ Technical experts. 

Each team (nation) solves the same cyber tasks, reporting on the decision according to the rules 

established in the state and NATO. In this way, the leaders of the teaching look at the development of 

the problem but lose the joint way of working on a specific task. 

For the technical solution of cyber problems and the response to cyber-attacks, each team uses the 

tools that it has or has developed. 

 

7.3 Overview of Selected American Countries Best Practices  

7.3.1 U.S.  policy on Cyber Security and its training  

The following are the key documents in U.S. policy on Cyber Security and its training released by Joint 

Chiefs of Staff, Department of Defence, Department of State, the White House, as well as the 

recommendations and guidance released by Department of Homeland Security and Government 

Accountability Office: : (1) Joint Training Policy for the Armed Forces of the United States [78], (2) Joint 

Training Manual for the Armed Forces of the United States [78], (3) CISA Cyber Essentials [79] 

(guidance), (4) DoD Digital Modernization Strategy [80], (5) DOD TRAINING: U.S. Cyber Command and 

Services Should Take Actions to Maintain a Trained Cyber Mission Force [81] (recommendations), (6) 

National Cyber strategy of the United States of America [83], (7) Cyberspace Operations [78], (8) 

Recommendations to the President on Protecting American Cyber Interests through International 

Engagement [83], (9) Recommendations to the President on Deterring Adversaries and Better 

Protecting the American People from Cyber Threats [83], (10) Summary of 2018 Department of 

Defence Cyber Strategy [80], (11) Framework for Improving Critical Infrastructure Cyber Security [86], 

(12) Fact Sheet: 2018 DoD Cyber Strategy and Cyber Posture Review [87], (13) Fact Sheet: U.S.-United 

Kingdom Cyber Security Cooperation [88], (14) FACT SHEET: U.S.-EU Cyber Cooperation [89]. 

The government strategies express the need for short-term intervention to identify, detect, prevent, 

disrupt, investigate cyber threats as they happen, and long-term plan to develop a superior Cyber 

Security workforce that can defend and bolster America’s critical infrastructure and innovation base 

[90]. It will be met through a series of priority actions in terms of law enforcement, information sharing, 

international cooperation, collaboration across government departments, and coordination from US 

government, private industry and the public [90]. Cyber Security will be developed and managed top-

down and cross-sector from Federal department and agencies to private and public sectors and 

Federal supply chain like ICT providers at network, device and gateway layers;  from Cyber Security in 

space, maritime and transportation to election infrastructure; will enable proactive risk management 
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and incident response, promote routine training and exercising, maintain situational awareness of 

threats, encourage industry-drive certification regimes [90]. 

The figure below shows the alignment of U.S. national and DoD strategies and guidance from the high-

level (left) to low-level (right). 

Figure 24. Alignment of U.S. national and DoD strategies and guidance [91] 

 

The figure below shows the four priorities for digital modernization: Cyber Security, Artificial 

Intelligence (AI), Cloud, and Command, Control and Communications (C3) [91]. 
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Figure 25. Digital Modernization [91] 

The figure below shows how the Joint Information Environment (JIE) implements a new joint Cyber 

Security capability [91]. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 26. Scope of the Joint Information Environment (JIE) Framework[91] 
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While developing a highly skilled Cyber Security workforce, automation is prioritised in strategy [91] 

and considered as more lethal joint force with data analysis to improve effectiveness [92]. Because 

many cyber-attacks become automated with more sophisticated techniques and the speed of 

intercept is much faster than the response from most advance Cyber Security infrastructure, built-in 

responses is the pursued goal [93]. 

The following technologies have been highlighted to offer promise to provide increased effectiveness, 

efficiency, and security [80]: (1) Artificial Intelligence(AI), (2) Big Data Analytics, (3) Evergreen IT 

approaches, (4) DevSecOps, (5) Hyper-Converged Infrastructure, (6) Serverless or Event-Driven 

Computing, (7) Software Defined Networking (SDN), (8) Block Chain Cyber Security Shield, (9) 

Cryptographic Modernization, (10) Quantum Computing, (11) Internet of Things (IoT), (12) 5G, 

(13)Internet Protocol version 6 (IPv6), (14) Passive Optical Network (PON), (15) Zero Trust Security, 

implemented by cloud deployments, security automation and orchestration, cryptographic 

modernization and analytics, (16) Microelectronics. 

The National Initiative for Cyber Security Careers and Studies [94] (NICCS) managed by the Department 

of Homeland Security (DHS) provides Federal Virtual Training Environment (FedVTE) which is an online 

Cyber Security training system and free to government personnel and veterans [95]. FedVTE contains 

more than 800 hours of training on topics such as ethical hacking and surveillance, risk management, 

and malware analysis for beginner to advanced levels and some courses align with IT certifications 

such as Network +, Security +, and Certified Information Systems Security Professional (CISSP) [95]. 

The National Initiative for Cyber Security Education Cyber Security Workforce Framework (NICE 

Framework) defines Cyber Security work into Categories/Specialty Areas, Work Roles, Tasks, and 

Knowledge, Skills and Abilities (KSAs) and published by the National Institute of Standards and 

Technology (NIST) [96]. All courses offered online and in-class training are aligned to the Specialty 

Areas category of NICE Framework, which further categorised into Analyse, Collect and Operate, 

Investigate, Operate and Maintain, Oversee and Govern, Protect and Defend, Securely Provision [96]. 

The NICCS Education and Training Catalog can be used to find over 3,000 courses offered across the 

nation [97]. For example, if searching the keyword ‘gamification’, there are two courses available: one 

is ‘SANS Security Awareness: How to Build, Maintain, and Measure a Mature Awareness Program’ and 

the other one is ‘Securing The Human: How to Build, Maintain and Measure a High-Impact Awareness 

Program’. Both are running by SANS Institute in Bethesda (MD) and delivered Online, Self-Paced or 

Classroom. The two courses have very similar learning objectives, both teach how to sustain your 

security awareness program long term, including advanced programs such as gamification programs.  

DC3 Cyber Training Academy run by US DoD offer in-class or online real-world training in the following 

aspects: (1) Network operations and investigations: cyber investigation and analysis concepts related 

to network operations, such as basic networking concepts, intrusion investigation, and malware 

analysis; the training to get industry-standard technical certifications such as CompTIA's Security+ and 

EC-Council's Certified Ethical Hacker (CEH); (2) Cyber intelligence: topics on cyber threats and 

techniques, cyber insider threat and online undercover techniques to train cyber counterintelligence 

(CI) personnel; topics on digital evidence analysis and digital data protection; (3) Incident response: 

collecting and analysing digital evidence, first-response fundamentals, basic cyber investigative 

practices and cyber investigation unit management; large data set acquisition and network traffic 

collection. (4) Digital forensics: from mobile device basics to advanced forensic concepts, in digital 

media examination on multiple operating system platforms in a lab environment or in a deployed 
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setting, and how to use cyber investigative tools like EnCase Forensic. (5) Core technologies: the 

fundamentals of computer hardware, networks and operating systems, wireless technology, Linux 

fundamentals and Network+ certification training. (6) Programming that Cyber Security professionals 

use to develop the tools and techniques to counter cyber warfare adversaries.  

Naval Postgraduate School (NPS) [98] offers a video game CyberCIEGE (see Figure 27) which was used 

worldwide as a training tool to teach computer and network security concepts through more than 

twenty scenarios, and allow create and customize your own game scenarios by using a scenario 

development language [99]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 27. CyberCIEGE screen shot of a typical office that shows a user in deep in thought [100] 

 

For leaders of small businesses or small and local government agencies, CISA Cyber Essentials provides 

a guide as the starting point to cyber readiness [79] and in consistent with the NIST Cyber Security 

Framework and other standards, aiming to develop an actionable understanding of where to start 

implementing organizational Cyber Security practices. 

 

 

 



D2.1 State of the Art Scenario Report (I) 

© 2020 FORESIGHT  Horizon 2020 | SU-DSS01-2018 | 833673 

97 

7.3.2 Best practices  

After reviewing best practices used at national levels on the American continent as well as the existing 

American Cyber Security training standards, we found that the Cyber Security training process is split 

into 4 main phases, (i) the planning or program design phase, (ii) the material development phase, (iii) 

the execution or program implementation phase and (iii) the post exercise phase. 

Planning or program design 

The planning or program design phase starts several months before the exercise. In this phase the 

participants, exercise scenarios, injects and the execution order for the course of the exercise is 

determined. Based on this information, a document is written that will serve as a script for the 

execution of the exercise. This script is a list that can contain the designated scenario time, the delivery 

method of injects, the target group, a title and a description, assumptions, notes and expected actions 

as well as ways to measure the performance. 

This phase is coordinated among the appropriate exercise planners and participants. In this phase, the 

needs assessment is performed to determine an organisation’s awareness and training needs. The 

results of a needs assessment can provide justification to convince management to allocate adequate 

resources to meet the identified awareness and training needs. In this, a variety of key personnel is 

involved including the executive management, security personnel, system owners, system 

administrators, IT support personnel, operational managers and system users. 

During this phase, various sources of information can be used to determine the security awareness 

and training needs such as interviews, surveys, a review of the currently existing awareness and 

training material and schedules of the target organisation, its security plans, system inventory, etc. 

Through these sources, questions such as the following need to be answered: 

▪ What awareness, training, and/or education are needed (i.e., what is required)? 

▪ What is currently being done to meet these needs? 

▪ What is the current status regarding how these needs are being addressed (i.e., how well 

are current efforts working)? 

▪ What are the gaps between the needs and what is being done (i.e., what more needs to 

be done)? 

▪ Which needs are most critical? 

Based on the identified needs, a training strategy and plan are defined. This plan contains the score of 

the exercise, the roles and responsibilities of personnel responsible for implementing the exercise, the 

goals and objectives of the exercise, the target audience, the documentation of the exercise, the 

evaluation of the exercise and more. Furthermore, since different organisations have different guiding 

principles, tools, tactics, and procedures, a baseline for each exercise is also defined.  

If the exercise runs as an activity within a larger training exercise on an operational network, the 

exercise planners aim to ensure that the exercise both achieves the cyber objectives and supports the 

greater exercise objectives. 

Finally, in this phase the exercise logistics plan is defined, including location, visas, translators, lodging, 

flight plans, customs/visa letters, transportation, physical security, food/water/hygiene aspects of life 

support, etc. 
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Material development 

The material development phase uses the information collected during the planning phase to develop 

the supporting material. In this phase the exercise scenarios are developed, finalised and approved. 

Furthermore, the supportive training materials needed for the training audience in appropriate 

languages (operating environment, procedures, policies, expectations, technical training, etc.) are also 

prepared. 

The developed material should be integrated into the participants’ jobs and should be interesting and 

current. Using such material will increase the interest of participants and make them feel that they 

participate in the exercise voluntarily and not out of obligation. 

The training material can be developed either in-house, adapted from other agencies’ or professional 

organizations’ work, or purchased from a contractor/vendor. The decision between developing the 

course in-house or outsourcing it depends on (i) the availability of the required resources (including 

people and expertise) and (ii) whether it is more cost-effective to develop the material in-house than 

to outsource it.  

Execution or program implementation 

In the execution or program implementation phase, the previously defined exercise plan is followed. 

Four groups can be defined for the exercise, (i) the Exercise Control Group (ECG), responsible for the 

management and direction of the exercise, (ii) the Red Team which injects the executes, (iii) the 

Observers that collect information during the exercise and provides feedback to ECG and (iv) the 

Training Audience.  

The Observers, that can be part of the ECG or the Red Team, constantly collect information from the 

exercise (e.g. injects of the Red Team, Training Audience responses, etc.) and provide feedback to the 

ECG. The ECG controls the exercise and provides tasks to the Red Team as well as to the training 

audience based on the predefined scripts from the planning phase. Furthermore, the ECG documents 

the observations in a predefined format and identifies deficiencies that become apparent to the ECG 

during exercise execution. 

Finally, during the exercise, Observers should identify difficulties in how the training audience 

responds to the exercise scenarios, offer adjustments during the execution of the exercise, and support 

deconfliction between real world and exercise injects. 

Post exercise 

The final phase is the post exercise phase. In this phase the collected data from the execution phase 

are analysed. Usually this phase starts on-site while the events remain fresh in the memory of the 

participants and should involve all who participated in the exercise, from the training audience through 

the ECG. Furthermore, this phase provides feedback and serves as a good forum for senior leaders to 

discover the key successes or focus areas for future exercises. 

This phase consolidates information from 3 different sources: 

1. The Observers’ notes which include the detailed responses to injects during the execution of 

the exercise. 

2. A meeting after the exercise, on-site (while events remain fresh in participants memories), 

where all who were involved in the exercise should participate. This meeting consists of 
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discussions on what worked well, what must be improved and what organisations should 

consider for the next exercises. In this meeting a series of yes/no questions about aspects of 

the exercise and free-form fields to capture feedback are also used. 

3. A review that is written from the Exercise Planner within 21 days after the exercise that 

contains the lessons learned and the desired outcomes for the next exercise. This review can 

describe whether the exercise injects were too easy or too difficult with the purpose of 

adjusting their difficulty in the next exercise. 
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8 Conclusions 

This deliverable has been able to provide the state-of-the art report on Cyber Ranges by starting with 

the importance of hands-on training in Cyber Security (CS) and the place of CR in carrying out this task. 

The role of CRs in an organisation with regards to its increase of organisational cyber security resilience 

against cyber threats. It has brought to fore the available global cyber threat landscapes with emphasis 

in Aviation, Navy and Power sectors as well as the training landscape methodologies, and the pillars of 

Cyber Range landscape such as architecture, scenarios, data collection mechanism. All the same, the 

training methodologies, visualisation techniques, personal assessment and gamification techniques. 

The report also provided detailed information about available CRs, their characteristics, goals, and 

application scenarios, which underscores their different unique design and focus. Because the overall 

report focuses on Federated CRs, it also includes the state-of-the-arts available federated CRs with 

their architectures, scenarios, application areas and so on. It concluded by providing EU and 

international policies on Cyber Security and selected EU best practises alongside that of United States 

of America. 
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