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Executive Summary 

In this deliverable, the Consortium reports the dissemination activities of the FORESIGHT project; the 

activities that will be reported are covering the period from the start of the project until March 2021, 

i.e., M1-M18. The report includes three parts that explain (i) the activities and the tools used by the 

Consortium to present the project to the general public, as well as to facilitate the communication 

between the FORESIGHT partners, (ii) the actions followed to present FORESIGHT project to the 

scientific community, and (iii) the FORESIGHT performance information with respect to the KPIs 

introduced in Deliverable 12.1 – “Outreach & communication plan and dissemination report (I)”. 

The partners have been involved in many varying activities in order to disseminate the project and 

create awareness to both the general and targeted public, and eventually they met almost all the 

targeted KPIs. It is worth mentioning that the results from research publications as well as form venues 

and synergies been produced are outstanding. To this end, the FORESIGHT Consortium is confident 

that the KPIs as well as the exploitation objectives introduced in D12.1, if not yet, will be reached soon, 

no matter the issues arisen because of the COVID-19 pandemic.  
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1. Introduction 

1.1 Overview 

The vision of FORESIGHT is to enhance the preparedness of cyber-security professionals at all levels 

and eventually to put forward a new era for cyber-range domain by providing a holistic approach to 

cyber-threat management. Bearing this in mind, the communication activities were overseen by M&S 

(as the leader of WP12), an organisation that focuses on improving sustainability of research and 

innovation outcomes, especially of public funded projects, to ensure that spent resources lead to 

enduring positive impacts for the society as a whole. Along with M&S, UOP, KEMEA and CENTRIC form 

the core of the project’s communication team, working together to succeed the planned impact 

sustainability of the FORESIGHT project. More specifically, M&S is responsible for maintaining the 

consistency of project communications, therefore having the lead of the clustering with other related 

projects and with all individual partners, and for the market analysis and the plan regarding the long-

term sustainability of the FORESIGHT project; UOP is responsible for promoting and disseminating as 

broadly as possible the project’s activities and accomplishments; KEMEA is responsible for the design 

and the delivery of the project’s website, as well as for the timing of blog posts in FORESIGHT’s website; 

social media accounts are created, operated and maintained by M&S; CENTRIC is responsible for the 

standardisation roadmap envisaged in this project. 

In this deliverable, the Consortium reports the dissemination activities of all FORESIGHT project 

partners. The activities that will be reported in this document are covering the period from the start 

of the FORESIGHT project until March 2021, i.e., M1-M18.  

1.2 Relation to other tasks and deliverables  

This deliverable is receiving input from all other deliverables in terms of dissemination and 
communication activities, except from the deliverables of WP1 and WP13. 

1.3 Structure of the document 

This deliverable includes three parts. Section 2 presents the activities and tools used by the Consortium 

to present the project to the general public, as well as to facilitate the communication between the 

FORESIGHT partners; these include the FORESIGHT website, the social media channels (Twitter, 

LinkedIn, Youtube), dissemination material such as press releases, leaflets, and brochures, and a public 

and two private code repositories at Github. In Section 3, we report the actions followed to present 

FORESIGHT project to the scientific community, such as research publications, venue organisations, 

forum participations, and synergies with other projects. Finally, Section 4 presents FORESIGHT 

performance information with respect to the KPIs introduced in D12.1 – “Outreach & communication 

plan and dissemination report (I)”.  
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2 Outreach and communication plan 

This section lists all the activities and tools used from month 1 to month 18 to present the project to 

the general public and to facilitate the communication between the partners of the FORESIGHT 

Consortium. FORESIGHT partners, as can be concluded from the following subsections, do their best 

to communicate the project throughout the running period of the project and to meet the designed 

KPIs as provided in D12.1.  

2.1 Communication tools 

2.1.1 Project website 

The focal point of communication and dissemination of the FORESIGHT project, as well as its official 

web presence, is the project website located at https://foresight-h2020.eu (Figure 1 shows the main 

page of our website). Through its content, official information is showcased regarding consortium 

partners, planned work and events. The website serves as an on-line collaboration tool among the 

consortium and, at the same time, public documents are developed by FORESIGHT and made available 

to the project’s audiences. FORESIGHT website also serves as a gateway to FORESIGHT social media 

channels by providing the necessary links and making the visitor aware of the existence of these 

channels and in the same time, provides the visitor an easy access to them. In what follows, we present 

metrics concerning the visibility of the FORESIGHT website. 

 

Figure 1. FORESIGHT website: Main page  

https://foresight-h2020.eu/
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Date February 25, 2021 

Communication activity FORESIGHT website 

Communication type Website 

Target audience Partners General Academic Government Industry 
 

X X X X X 

Partner(s) involved M&S, KEMEA 

People involved Damir Haskovic (M&S), Panayiotis Papanikolaou (KEMEA) 

Description of activity, 
relevance to the project, 
and Impact 

Time Period: Sep2019 - Feb2021 

Visitors: 2,293 

Sessions: 3,810 

Page Views: 6,367 

Session/user duration: 54” 

Returning Visitors: 25.1% 

Countries: 331 

Annotated photos  

 

 

 
Figure 2. FORESIGHT webpage: Analytics 
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Figure 3. FORESIGHT webpage: New and Returning visitors 

 

 
Figure 4. FORESIGHT webpage: Number of visitors per country 
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2.1.2 Social media 

FORESIGHT project has strong social media presence and is actively engaging in social networking. In 

this way, the project manages to reach the relevant audiences and to further enhance the scope and 

outreach of the project. To this end, Twitter™ (https://twitter.com/FORESIGHT_H2020), LinkedIn™ 

Group (https://www.linkedin.com/groups/8865069/), LinkedIn™ profile (https://www.linkedin.com/ 

in/foresight-project-5391a7198/), and a YouTube™ channel (https://www.youtube.com/channel/ 

UCXwhbVlSHaS7i3srzSKNDXw) for audiovisual material presentation, have been set up, and as stated 

above, their links are provided at the FORESIGHT website. FORESIGHT Social Media channels serve 

both as communication and dissemination platforms; they offer quick updates, reposts of news 

content related to the project, such as links to opportunities to engage with the project, forthcoming 

events, and related news from other sources that impact the project. 

In order to achieve a purely engaging content for FORESIGHT Social Media channels a more visually 

oriented approach is favorable. This includes images, that are free for reuse (under Creative Commons 

License), or when using pictures from project events (with consent from participants) or FORESIGHT 

materials. All FORESIGHT consortium partners are required to contribute to the growth of the social 

media channels by either sharing, liking, subscribing, following, engaging or posting regularly. 

Twitter™, as an open platform that allows access to the contained information without restricting the 

end-user (e.g., by requiring to register and log-in into the platform to access content), will be used to 

disseminate current information about the project scope, open feedback channels, and establish two-

way dialogues with the wide public. When posting on Twitter™, it is recommended to use the project’s 

Twitter™ handle @FORESIGHT_H2020, along with @EU_H2020 and the #H2020 as well as with further 

relevant hashtags to give tweets more visibility. 

Date February 25, 2021 

Communication activity Social media 

Communication type Twitter™, LinkedIn™ Group, LinkedIn™ profile, YouTube™ 

Target audience Partners General Academic Government Industry 
 

X X X X X 

Partner(s) involved M&S, KEMEA 

People involved Damir Haskovic (M&S), Panayiotis Papanikolaou (KEMEA) 

Description of activity, 
relevance to the project, 
and Impact 

Twitter™ 

Tweets: 112 

Following: 681 

Followers: 244 

Reach: 59.325 

Likes: 276 

Engagements: 1.145 

 

LinkedIn™ Group 

Members: 101 

Posts: 47 

https://twitter.com/FORESIGHT_H2020
https://www.linkedin.com/groups/8865069/
https://www.linkedin.com/%20in/foresight-project-5391a7198/
https://www.linkedin.com/%20in/foresight-project-5391a7198/
https://www.youtube.com/channel/%20UCXwhbVlSHaS7i3srzSKNDXw
https://www.youtube.com/channel/%20UCXwhbVlSHaS7i3srzSKNDXw
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LinkedIn™ profile 

Members: 93 

Posts: 38 

Likes: 261 

 

YouTube™ 

Videos: 2 

Subscribers: 8 

 

Annotated photos  

 
Figure 5. FORESIGHT at Twitter 

 

 
Figure 6. FORESIGHT at Twitter: Increasing number of followers 
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Figure 7. FORESIGHT at Twitter: Increasing number of visits 

 

 
Figure 8. FORESIGHT LinkedIn group 

 

 
Figure 9. FORESIGHT LinkedIn profile 
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Figure 10. FORESIGHT YouTube channel 

2.1.3 Newsletters 

FORESIGHT Newsletters aim at providing the project stakeholders and the general audience with 

information related to the project activities. Disseminating the project results using Newsletters 

further raises the awareness of the audiences and in the same time, increases the communication 

impact. FORESIGHT Newsletters are made available both in printed and electronic form. Up to now, 

the project Consortium has released one newsletter. 

Date January, 2020 

Communication activity Electronic Documents 

Communication type Newsletter 

Target audience Partners General Academic Government Industry 
 

X X X X X 

Partner(s) involved M&S, KEMEA 

People involved Damir Haskovic (M&S), Panayiotis Papanikolaou (KEMEA) 

Description of activity, 
relevance to the project, 
and Impact 

FORESIGHT Newsletters aim at providing the project stakeholders and the 
general audience with information related to the project activities. 
Disseminating the project results using Newsletters will further raise the 
awareness of the audiences and in the same time will increase the 
communication impact. Newsletter will be made available both in printed 
and electronic form. 
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Annotated photos 

 
Figure 11. FORESIGHT 1st newsletter 

2.1.4 Press releases 

Press releases and news briefings are regularly released through the project webpage providing the 

website visitor with news regarding FORESIGHT project activities along with related photos. There, the 

visitors of the FORESIGHT website are able to find out more about the posted news and press releases 

in terms of disseminating the project achievements and communicating the project activities. 

Date February 25, 2021 

Communication activity News 

Communication type Press Releases 

Target audience Partners General Academic Government Industry 
 

X X X X X 

Partner(s) involved M&S, KEMEA 

People involved Damir Haskovic (M&S), Panayiotis Papanikolaou (KEMEA) 
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Description of activity, 
relevance to the project, 
and Impact 

Press releases and news briefings provide the website visitor to the 
respective webpage where news briefings regarding FORESIGHT project 
activities along with the relevant photos are presented. There, the visitor 
will be able to find out more about the posted news and press releases 
in terms of disseminating the project achievements and communicating 
the project activities. Figure 12 presents some example press releases 
concerning the FORESIGHT project. 

 

Annotated photos 

 
Figure 12. FORESIGHT press releases 

2.1.5 Leaflets and brochures 

FORESIGHT Consortium prepared leaflets in order to describe the project and its main features, 

timeline, contact information and expected outcomes to the general public in an easily understandable 

way. In addition, the flyers prepared are intended for distribution during aviation, energy and naval 

sector events, where FORESIGHT core partners are involved as organisers or co-organisers; the flyers 

are also used through online channels to communicate the project concept to the general and targeted 

public in a comprehensible manner. 
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Date February 25, 2021 

Communication activity Electronic documents 

Communication type Leaflets 

Target audience Partners General Academic Government Industry 
 

X X X X X 

Partner(s) involved M&S, KEMEA 

People involved Damir Haskovic, Panayiotis Papanikolaou 

Description of activity, 
relevance to the project, 
and Impact 

Project leaflets have been prepared describing the project and its main 
features, timeline, contact information and expected outcomes to the 
general public in an easily understandable way. The flyers are intended 
for distribution, during aviation, energy and naval sector events, where 
FORESIGHT core partners are involved as organisers or co-organisers, as 
well as online and to communicate the project concept in a 
comprehensible manner. 

 

Annotated photos  

 
Figure 13. FORESIGHT Flyer 
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Figure 14. FORESIGHT Leaflet 

 

2.2 Code repository 

The Consortium has created two private and one public code repository to facilitate the issues related 

to the code development of the FORESIGHT project. To start with, a public code repository (Figure 15) 

has been created at QLACK (qlack/QLACK-WebDesktop), that is based on European Dynamics partner’s 

QLACK3 WebDesktop, to facilitate the installation of the FORESIGHT user interface (FUI). Through this 

environment, a user can open new issues, update or close existing issues concerning FUI. 

Next, a private code repository has been created at Github (european-dynamics-rnd/SPEAR-

integration) to facilitate the integration process and the communication between partners’ developers 

teams (Figure 16). There, each user can store and provide documentation for the code developed for 

the FORESIGHT project, open a new issue, update or close existing ones. 

In addition, a private Github code repository providing a high-level library for CyberRange (CR) 

Intercommunications (Figure 17) with a simple API (send event, send action, receive event, receive 

action), through a message queue server, is currently implemented with RabbitMQ. CR users can use 
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the simple API as well as the command line tool and the scenario orchestration module; users can also 

open issues, update or close existing ones. 

Date November, 2020 

Communication activity Github Code repository to facilitate FUI deployment 

Communication type  

Target audience Partners General Academic Government Industry 

 X     

Partner(s) involved ED 

People involved Alkiviadis Giannakoulias (ED) 

Description of activity, 
relevance to the 
project, and Impact 

A public code repository (qlack/QLACK-WebDesktop) to facilitate the 
installation of the FUI, that is based on ED’s QLACK3 WebDesktop. Each 
user can open new issues, update or close existing issues. 

 

Annotated photos 

 
Figure 15. The FORESIGHT public code repository 

 

Date November, 2020 

Communication activity Private Github code repository to facilitate integration 

Communication type  

Target audience Partners General Academic Government Industry 
 

X     

Partner(s) involved ED, UOPHEC, UOP, CYB, OUC, INC, CERTH  

People involved Alkiviadis Giannakoulias (ED) 

Description of activity, 
relevance to the project, 
and Impact 

A private code repository (european-dynamics-rnd/SPEAR-integration) 
has been created in Github to facilitate the integration process and 
communication between developers’ teams of partners. Each user can 
store and provide documentation for a code, open new issue, update or 
close existing issues. 
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Annotated photos 

 
Figure 16. The FORESIGHT private Github code repository to facilitate 

integration 

 

Date November, 2020 

Communication 
activity 

Private Github Code repository providing a high level library for 
CyberRange Intercommunications with a simple API (send event, send 
action, receive event, receive action), through a message queue server, 
currently implemented with RabbitMQ 

 

Communication type  

Target audience Partners General Academic Government Industry 

 X     

Partner(s) involved ED, UOP, ACS, EN, CYB 

People involved Alkiviadis Giannakoulias (ED) 

Description of 
activity, relevance to 
the project, and 
Impact 

A private code repository has been created in Github to facilitate the 
interconnection of the different CR platforms, by allowing them to 
exchange message through a message queue server, currently 
implemented with RabbitMQ. 

CR users can use the simple API (send event, send action, receive event, 
receive action) as well as the command line tool, and the scenario 
orchestration module. Additionally, users can open issues, update or close 
existing issues. 
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Annotated photos 

 
Figure 17. The FORESIGHT private Github code repository for CyberRange 

intercommunications 

 

2.3 Other channels 

Through the first 18 months of the FORESIGHT project, several promo videos, webcasts, podcasts, and 

presentations were developed to present the FORESIGHT project to the general public in an easily 

understandable way. As also discussed previously, a YouTube channel was created dedicated for the 

Consortium to plan short series of white board videos/animations in order to explain the role and the 

goals of the FORESIGHT project in a focused and digestible way for all targeted stakeholder groups. In 

addition to the YouTube channel presentation, the various dissemination activities of the FORESIGHT 

Consortium are given in the following tables. 

Date May, 2020 

Communication activity Dissemination 

Communication type Presentation of the project on a magazine 

Target audience Partners General Academic Government Industry 
 

 x    

Partner(s) involved ESO 

People involved - 

Description of activity, 
relevance to the project, 
and Impact 

FORESIGHT project facts are presented on in popular Bulgarian magazine 
Energetika. The presentation is available online at 
http://www.eso.bg/fileObj.php?oid=2537, pages 61-62. 

http://www.eso.bg/fileObj.php?oid=2537
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Annotated photos 

 
Figure 18. Presentation of the FORESIGHT project on Energetika magazine 

 

Date October, 2019 

Communication activity Dissemination 

Communication type Presentation of the project on a website 

Target audience Partners General Academic Government Industry 
 

 x    

Partner(s) involved M&S 

People involved - 

Description of activity, 
relevance to the project, 
and Impact 

FORESIGHT project facts are presented on M&S website 
https://www.mindsandsparks.org/projects/ 

Annotated photos Ν/Α 

 

https://www.mindsandsparks.org/projects/
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Date October, 2019 

Communication activity Dissemination 

Communication type Presentation of the project on a website 

Target audience Partners General Academic Government Industry 
 

 x    

Partner(s) involved CERTH 

People involved - 

Description of activity, 
relevance to the project, 
and Impact 

FORESIGHT project facts are presented on ITI website 
https://www.iti.gr/iti/projects/FORESIGHT.html 

Annotated photos Ν/Α 

 

Date October, 2019 

Communication activity Dissemination 

Communication type Presentation of the project on a website 

Target audience Partners General Academic Government Industry 
 

 x    

Partner(s) involved CERTH 

People involved - 

Description of activity, 
relevance to the project, 
and Impact 

FORESIGHT project facts are presented on MKLAB website 
https://mklab.iti.gr/projects/foresight/ 

Annotated photos Ν/Α 

 

Date October, 2019 

Communication activity Dissemination 

Communication type Presentation of the project on a website 

Target audience Partners General Academic Government Industry 
 

 x    

Partner(s) involved ESO 

People involved - 

Description of activity, 
relevance to the project, 
and Impact 

FORESIGHT project facts are presented on ESO website 
http://projects.eso.bg/projects/cyber-security 

Annotated photos Ν/Α 

 

https://www.iti.gr/iti/projects/FORESIGHT.html
https://mklab.iti.gr/projects/foresight/
http://projects.eso.bg/projects/cyber-security/?en#%D0%9D%D0%B0%D1%87%D0%B0%D0%BB%D0%BD%D0%B0%20%D1%81%D1%82%D1%80%D0%B0%D0%BD%D0%B8%D1%86%D0%B0
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Date October, 2019 

Communication activity Dissemination 

Communication type Presentation of the project on a website 

Target audience Partners General Academic Government Industry 
 

 x    

Partner(s) involved ED 

People involved - 

Description of activity, 
relevance to the project, 
and Impact 

FORESIGHT project facts are presented on ED website 
https://www.eurodyn.com/rd-2/cyber-security/ 

Annotated photos Ν/Α 

 

Date October, 2019 

Communication activity Dissemination 

Communication type Presentation of the project on a website 

Target audience Partners General Academic Government Industry 
 

 x    

Partner(s) involved UOP 

People involved - 

Description of activity, 
relevance to the project, 
and Impact 

FORESIGHT project facts are presented at UOP on SoDa Lab website 
https://soda.dit.uop.gr/foresight 

Annotated photos Ν/Α 

 

https://www.eurodyn.com/rd-2/cyber-security/
https://soda.dit.uop.gr/?q=node/projects
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3 Dissemination plan 

This section outlines the activities and tools used by the Consortium to present the project to the 

scientific community. 

3.1 Scientific publications 

The research undertaken in the project has already led to nine research publications, five of which 

were accepted for publication in peer-reviewed journals (with high impact rate) and four in peer-

reviewed international conferences. Additionally, six more research publications are likely to emerge, 

since the related manuscripts are already under review (or planned to be sent in the next few months). 

This is an excellent outcome, since the Consortium already managed to meet the targeted KPI; and we 

will continue with great interest to discuss with the research community the issues related to the 

FORESIGHT project and propose solutions. Beyond the references that these papers are likely to 

gather, a more immediate dissemination impact was the level of interest received during the 

conference events, although most of them have gone virtual due to the current situation. In what 

follows, we present all our (both planned and published) scientific publications, along with a short 

description, the involved partners, the venue, and their relation to the FORESIGHT workpackages. 

Date November 16-17, 2021 (Planned submission) 

Communication activity Scientific publication 

Communication type Conference [C&ESAR 2021: Automation in Cybersecurity] 

Target audience Partners General Academic Government Industry 

  x x x x 

Partner(s) involved Thales 

People involved Stéphane PAUL 

Description of activity, 
relevance to the 
project, and Impact 

The paper will discuss the different approaches to risk management, with 
a focus on the definition of a security baseline to secure by compliance, 
and means to automate that definition. 

Learning to secure is an important part of cybersecurity training which is 
probably insufficiently addressed in ForeSight. 

The work presented in this paper will be related with the tasks carried 
out in the workpackage WP5. 

 

Annotated photos N/A 

 

Date July 26-28, 2021 (Under review; Planned submission) 

Communication activity Scientific publication 

Communication type Conference article 

Target audience Partners General Academic Government Industry 
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  X  X 

Partner(s) involved UOP 

People involved Jason Diakoumakos, Evangelos Chaskos, Nicholas Kolokotronis, and 
George Lepouras 

Description of activity, 
relevance to the project, 
and Impact 

Abstract—Professional training is essential for organizations to 
successfully defend their assets against cyber-attacks. Successful 
detection and prevention of security incidents demands that personnel is 
not just aware about the potential threats, but its security expertise goes 
far beyond the necessary background knowledge. To fill-in the gap for 
competent security professionals, platforms offering realistic training 
environments and scenarios are designed that are referred to as cyber-
ranges. Multiple cyber- ranges listed under a common platform can 
simulate more com- plex environments, referred as cyber-range 
federations. Security education approaches often implement gamification 
mechanics to increase trainees’ engagement and maximize the outcome 
of the training process. Scoring is an integral part of a gamification 
scheme, allowing both the trainee and the trainer to monitor the former’s 
performance and progress. In this article, a novel scoring model is 
presented that is designed to be agnostic with respect to the source of 
information: either a CR or a variety of different CRs being part of a 
federated environment. 

The paper has been submitted for publication in 2021 IEEE International 
Conference on Cyber Security and Resilience (IEEE CSR 2021) that will be 
held as a virtual conference, July 26-28, 2021. 

J. Diakoumakos, E. Chaskos, N. Kolokotronis, and G. Lepouras. Cyber-
Range Federation and Cyber-Security Games: A Gamification Scoring 
Model. Under Review, In IEEE CSR 2021, 2021. 

The work presented in this paper is directly related with the tasks carried 
out in the workpackage WP9. 

 

Annotated photos N/A 

 

Date July 26-28, 2021 (Under review; Planned submission) 

Communication activity Scientific publication 

Communication type Conference article 

Target audience Partners General Academic Government Industry 
 

  X  X 

Partner(s) involved UOP 

People involved Nikolaos Koutsouris, Costas Vassilakis, and Nicholas Kolokotronis 

Description of activity, 
relevance to the project, 
and Impact 

Abstract—Cyber-security training has evolved into an imperative need, 
aiming to provide cyber-security professionals with the knowledge and 
skills required to confront cyber-attacks that are increasing in number and 
sophistication. Training activities are typically associated with evaluation 
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means, which are used to assess the extent to which the trainee has 
acquired the knowledge and skills whose development is targeted by the 
training programme, while cyber-security awareness and skill level 
evaluation means may be used to support additional security-related 
aspects of organizations, e.g. the assessment of the level of 
implementation of awareness and training and the identification of 
possible improvements. In this paper, we review trainee performance 
assessment metrics that are used in cyber-security training, aiming to 
assist designers of cyber-security training activities to identify the most 
prominent trainee performance assessment means for their training 
programmes, while additional research directions involving cyber-security 
training evaluation metrics are also identified. 

The paper has been submitted for publication in 2021 IEEE International 
Conference on Cyber Security and Resilience (IEEE CSR 2021) that will be 
held as a virtual conference, July 26-28, 2021. 

N. Koutsouris, C. Vassilakis, and N. Kolokotronis. Cyber-Security Training 
Evaluation Metrics. Under Review, In IEEE CSR 2021, 2021. 

The work presented in this paper is directly related with the tasks carried 
out in the workpackage WP4. 

 

Annotated photos N/A 

 

Date July 26-28, 2021 (Under review; Planned submission) 

Communication activity Scientific publication 

Communication type Conference article 

Target audience Partners General Academic Government Industry 
 

  X  X 

Partner(s) involved UOPHEC 

People involved Matthew Swann, Joseph Rose, Gueltoum Bendiab, Stavros Shiaeles, and 
Fudong Li 

Description of activity, 
relevance to the project, 
and Impact 

Abstract—The use of gamified learning platforms as a method of 
introducing cyber security education, training and awareness has risen the 
last years. With this rise, the availability of platforms to create and host 
the challenges has also increased. In order to identify their suitability for 
cybersecurity training we need a method to compare them using some 
features. In this paper, we are trying to identify what features are needed 
for a Capture The Flag (CTF) platform through literature review, research 
opensource and commercial CTF platforms available and compare them 
against these features in order to conclude on the best platforms available 
for cybersecurity training. 

The paper has been submitted for publication in 2021 IEEE International 
Conference on Cyber Security and Resilience (IEEE CSR 2021) that will be 
held as a virtual conference, July 26-28, 2021. 
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M. Swann, J. Rose, G. Bendiab, S. Shiaeles, and F. Li. Open Source and 
Commercial Capture The Flag Cyber Security Learning Platforms: A Case 
Study. Under Review, In IEEE CSR 2021, 2021. 

The work presented in this paper is directly related with the tasks carried 
out in the workpackage WP4. 

 

Annotated photos N/A 

 

Date July 26-28, 2021 (Under review; Planned submission) 

Communication activity Scientific publication 

Communication type Conference article 

Target audience Partners General Academic Government Industry 
 

  X  X 

Partner(s) involved CERTH 

People involved Christos Iliou, Theodora Tsikrika, Stefanos Vrochidis, and Ioannis 
Kompatsiaris 

Description of activity, 
relevance to the project, 
and Impact 

Abstract—Web bots are programs that can be used to browse the web 
and perform automated actions. These actions can be benign, such as web 
indexing and website monitoring, or malicious, such as content scraping 
and scalping. To detect bots, web servers consider bots’ fingerprint and 
behaviour, with research showing that techniques that examine the 
visitor’s mouse movements can be very effective. In this work, we 
showcase that web bots can leverage the latest advances in machine 
learning to evade detection based on their mouse movements and 
touchscreen trajectories (for the case of mobile web bots). More 
specifically, the proposed web bots utilise Generative Adversarial 
Networks (GANs) to generate images of trajectories similar to those of 
humans, which can then be used by bots to evade detection. We show 
that, even if the web server is aware of the attack method, web bots can 
generate behaviours that can evade detection. 

The paper has been submitted for publication in 2021 IEEE International 
Conference on Cyber Security and Resilience (IEEE CSR 2021) that will be 
held as a virtual conference, July 26-28, 2021. 

C. Iliou, T. Kostoulas, T. Tsikrika, V. Katos, S. Vrochidis, and I. 
Kompatsiaris. Web Bot Detection Evasion Using Generative Adversarial 
Networks. Under Review, In IEEE CSR 2021, 2021. 

The work presented in this paper is directly related with the tasks carried 
out in the workpackage WP9. 

 

Annotated photos N/A 
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Date July 15, 2021 (Planned submission) 

Communication activity Scientific publication 

Communication type Journal [MDPI] 

Target audience Partners General Academic Government Industry 

   X   

Partner(s) involved Thales, Ecole Navale 

People involved Stéphane Paul, Emmanuel Gureghian, David Brosset, and Douraid 
Naouar 

Description of activity, 
relevance to the 
project, and Impact 

The article should explain the approach used for the risk assessment on 
ForeSight, and illustrate it in detail using the naval case study. 

Obérisk: cybersecurity requirements elicitation through agile remote or 
face-to-face risk management brainstorming sessions. 

This publication should provide visibility on the ForeSight approach to a 
large academic audience, considering that this journal has an Open 
Access policy. 

The work presented in this paper will be related with the tasks carried 
out in the workpackages WP5 and WP8. 

 

Annotated photos N/A 

 

Date March 24, 2021 (accepted for publication) 

Communication activity Scientific publication 

Communication type Journal article 

Target audience Partners General Academic Government Industry 
 

  x   

Partner(s) involved UOP 

People involved Paris Koloveas, Thanasis Chantzios, Sofia Alevizopoulou, Spiros 
Skiadopoulos, and Christos Tryfonopoulos 

Description of activity, 
relevance to the project, 
and Impact 

In this work, the authors put forward INTIME, a machine learning-based 
integrated framework that provides a holistic view in the cyber-threat 
intelligence process and allows security analysts to easily identify, collect, 
analyse, extract, integrate and share cyber-threat intelligence from a wide 
variety of online sources including clear/deep/dark web sites, forums and 
marketplaces, popular social networks, trusted structured sources (e.g., 
known security databases), or other datastore types (e.g., pastebins).  

The article was submitted in Electronics journal, for the SI in Advances 
on Networks and Cyber Security 
(https://www.mdpi.com/journal/electronics/special_issues/networks_cy
ber_security) and was accepted for publication in March 2021. 

Paris Koloveas, Thanasis Chantzios, Sofia Alevizopoulou, Spiros 
Skiadopoulos, and Christos Tryfonopoulos. INTIME: A Machine Learning-

https://www.mdpi.com/journal/electronics/special_issues/networks_cyber_security
https://www.mdpi.com/journal/electronics/special_issues/networks_cyber_security
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Based Framework for Gathering and Leveraging Web Data to Cyber-
Threat Intelligence. In Electronics journal, special issue in Advances on 
Networks and Cyber Security, March 2021.  

This article is directly related with the work carried out in the 
workpackage WP9. 

 

Annotated photos N/A 

 

Date February 20, 2021 (accepted for publication)  

Communication activity Scientific publication 

Communication type Journal article 

Target audience Partners General Academic Government Industry 

   x   

Partner(s) involved CERTH 

People involved Christos Iliou, Theodoros Kostoulas, Theodora Tsikrika, Vasilis Katos, 
Stefanos Vrochidis, and Ioannis Kompatsiaris 

Description of activity, 
relevance to the 
project, and Impact 

In this work the authors proposed a web bot detection framework that 
comprises two detection modules: (i) a detection module that utilises 
web logs, and (ii) a detection module that leverages mouse movements. 
The framework combines the results of each module in a novel way to 
capture the different temporal characteristics of the web logs and the 
mouse movements, as well as the spatial characteristics of the mouse 
movements. 

The article was submitted in Digital Threats: Research and Practice 
(DTRAP) (https://dl.acm.org/journal/dtrap) and has been accepted for 
publication. 

Christos Iliou, Theodoros Kostoulas, Theodora Tsikrika, Vasilis Katos, 
Stefanos Vrochidis, and Ioannis Kompatsiaris. Detection of advanced 
web bots by combining web logs with mouse behavioural biometrics. 
Digital Threats: Research and Practice (DTRAP), 2021, accepted for 
publication. 

This article is directly related with the work carried out in the 
workpackage WP9.  

 

Annotated photos N/A 

 

Date January 5, 2021 

Communication activity Scientific Publication 

Communication type Conference article [12th International Networking Conference] 

Target audience Partners General Academic Government Industry 

https://dl.acm.org/journal/dtrap
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   X   

Partner(s) involved OUC 

People involved Adamantini Peratikou, Stavros Stavrou, and Constantinos Louca 

Description of activity, 
relevance to the 
project, and Impact 

The paper explains the approach used to develop and test the Federated 
Platform Controllers. 

Abstract: Cyber Ranges exist to enable hands on training within realistic 
ICT infrastructures in a sandboxed environment, to investigate attack 
and defense strategies and to assess the resilience of the infrastructures. 
To fully exploit their capabilities one has to have access to multi domain 
exercises, which may combine ICT, naval, electrical grid, telecom or other 
relevant infrastructures. It can become obvious that no single 
organization can easily own or sustain a multi domain Cyber Range and 
that there is a need to connect multi domain Cyber Ranges from different 
organizations together. This paper focuses into analyzing the current 
state of the art on the federation of Cyber Ranges, by focusing on the 
federated network interconnection. Various methods for 
interconnecting distributed Cyber Ranges into a single federated Cyber 
Range are being discussed and their network performance impact is 
evaluated. VPNs are widely used to interconnect networks together due 
to their relative low cost and simplistic nature, however, performance of 
the network must be accounted, alongside the flexibility the VPNs can 
provide to support multiple scenarios in a multi domain distributed 
federated Cyber Range. This work focuses on the performance 
comparison of IPsec and Virtual Tunnels. 

The work presented in this paper is directly related with the tasks carried 
out in the workpackage WP10. 

 

Annotated photos N/A 

 

Date December 30, 2020 

Communication activity Scientific publication 

Communication type Journal article 

Target audience Partners General Academic Government Industry 
 

  x   

Partner(s) involved UAD 

People involved Shepherd, L.A; De Paoli, S.; Conacher, J. 

Description of activity, 
relevance to the project, 
and Impact 

Cyber-attacks are continuing to rise globally. It is therefore vital for 
organisations to develop the necessary skills to secure their assets and to 
protect critical national infrastructure. In this short paper, we outline 
human-computer interaction elements which should be considered when 
developing a cybersecurity training platform, in an effort to maintain 
levels of user engagement. We provide an overview of existing training 
platforms before covering specialist cyber ranges. Aspects of human-
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computer interaction are explored with regards to their relevance in the 
context of cyber ranges. We conclude with design suggestions when 
developing a cyber range platform. 

Short paper for discussion which was originally accepted into CyberEDU 
2020 (https://joinup.ec.europa.eu/collection/cyberedu/news/cyberedu).  
The event did not run due to COVID-19 so the organisers created a journal 
instead. 

The article was finally submitted in International Journal of Information 
Security and Cybercrime and published in December 30, 2020. 

Shepherd, L.A; De Paoli, S.; Conacher, J. A Review of Cyber-Ranges and 
Human–Computer Interaction considerations when developing cyber 
ranges. Journal of Information Security and Cybercrime, 9(2), Dec. 13, 
2020. 

The work presented in this paper is directly related with the tasks carried 
out in the workpackages WP2 and WP9. 

The paper is available at the publisher’s website 
http://dx.doi.org/10.19107/IJISC.2020.02.04. 

 

Annotated photos N/A 

 

Date December 13, 2020 

Communication activity Scientific publication 

Communication type Journal article 

Target audience Partners General Academic Government Industry 
 

  x   

Partner(s) involved USTRAT, KEMEA, FNA 

People involved Ukwandu, E.; Farah, M.A.B.; Hindy, H.; Brosset, D.; Kavallieros, D.; 
Atkinson, R.; Tachtatzis, C.; Bures, M.; Andonovic, I.; Bellekens, X. 

Description of activity, 
relevance to the project, 
and Impact 

Cyber situational awareness has been proven to be of value in forming a 
comprehensive understanding of threats and vulnerabilities within 
organisations, as the degree of exposure is governed by the prevailing 
levels of cyber-hygiene and established processes. A more accurate 
assessment of the security provision informs on the most vulnerable 
environments that necessitate more diligent management. The rapid 
proliferation in the automation of cyber-attacks is reducing the gap 
between information and operational technologies and the need to 
review the current levels of robustness against new sophisticated cyber-
attacks, trends, technologies and mitigation countermeasures has 
become pressing. A deeper characterisation is also the basis with which 
to predict future vulnerabilities in turn guiding the most appropriate 
deployment technologies. Thus, refreshing established practices and the 
scope of the training to support the decision making of users and 
operators. The foundation of the training provision is the use of Cyber-
Ranges (CRs) and Test-Beds (TBs), platforms/tools that help inculcate a 

https://joinup.ec.europa.eu/collection/cyberedu/news/cyberedu
http://dx.doi.org/10.19107/IJISC.2020.02.04
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deeper understanding of the evolution of an attack and the methodology 
to deploy the most impactful countermeasures to arrest breaches. In this 
paper, an evaluation of documented CRs and TBs platforms is evaluated. 
CRs and TBs are segmented by type, technology, threat scenarios, 
applications and the scope of attainable training. To enrich the analysis of 
documented CRs and TBs research and cap the study, a taxonomy is 
developed to provide a broader comprehension of the future of CRs and 
TBs. The taxonomy elaborates on the CRs/TBs dimensions, as well as, 
highlighting a diminishing differentiation between application areas. 

The article was submitted in MDPI Sensor Networks and published in 
December 13, 2020. 

Ukwandu, E.; Farah, M.A.B.; Hindy, H.; Brosset, D.; Kavallieros, D.; 
Atkinson, R.; Tachtatzis, C.; Bures, M.; Andonovic, I.; Bellekens, X. A 
Review of Cyber-Ranges and Test-Beds: Current and Future Trends. 
MDPI Sensor Networks, 20(24), Dec. 13, 2020. 

The work presented in this paper is directly related with the tasks carried 
out in the workpackages WP2. 

The paper is available at the publisher’s website 
https://doi.org/10.3390/s20247148. 

 

Annotated photos N/A 

 

Date December 8, 2020 

Communication activity Scientific publication 

Communication type Journal article 

Target audience Partners General Academic Government Industry 
 

  x   

Partner(s) involved UOPHEC 

People involved Mahyar TajDini, Volodymyr Sokolov, Ievgeniia Kuzminykh, Stavros 
Shiaeles, and Bogdan Ghita 

Description of activity, 
relevance to the project, 
and Impact 

Over the last decade, the area of electroencephalography (EEG) witnessed 
a progressive move from high-end large measurement devices, relying on 
accurate construction and providing high sensitivity, to miniature 
hardware, more specifically wireless wearable EEG devices. While 
accurate, traditional EEG systems need a complex structure and long 
periods of application time, unwittingly causing discomfort and distress 
on the users. Given their size and price, aside from their lower sensitivity 
and narrower spectrum band(s), wearable EEG devices may be used 
regularly by individuals for continuous collection of user data from non-
medical environments. This allows their usage for diverse, nontraditional, 
non-medical applications, including cognition, BCI, education, and 
gaming. Given the reduced need for standardization or accuracy, the area 
remains a rather incipient one, mostly driven by the emergence of new 
devices that represent the critical link of the innovation chain. In this 
context, the aim of this study is to provide a holistic assessment of the 

https://doi.org/10.3390/s20247148
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consumer-grade EEG devices for cognition, BCI, education, and gaming, 
based on the existing products, the success of their underlying 
technologies, as benchmarked by the undertaken studies, and their 
integration with current applications across the four areas. Beyond 
establishing a reference point, this review also provides the critical and 
necessary systematic guidance for non-medical EEG research and 
development efforts at the start of their investigation. 

The article was submitted in MDPI Electronics, Special Issue Advanced 
Technologies and Challenges in Brain Machine Interface, and published 
in December 8, 2020. 

Mahyar TajDini, Volodymyr Sokolov, Ievgeniia Kuzminykh, Stavros 
Shiaeles and Bogdan Ghita. Wireless Sensors for Brain Activity—A 
Survey. MDPI Electronics, Special Issue Advanced Technologies and 
Challenges in Brain Machine Interface, 9(12), 2020. 

The work presented in this paper is directly related with the tasks carried 
out in the workpackage WP4. 

The paper is available at the publisher’s website 
https://doi.org/10.3390/electronics9122092. 

 

Annotated photos N/A 

 

Date August 25, 2020 

Communication activity Scientific publication 

Communication type Conference article 

Target audience Partners General Academic Government Industry 
 

  x   

Partner(s) involved UOP, KEMEA 

People involved Christos-Minas Mathas, Konstantinos-Panagiotis Grammatikakis, Costas 
Vassilakis, Nicholas Kolokotronis, Vasiliki-Georgia Bilali, and Dimitris 
Kavallieros 

Description of activity, 
relevance to the project, 
and Impact 

Smart Grids are energy delivery networks; while they offer many 
advantages, their distributed nature and information flow streams 
between energy producers and consumers enable the launching of a 
number of attacks against the smart grid infrastructure, where the related 
consequences may range from economic loss to complete failure of the 
smart grid. This paper surveys the threat landscape of smart grids, 
identifying threats that are specific to this infrastructure, providing an 
assessment of the severity of the consequences of each attack type, 
discerning features that can be utilized to detect attacks and listing 
methods that can be used to mitigate them. 

The paper was presented in the 15th International Conference on 
Availability, Reliability and Security (ARES 2020) that was held in Dublin, 
Ireland, 25 August 2020.  

https://doi.org/10.3390/electronics9122092
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Christos-Minas Mathas, Konstantinos-Panagiotis Grammatikakis, Costas 
Vassilakis, Nicholas Kolokotronis, Vasiliki-Georgia Bilali, and Dimitris 
Kavallieros. Threat Landscape for Smart Grid Systems. In Proceedings of 
the 15th International Conference on Availability, Reliability and Security 
(ARES), 111: pp. 1–7, 2020.  

The work presented in this paper is directly related with the tasks carried 
out in the workpackages WP7. 

The paper is available at the publisher’s website 
(https://dl.acm.org/doi/10.1145/3407023.3409229). 

 

Annotated photos N/A 

 

Date August 25, 2020 

Communication activity Scientific publication 

Communication type Conference article 

Target audience Partners General Academic Government Industry 
 

  x   

Partner(s) involved UOPHEC, UOP 

People involved Gueltoum Bendiab, Konstantinos-Panagiotis Grammatikakis, Ioannis 
Koufos, Nicholas Kolokotronis, and Stavros Shiaeles 

Description of activity, 
relevance to the project, 
and Impact 

Smart Grids are energy delivery networks, constituting an evolution of 
power grids, in which a bidirectional flow between power providers and 
consumers is established. These flows support the transfer of electricity 
and information, in order to support automation actions in the context of 
the energy delivery network. Insofar, many smart grid implementations 
and implementation proposals have emerged, with varying degrees of 
feature delivery and sophistication. While smart grids offer many 
advantages, their distributed nature and information flow streams 
between energy producers and consumers enable the launching of a 
number of attacks against the smart grid infrastructure, where the related 
consequences may range from economic loss to complete failure of the 
smart grid. In this paper, we survey the threat landscape of smart grids, 
identifying threats that are specific to this infrastructure, providing an 
assessment of the severity of the consequences of each attack type, 
discerning features that can be utilized to detect attacks and listing 
methods that can be used to mitigate them. 

The paper was presented in the 15th International Conference on 
Availability, Reliability and Security (ARES 2020) that was held in Dublin, 
Ireland, 25 August 2020.  

Gueltoum Bendiab, Konstantinos-Panagiotis Grammatikakis, Ioannis 
Koufos, Nicholas Kolokotronis, and Stavros Shiaeles. Advanced Metering 
Infrastructures: Security Risks and Mitigation. In Proceedings of the 15th 
International Conference on Availability, Reliability and Security (ARES), 
111: pp. 1–8, 2020.  

https://dl.acm.org/doi/10.1145/3407023.3409229
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The work presented in this paper is directly related with the tasks carried 
out in the workpackage WP7. 

 The paper is available at the publisher’s website 
https://doi.org/10.1145/3407023.3409229. 

 

Annotated photos N/A 

 

Date August 25, 2020 

Communication activity Scientific publication 

Communication type Conference article 

Target audience Partners General Academic Government Industry 
 

  x   

Partner(s) involved USTRAT, KEMEA, CYBEXER 

People involved Dimitrios Vozikis, Eleni Darra, Tanel Kuusk, Dimitris Kavallieros, Aare 
Reintam, and Xavier Bellekens 

Description of activity, 
relevance to the project, 
and Impact 

Multi-vector Energy Distribution Systems (EDS) are increasingly 
connected to provide new services to consumers and Distribution 
Network Operators (DNO). This exponential growth in connectivity, while 
beneficial, tremendously increases the attack surface of critical 
infrastructures, demonstrating a clear need for energy operator cyber-
security training. This paper highlights the cyber-security challenges faced 
by EDS operators as well as the impact a successful cyber-attack could 
have on the grid. Finally, training needs are contextualised through cyber-
attack examples. 

The paper was presented in the 15th International Conference on 
Availability, Reliability and Security (ARES 2020) that was held in Dublin, 
Ireland, 25 August 2020.  

Dimitrios Vozikis, Eleni Darra, Tanel Kuusk, Dimitris Kavallieros, Aare 
Reintam, and Xavier Bellekens. On the Importance of Cyber-Security 
Training for Multi-Vector Energy Distribution System Operators. In 
Proceedings of the 15th International Conference on Availability, 
Reliability and Security (ARES), 111: pp. 1–6, 2020.  

The work presented in this paper is directly related with the tasks carried 
out in the workpackages WP4 and WP7. 

The paper is available at the publisher’s website 
https://dl.acm.org/doi/10.1145/3407023.3409313.  

 

Annotated photos N/A 

 

3.2 Venue organisation: Conferences, workshops and other events 

FORESIGHT project had an active participation at the Mediterranean Security Event 2019 (MSE 2019); 

this event was a joint initiative of more than 20 EU funded R&D projects, which ultimate goal was to 

https://doi.org/10.1145/3407023.3409229
https://dl.acm.org/doi/10.1145/3407023.3409313
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bring together all the strategic players of security and civil protection in EU, encourage interaction, 

synergy and collaboration among stakeholders and foster the development of solutions that can be 

implemented across Europe and beyond. During the event, the Project Coordinator (KEMEA) 

presented the FORESIGHT project and its initiatives, and enjoyed the vivid interests of the attendees. 

Additionally, FORESIGHT Consortium is organising four venue organisations (one conference and three 

workshops); these events are directly related with the work carried out in the FORESIGHT project and 

will take place in the next few months. The venues are broadly disseminated through various channels 

(e.g., social networks) and are expected to prompt prospective authors to submit previously 

unpublished interesting contributions from a broad range of related topics and trigger many 

interesting discussions. This way, the Consortium aim to ensure breadth of dissemination channels, 

including both the academic/research community (as part of the research conferences) as well as the 

Industrial community (through the workshops). All the details of the venue organisations are given in 

the following tables. 

Date August 17-20, 2021 (Planned venue) 

Communication activity Venue organisation 

Communication type Workshop organisation 

Target audience Partners General Academic Government Industry 
 

  X  X 

Partner(s) involved UOP, INCITES, KEMEA 

People involved Nicholas Kolokotronis, Theodoros Rokkas, Dimitris Kavallieros 

Description of activity, 
relevance to the project, 
and Impact 

2nd International Workshop on Electrical Power and Energy Systems 
Safety, Security and Resilience (EPESec 2021) 

to be held in conjunction with the 16th International Conference on 
Availability, Reliability and Security 

(ARES 2021 – http://www.ares-conference.eu ) 

 

DESCRIPTION & SCOPE 

Energy transition poses significant challenges, as the road ahead is 
focused on integrating higher share of renewables, promoting a more 
efficient and decentralized energy system, by involving advanced digital 
technologies and systems such as smart devices, faster and more flexible 
gateways, smart meters and IoT. However, this transition necessitates the 
integration of cyber-defense measures and strategies into novel, resilient 
and self-healing architectures. 

The forthcoming smart energy ecosystem is considered as the next-
generation power system, which promises self-healing, resilience, 
sustainability and efficiency to the critical energy infrastructure. However, 
due to the increasing digitization of the energy infrastructure, the risk of 
cyberattacks has risen dramatically, while as the smart energy and power 
grid is reaching every house and building, the potential of attracting cyber-
attackers is magnified. Additionally, legacy systems constitute weak 
points of failure since they were designed in times when cybersecurity and 

http://www.ares-conference.eu/
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remote monitoring and control was not part of the technical specifications 
for the system design. 

According to the European Network and Information Security Agency 
(ENISA): ‘A cybersecurity incident to power grids could be defined as any 
adverse event that can impact the confidentiality, integrity or availability 
of the Information and Communication Technology (ICT) systems 
supporting the different processes of the organizations involved in the 
well-functioning of the power system, including all its domains (e.g., 
markets, operation of the distribution or transmission grid, customers, 
etc.). 

From this perspective, the EPESec 2021 workshop aims at collecting the 
most relevant ongoing research efforts in the EPES digital security field. It 
also serves as a forum for relevant projects in order to disseminate their 
security-related results, boost cooperation, knowledge sharing and 
follow-up synergies, and foster the development of the EPES Security 
Community, composed of security experts and practitioners. 

TOPICS OF INTEREST 

Prospective authors are encouraged to submit previously unpublished 
contributions from a broad range of topics, which include but are not 
limited to the following: 

› Risk analysis and management 
› Vulnerability assessment and metrics 
› Awareness, training and simulation 
› Privacy and anonymity in smart/micro grids 

› Cyber threat intelligence 

› Cyber security engineering 
› Resilient ICS/CPS 
› Incident response and digital forensics 
› Incidents and Security Information Sharing 
› Attack simulations 

 

The complete list of topics can be found at https://www.ares-
conference.eu/workshops-eu-symposium/epesec-2021/  

 

IMPORTANT DATES 
Paper submission deadline: May 14, 2021 
Authors' notification: June 2, 2021 
Camera-ready submission: June 13, 2021 

 

WORKSHOP CHAIRS 

Panagiotis Sarigiannidis, Univ. Western Makedonia, Greece 
Vasileios Gkioulos, Norwegian Univ. Science & Technology, Norway 
Nicholas Kolokotronis, University of Peloponnese, Greece 
Theodoros Rokkas, inCITES Consulting, Luxembourg 
Dimitris Kavallieros, Center for Security Studies, Greece 

 

https://www.ares-conference.eu/workshops-eu-symposium/epesec-2021/
https://www.ares-conference.eu/workshops-eu-symposium/epesec-2021/


D12.8 Outreach & communication plan and dissemination report (II) 

© 2021 FORESIGHT  Horizon 2020 | SU-DS01-2018 | 833673 

41 

Annotated photos 

 
Figure 19. ARES EPESec 2021 Workshop 

 

Date July 26–28, 2021 (Planned venue) 

Communication activity Venue organisation 

Communication type Conference organisation 

Target audience Partners General Academic Government Industry 
 

  X  X 

Partner(s) involved UOPHEC, UOP 

People involved Stavros Shiaeles, Nicholas Kolokotronis 

Description of activity, 
relevance to the project, 
and Impact 

2021 IEEE International Conference on Cyber Security and Resilience 
(IEEE CSR 2021) 
 
https://www.ieee-csr.org/  
 
The IEEE International Conference on Cyber Security and Resilience (IEEE 
CSR) is an annual event sponsored by the IEEE Systems, Man, and 
Cybernetics (SMC) Society. 

 

DESCRIPTION & SCOPE 

The technological and industrial revolution brought by complex Cyber-
Physical Systems (CPSs) comes with new threats and cyber-attacks that 
exploit their inherent complexity and heterogeneity. Systems under 
attack, should exhibit cyber resilience, i.e. a mixture of strategies, 
methods, and techniques to support complex CPS adaptive capacity 
during cyber-attacks. The conference focuses on theoretical and practical 
aspects of the security, privacy, trust, and resilience of networks, systems, 
and services as well as novel ways for dealing with their vulnerabilities and 
mitigating sophisticated cyber-attacks. 

TOPICS OF INTEREST 

Prospective authors are encouraged to submit previously unpublished 
contributions from a broad range of topics, which include but are not 
limited to the following: 

 

https://www.ieee-csr.org/
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Cyber security 

› DLT/smart contract security 

› Cyber-security and AI 
› Cyber-threat intelligence 
› Malicious cryptography 
› Moving target defense 
› Network intrusion detection 
› Post-quantum security 
› Privacy and data protection 
 
Cyber resilience 
› AI for resilience management 
› Attack resilient architectures 
› Cyber-range platforms 
› Cyber-risk forecasting 
› Cyber-security training 
› Dynamic risk management 
› Gamification in security 
› SDN security 
 
Complex CPS security 
› Automotive security 
› Critical infrastructure security 
› ICS security 
› Industrial IoT security 
› IoT and cloud forensics 
› Smart cities security 
› Smart grid security 
› Virtualization security 
 
The complete list of topics can be found at https://www.ieee-csr.org/ 

 

IMPORTANT DATES 
Paper submission deadline: February 15, 2021 
Authors' notification: April 12, 2021 
Camera-ready submission: May 10, 2021 
Early registration deadline: May 31, 2021 

 

CONFERENCE CHAIRS 
Stavros Shiaeles, University of Portsmouth (stavros.shiaeles@port.ac.uk) 
Nicholas Kolokotronis, University of Peloponnese (nkolok@uop.gr) 
Emanuele Bellini, University of Campania (emanuele.bellini@ieee.org) 

 

https://www.ieee-csr.org/
mailto:stavros.shiaeles@port.ac.uk
mailto:nkolok@uop.gr
mailto:emanuele.bellini@ieee.org
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Annotated photos 

 
Figure 20. 2001 IEEE Intern. Conf. on Cyber Security and Resilience 

 

Date July 26, 2021 (Planned venue) 

Communication activity Venue organisation 

Communication type Workshop organisation 

Target audience Partners General Academic Government Industry 
 

  x  x 

Partner(s) involved UoP 

People involved Christos Tryfonopoulos, Spiros Skiadopoulos, Paraskevi Raftopoulou 

Description of activity, 
relevance to the project, 
and Impact 

IEEE CSR Workshop on Data Science for Cyber Security (DS4CS) 

Over the years cyber-threats have increased in numbers and 
sophistication; adversaries now use a vast set of tools and tactics to attack 
their victims with their motivations ranging from intelligence collection to 
destruction or financial gain. Lately, the introduction of IoT devices on a 
number of applications, ranging from home automation to monitoring of 
critical infrastructures, has created an even more complicated cyber-
defense landscape. The sheer number of IoT devices deployed globally, 
most of which are readily accessible and easily hacked, allows threat 
actors to use them as the cyber-weapon delivery system of choice in many 
today’s cyber-attacks, ranging from botnet-building for DDoS attacks, to 
malware spreading and spamming. 

Staying on top of these evolving cyber-threats has become an increasingly 
difficult task that nowadays entails the collection, analysis, and leveraging 
of huge volumes of data and requires methodologies and techniques 
located at the intersection of statistics, data mining, machine learning, 
visualization and big data. Although the application of Data Science 
methodology to the Cyber Security domain is a relative new topic, it 
steadily gathers the interest of the research community as showcased by 
the utilization of data science techniques in a variety of cyber-defense 
facets that include proactive technologies (e.g., cyber-threat intelligence 
gathering and sharing), platform profiling (e.g., trust calculation and 
blacklisting), attack detection/mitigation (e.g., active network monitoring, 
situational awareness, and adaptable mitigation strategies), and others. 
This workshop aims to spotlight cutting-edge research in data science 
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driven cyber-security in academia, business and government, as well as 
help in the alignment of these endeavors. 

 

The workshop will be co-located with the (virtual) IEEE International 
Conference on Cyber Security and Resilience (CSR 2021). The workshop’s 
proceedings will be published by IEEE and will be included in IEEE Xplore. 

This workshop is directly related with the work carried out in the 
workpackage WP9; it is expected to prompt prospective authors to submit 
previously unpublished interesting contributions from a broad range of 
related topics and trigger many interesting discussions.  

 

The venue details are available at the conference’s website 
https://www.ieee-csr.org 

 

Annotated photos 

 
Figure 21. IEEE CSR DS4CS 2021 Workshop: Call for papers 

 

  

https://www.ieee-csr.org/
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Date July 26, 2021 (Planned venue) 

Communication activity Venue organisation 

Communication type Workshop organisation 

Target audience Partners General Academic Government Industry 
 

  X  X 

Partner(s) involved USTRAT, M&S, KEMEA, UOP 

People involved Xavier Bellekens, Damir Haskovic, Dimitris Kavallieros, Evangelos Chaskos 

Description of activity, 
relevance to the project, 
and Impact 

Cyber-attacks are increasing in both sophistication and scale, revealing 
the extent at which critical infrastructures and other information and 
communication systems are exposed. More highly skilled cyber security 
professionals are needed with a deep understanding of cyber-security to 
deal with the fast growing number of cyber-threats. Cyber-security 
education and training are becoming more and more relevant as it is the 
only way in which such incidents can be prevented and handled 
adequately. A cyber-range (CR) is the environment in which cyber-security 
experts and professionals can practice technical and soft skills and be 
trained —in an isolated virtual environment emulating large-scale 
complex networks— on how to respond to cyber-attack scenarios within 
various domains. The more realistic the simulated scenarios, the more 
prepared the trainees will be to face real-world attacks. 

The cyber-space offered by the CR infrastructure recreates the experience 
of responding to a cyber-attack, by replicating a security operations 
center environment, an organization’s network and the attack itself. CRs 
are considered to be the key towards strengthening the robustness and 
security of critical infrastructures; therefore, it is important that they 
provide a realistic, diverse, and dynamic simulation environment so as to 
properly prepare trainees for preventing and responding to all incidents 
of cyber-attacks. This is an area in which further advancements should be 
made: the generated scenarios are tightly coupled with the domain being 
modelled, often not easily modifiable to accommodate changes in an 
organization’s infrastructure or software and likewise not easily 
extendable to acquire knowledge regarding newly discovered 
vulnerabilities, threats and attackers’ tactics, techniques, and procedures. 
In the era of IoT, these limitations do not allow easy prevention, detection, 
and mitigation of hybrid attacks spanning many different domains. 

This workshop focuses on both research and practical aspects of cyber 
ranges and aims at addressing the main challenges involved in their 
development and use in professional cyber security training, as well as in 
exploring the use of emerging technologies. Aligned with the 
interdisciplinary nature of cyber security, authors from academia, 
industry, and government are welcome to contribute. 

 

Workshop chairs 
Xavier Bellekens, University of Strathclyde Glasgow 
Neofytos Gerosavva, Eight Bells 
Angelos Amditis, Institute of Comm. and Computer Systems 
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The venue details are available at the conference’s website 
https://www.ieee-csr.org 

 

Annotated photos 

 
Figure 22. IEEE CSR CRST 2021 Workshop: Call for papers 

 

Date October 31, 2019  

Communication activity Venue organisation 

Communication type Workshop organisation 

Target audience Partners General Academic Government Industry 
 

  x  x 

Partner(s) involved KEMEA 

People involved - 

Description of activity, 
relevance to the project, 
and Impact 

Mediterranean Security Event 2019 (MSE2019) 

The Mediterranean Security Event 2019 (MSE 2019) was the largest event 
of the year organized by the community of Security R&D stakeholders in 
the European Union in Crete (Greece). 

This three-day event focused on multiple security-oriented research areas 
that have been identified as of high priority by EU. 

Between the 29th and the 31st of October 2019, more than 150 
attendees joined the event and had the opportunity to attend keynote 
speeches, participate to plenary and parallel sessions, follow projects 
presentations organized in thematic sessions, be informed on security 
research findings, join round tables, participate in focused workshops, 
and attend live demos of security solutions. 

The Mediterranean Security Event 2019 welcomed experts, scientists, 
practitioners, researchers, policy makers and their innovative ideas on 
security-related topics. This event was a joint initiative of more than 
twenty EU funded R&D projects, which ultimate goal is to bring together 
all the strategic players of security and civil protection in EU, encourage 
interaction, synergy and collaboration among stakeholders and foster the 
development of solutions that can be implemented across Europe and 
beyond. During the event, the Project Coordinator presented the 

https://www.ieee-csr.org/
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Foresight project and its initiatives, and enjoyed the vivid interests of the 
attendees.  

The venue details are available at the conference’s website 
https://twitter.com/event_mse 

 

Annotated photos 

 
Figure 23. MSE 2019: Call for papers 

 

3.2.1 Technical factsheets 

All information concerning FORESIGHT project, which among others include the project description, 

the budget, and the partners involved, was presented at CORDIS website ever since the beginning of 

the project. Part (or all) of this information is also included at the partners’ institutions/laboratories 

websites (see Section 2.3 for more details). Airbus has also recently released a factsheet (Figure 24) to 

demonstrate the FORESIGHT project in the aviation domain. All the information concerning the 

technical factsheets are presented below. 

Date February, 2021 

Communication activity Present project facts at aviation domain 

Communication type Forum 

Target audience Partners General Academic Government Industry 
 

x x  x x 

Partner(s) involved Airbus 

People involved N/A 

Description of activity, 
relevance to the project, 
and Impact 

Information concerning the FORESIGHT project (i.e., description, 
objectives, etc.) was presented at Airbus website  

https://airbus-cyber-security.com/products-and-
services/innovation/foresight/ 

https://twitter.com/event_mse
https://airbus-cyber-security.com/products-and-services/innovation/foresight/
https://airbus-cyber-security.com/products-and-services/innovation/foresight/
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Annotated photos 

 
Figure 24. Factsheet of the FORESIGHT project: The aviation domain 

 

Date October 3, 2019 

Communication activity Present project facts at CORDIS website 

Communication type Forum 

Target audience Partners General Academic Government Industry 
 

 x  x  

Partner(s) involved EC 

People involved N/A 

Description of activity, 
relevance to the project, 
and Impact 

All information concerning the FORESIGHT project (i.e., description, 
budget, partners, etc.) was presented at CORDIS website 
https://cordis.europa.eu/project/id/833673 

Annotated photos N/A 

 

  

https://cordis.europa.eu/project/id/833673
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3.3 Seminars, lectures and technical presentations 

In the frame of raising awareness concerning FORESIGHT, the Consortium has planned various 

activities during the first 18 months of the project. The Institute of Informatics & Telecommunications 

(IIT) has planned lectures throughout March 2021 to inform the public about the possibilities of 

cybersecurity and help this way wider audiences to become informed and feel familiar with this topic; 

they also aspire to kick-start a conversation with the community. The Consortium has also published a 

FORESIGHT naval risk assessment report as a typical example of risk assessment using the Obérisk 

approach and has participated in panels during the 9th International Energy Conference on Energy and 

Cyber Security – Risks and Protections; these actions were held in an effort to provide visibility on the 

FORESIGHT results to a large audience, which is highly sensitive to cybersecurity concerns. Please find 

below all the related details. 

Date March 29, 2021 

Communication activity Cyber security event participation 

Communication type Presentation of the FORESIGHT project in lectures 

Target audience Partners General Academic Government Industry 
 

  X  X 

Partner(s) involved KEMEA 

People involved Dimitris Kavallieros, Nicholas Kolokotronis 

Description of activity, 
relevance to the project, 
and Impact 

In the frame of raising awareness about Cyber & Physical Security, the 
Institute of Informatics & Telecommunications (IIT) has planned various 
activities throughout March. Informing about the possibilities of 
cybersecurity will help wider audiences become informed and more 
familiar with this topic and also kick-start a conversation with the 
community. 

FORESIGHT project: focus on Cyber ranges and the new training era in 
cyber-security. Presentation and cyber range showcase video will be 
made. 

The venue details are available at the ITT’s website 
https://www.iit.demokritos.gr/newsevents/iit-dedicates-march-cyber-
physical-security/  

 

Annotated photos N/A 

 

Date February 11, 2021  

Communication activity Conference participation 

Communication type Presentation of the FORESIGHT project in a webinar 

Target audience Partners General Academic Government Industry 
 

  x   

Partner(s) involved ESO 

https://www.iit.demokritos.gr/newsevents/iit-dedicates-march-cyber-physical-security/
https://www.iit.demokritos.gr/newsevents/iit-dedicates-march-cyber-physical-security/
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People involved  

Description of activity, 
relevance to the project, 
and Impact 

FORESIGHT project was presented in panels during the 9th International 
Energy Conference on Energy and Cyber Security – Risks and Protections.  

The conference was organized under the Patronage of the Deputy Prime 
Minister of the Republic of Bulgaria Mrs. Mariana Nikolova, was held 
online at February 11, 2021, and occurred with the partenrship of 
American Chamber of Commerce in Bulgaria. 

The venue details are available at the conference’s website 
https://www.infobusiness.bcci.bg/event-3-1-2020.html 

 

Annotated photos N/A 

 

Date Jan 27, 2021 

Communication activity Publication of the FORESIGHT naval risk assessment report as a typical 
example of risk assessment report using the Obérisk approach 

Communication type Forum & social-media 

Target audience Partners General Academic Government Industry 

  X  X X 

Partner(s) involved Thales, Ecole Navale 

People involved Stéphane PAUL, David BROSSET 

Description of activity, 
relevance to the 
project, and Impact 

The report was published on the Forum of the Club EBIOS, which is the 
leading association for risk assessment in France. It federates hundreds 
of French risk management practitioners and ANSSI, the French 
cybersecurity agency. 

The Club EBIOS is also committed to post the information on other social 
media. Such posts have already been performed on LinkedIn, with 3200+ 
followers, and on Twitter, with 1700+ followers. 

These publications provide visibility on the ForeSight results to a large 
audience, which is highly sensitive to cybersecurity concerns. 

 

https://www.infobusiness.bcci.bg/event-3-1-2020.html
https://club-ebios.org/site/en/obeya-like-risk-management-approach/
https://www.linkedin.com/feed/update/urn%3Ali%3Aactivity%3A6772063614405804032/?midToken=AQFgrRQhLIdSRg&midSig=01aN36c394D9E1&trk=eml-email_notification_single_mentioned_you_in_this_01-notifications-1-hero%7Ecard%7Efeed&trkEmail=eml-email_notification_single_mentioned_you_in_this_01-notifications-1-hero%7Ecard%7Efeed-null-1bz3hg%7Eklqaqakg%7E9z-null-voyagerOffline
https://twitter.com/club_ebios/status/1366296884608958466
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Annotated photos 

 
Figure 25. Factsheet of the FORESIGHT project: The naval use-case 

 

3.4 Project synergies and other targeted initiatives 

There are numerous ongoing initiatives and research & innovation activities related to FORESIGHT. 

This emphasizes the importance of working together and to create synergies and clusters in order to 

maximize the impact and avoid duplicating work. These synergies are empowered by the commitment 

of numerous partners to disseminate FORESIGHT in other H2020 projects concerning cyber security 

including awareness and training programs. This represents a great potential to exploit opportunities 

for knowledge exchange and to tackle new challenging problems that require extensive research. 

Below, we present FORESIGHT Consortium collaborations with other related projects and the actions 

taken to exploit opportunities for knowledge exchange and for improving dissemination. 
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Date October 26, 2020 

Communication activity Clustering 

Communication type Networking and webinar organization 

Target audience Partners General Academic Government Industry 

 X X X X X 

Partner(s) involved M&S, KEMEA, UOP 

People involved Damir Haskovic (M&S), Dimitris Kavallieros, Eleni Darra, Panayiotis 
Papanikolaou (KEMEA), Nicholas Kolokotronis (UOP) 

Description of activity, 
relevance to the 
project, and Impact 

The “Cyber-Range Network” is a collaboration initiative created jointly 
from three EU funded projects: FORESIGHT, Cyber-MAR and SPIDER, 
which have a strong common collaboration ground aligned with EU 
Security Union Strategy. The aforementioned network has the following 
main objectives: 

▪ to promote collaboration and to facilitate exchange of 
knowledge among them 

▪ to showcase their respective project results to a wider audience 
▪ to perform joint dissemination activities 
▪ to improve awareness regarding cybersecurity preparedness and 

training 

Productive cooperation was initiated with an organization of a joint 
webinar addressed to stakeholders of all backgrounds that were 
interested in cybersecurity technological advancements. The main aim of 
the first webinar was to: 

▪ Introduce the three projects along with their key objectives and 
the current progress 

▪ Present the concept of cyber-ranges as virtual training 
environments and how they can be used to prepare for cyber 
attacks 

▪ Exchange views and hold an interactive and productive 
discussion with the webinar participants 

 

Annotated photos 

 
Figure 26. Announcement of the Cyber-Range Network Webinar 
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Figure 27. Cyber-Range Network Webinar Live 

 

Date October 10, 2020 

Communication activity Synergies 

Communication type FORESIGHT Project representation 

Target audience Partners General Academic Governmen
t 

Industry 

 X X X X X 

Partner(s) involved M&S 

People involved Damir Haskovic (M&S) 

Description of activity, 
relevance to the 
project, and Impact 

FORESIGHT will continuously establish further synergies with related 
projects & initiatives, which will expand the network of contacts, 
facilitate content and expertise contribution and reach a higher number 
of interested stakeholders. 

Cyberwatching.eu represents a single gateway to innovative and 
trustworthy ICT products, services and software in the field of 
cybersecurity and privacy. FORESIGHT is included in the 
Cyberwatching.eu PROJECT HUB, which complies all EU-funded research 
projects on cybersecurity topics and offers a chance to identify individual 
projects, access project information and connect with the researchers. 

Furthermore, FORESIGHT is presented on the Cyberwatching Project 
Radar, which provides a visual overview of the European Cybersecurity 
research landscape, making it easier to gather information on the state 
of the art of the landscape. 

 

https://cyberwatching.eu/projects
https://radar.cyberwatching.eu/radar
https://radar.cyberwatching.eu/radar
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Annotated photos 

 
Figure 28. FORESIGHT representation on Cyberwatching.eu gateway 

 

 
Figure 29. FORESIGHT representation on the Cyberwatching Project Radar 
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Date October 10, 2020 

Communication activity Synergies 

Communication type FORESIGHT Project representation 

Target audience Partners General Academic Governmen
t 

Industry 

 X X X X X 

Partner(s) involved M&S 

People involved Damir Haskovic (M&S) 

Description of activity, 
relevance to the 
project, and Impact 

FORESIGHT will continuously establish further synergies with related 
projects & initiatives, which will expand the network of contacts, 
facilitate content and expertise contribution and reach a higher number 
of interested stakeholders. 

GUARD project is a cybersecurity framework to Guarantee Reliability and 
trust for Digital service chains, and has featured the FORESIGHT project 
on its website. These 2 projects have supported each other through 
mutual participation in research surveys and social media promotion. 

 

Annotated photos 

 

Figure 30. FORESIGHT representation on GUARD gateway 

 

Date September 1, 2020 

Communication activity Knowledge article 

Communication type Presentation of FORESIGHT on related project website (Link) 

Target audience Partners General Academic Government Industry 

 X X X X X 

Partner(s) involved M&S 

People involved Damir Haskovic (M&S) 

Description of activity, 
relevance to the 
project, and Impact 

The focus of FORESIGHT knowledge articles is to provide information and 
knowledge about current cybersecurity-related topics, expertise, 
innovation and main outcomes of the project. They are created by all 
project partners in order to attract interest groups, direct visitors to the 
FORESIGHT project website and provide high-quality content for search 
engine optimization. Synergies with other projects and actors will 
provide additional content and exposure to the targeted stakeholder 
groups. The first knowledge article was aimed at presenting the 

https://guard-project.eu/
https://www.securehospitals.eu/knowledge-articles/cybersecurity-solutions-the-foresight-project/
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FORESIGHT project and the future potential of its main innovative 
aspects in the healthcare context, which is important for the 
SecureHospitals.eu project. 

 

Annotated photos 

 
Figure 31. Presentation of FORESIGHT on SecureHospitals.eu website 

 

https://project.securehospitals.eu/
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4 Plan assessment and evaluation 

The long-term vision of FORESIGHT is to empower organisations to protect themselves both legally 

and economically by reducing cyberattacks. The adoption and use of the FORESIGHT outputs by 

organisations is expected to lead to increased marketing opportunities, which would dramatically 

enhance their user bases. Hitting that milestone will, in turn, generally increase the resilience of society 

to cyberattacks. The plan for exploitation and dissemination of results is in line with the overall 

FORESIGHT innovation management approach and consists of several policies intended to transfer 

FORESIGHT achievements and lessons learned to business, having also as end goal the 

commercialisation and customer engagement with the project’s outcomes.  

In what follows, we present a summary of the key performance indicators (KPIs) identified across all 

partners during this first report and how they map to the KPIs of D12.1, in order to fully assess the 

impact of our activities to the project and to ensure the continuity of the Consortium and the work 

conducted. In addition, we point out the difficulties imposed in the planned dissemination activities 

by the current situation because of the COVID-19 pandemic and we propose mitigation actions. 

4.1 Summary of dissemination activities 

Table 1 presents a summary of the dissemination activities that were carried out by all partners of the 

FORESIGHT project in comparison with the KPIs as were set in D12.1. As can be concluded, the partners 

succeeded in disseminating the project the first 18 months since FORESIGHT started and are working 

hard to meet the targets set in D12.1. This progress will continue to be closely monitored by the 

partners being responsible for the dissemination activities. 

Table 1. Summary of dissemination activities and achieved results 

ID Activity KPI Achieved Results 

1 Website 1000 visits for 1st year ▪ 2293 visits in 18 months 

▪ 25,1% returning visitors 

▪ 331 different countries 

2 Conferences/workshops  3 workshops 
participation/year, 4 
workshops organised in total 

▪ Participated at 3 venues: ARES2020, 

CSRIoT2020, MSE2019  

▪ Organised 1 venue: MSE2019 

▪ Planned 4 venues in the next few months: 

EPESec2021, CSR2021, DS4CS2021, 

CRST2021 

3 Technical factsheets Technical factsheets for each 
demonstration, updated 
every 6 months 

▪ 1 factsheet at CORDIS 

▪ 1 factsheet from Airbus (demonstration 

for the aviation domain) 

4 Publications >8 publications on peer-
reviewed journals in total 

▪ Published already: 5 journal papers, 4 

conference papers 

▪ Under review: 1 journal paper, 5 

conference papers 
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5 Newsletters 10 issues of newsletter, 500 
subscribers by end of project, 
3 articles per year in third 
party newsletters  

▪ 1 issue published 

6 Press releases Press release every 6 months ▪ 9 press releases 

7 Special innovation / 
lesson 

10 special features, 4 regional 
promotional events in total  

▪ 1 lecture series 

▪ 1 webinar participation 

▪ 1 report in forum/social media 

▪ 1 report in regional magazine 

8 Leaflet, brochures, 
presentation 

1 leaflet, 3 brochures, 1 video 
YouTube channel, 12 
presentations 

▪ 1 leaflet 

▪ 1 poster 

▪ 2 YouTube videos 

▪ 7 presentations (3 conferences, 1 

webinar, 2 gateways, 1 knowledge article) 

9 Social Media 400 followers, 100 retweets, 
50 comments in total 

▪ Twitter: 112 Tweets, 244 followers, 276 

likes, 1.145 Engagements 

▪ LinkedIn Group: 47 posts, 101 members 

▪ LinkedIn profile: 38 posts, 93 members, 

261 likes 

▪ YouTube: 2 videos, 8 subscribers 

10 Standardization activities Number standardization 
organisations / experts 
consulted >= 5  

N/A 

11 Project synergies and 
other targeted initiatives 

Number of project synergies 
=>2 in total 

▪ Synergies: Cyber-MAR, SPIDER (EU 

funded projects) 

▪ Being part of: Cyber-Range Network 

▪ Collaborated with: Cyberwatching.eu, 

Guard, SecureHospitals.eu  

 

 

4.2 Issues and mitigation actions 

The ongoing global pandemic of coronavirus disease 2019 (COVID-19) has caused several issues to the 

planned dissemination activities of the FORESIGHT Consortium, especially during the first year. 

However, all the partners adjusted immediately to this difficult (and dangerous) situation and 

succeeded to meet their plans. It is worth pointing out that, during these turbulent times, the partners 

leading the dissemination activities proposed several mitigation actions for the possible issues, and all 

FORESIGHT partners have been creative and have started to plan ahead; all partners tried and continue 
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to work hard in order to meet the targets set in D12.1. In Table 2, we point out the possible issues 

arisen by the current situation because of the COVID-19 pandemic and we propose mitigation actions. 

Table 2. Possible issues and proposed mitigation actions 

Possible issues Proposed mitigation actions 

Physical attendance in conferences, workshops & 
other events is not possible 

▪ Participate in the virtual version of the 
conference 

▪ Engage in discussions w/ participants & 
stakeholders in alternate channels (e.g., 
conference Slack channels) 

Seminars/lectures/technical presentations are 
cancelled 

▪ Deploy online versions of events 

Project synergies are hindered due to lack of 
physical meetings 

▪ Seek out online alternatives (e.g., social 
media networking, personal emails, virtual 
meetings w/ key persons) 

Event (e.g., conferences) organisation is impeded ▪ May not be an issue when launching the 
event (e.g., if currently in organisation) 

▪ May always turn to online as a fallback if 
needed 
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5 Conclusions 

This report provided the dissemination activities undertaken by the FORESIGHT Consortium partners 

in the first 18 months of the project, in accordance also with the KPIs introduced in D12.1. The partners 

have been involved in many varying activities in order to disseminate the project and create awareness 

to both the general and targeted public, and succeed to meet almost all the targeted KPIs; the 

dissemination results are concluded in Table 1. It is worth mentioning that the outstanding results 

from research publications as well as venues and synergies been produced until now are providing a 

clear view that project outcomes will eventually be successful. 

To this end the FORESIGHT Consortium is confident that the KPIs as well as the exploitation objectives 

introduced in D12.1, if not yet, will be reached soon, no matter the issues arisen because of the COVID-

19 pandemic. Overall, FORESIGHT is a very ambitious project and the comments received from various 

stakeholders are very positive, since the world is looking for ways to empower and protect itsself, both 

legally and economically, and increase the resilience of society to cyberattacks. 
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