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Executive Summary 

In advancing the level of cybersecurity within the critical infrastructure domain, it is imperative to have 

a clear understanding of the scope and scale of standardization within cybersecurity alongside the 

training methodologies, courses and, ultimately, certifications required by organizations and training 

providers. Cybersecurity standards are generally set forth in published materials whose aim is to 

provide an increased level of protection the cyber environment of an end-user or organization by 

means of raising the capability and experience of employees in combatting common cyber threats 

relevant to the domain.  

In the critical infrastructure domain, this environment includes users themselves, networks, devices, 

all software, processes, information in storage or transit, applications, services, and systems that can 

be connected directly or indirectly to networks. The principal objective is to reduce the risks, including 

prevention or mitigation of cyber- attacks. These published materials consist of collections of tools, 

policies, security concepts, security safeguards, guidelines, risk management methods, actions, 

training, best practices, assurance and technologies.  

This deliverable firstly reviews the cyber threat landscape in the context of FORESIGHT and the three 

domains: aviation, naval and power in order to provide the foundation for the review of 

standardization mechanisms. A detailed overview of potential cyber threats for each domain area 

considered as well as recent examples of cyber incidents. Based on this context several education and 

training methods and standards for cybersecurity are considered.  

Based on the threat landscape and the existing training methods, the most important cybersecurity 

standards are reviewed including standards from ISO (specifically the 27001 series), IISP Skills 

Framework, the NIS directive, NIST (National Institute of Standards and Technology), NICE (National 

Initiative for Cyber Security Education) specifically Cybersecurity Workforce Framework, the range of 

standards that fall under the NERC CIP banner. Moreover, standards particular to each domain are also 

considered including for Aviation Aeronautical Radio Incorporated (ARINC) standards, European 

Organisation for Civil Aviation Equipment (EUROCAE), CEN standards related to air traffic control and 

the Aviation Industry Standards for Digital Information Security. In the Naval sector, standards bodies 

include the International Maritime Organisation, the Oil Companies International Marine Forum 

(OCIMF) and the International Maritime Contractors Association (IMCA) all provide standards relevant 

for FORESIGHT. While in the power domain both NIST and NEC provide several standards while the 

European Commission also outlines several recommendations for the Energy sector. Finally, the 

deliverable considers routes to certification including the NICE Framework and the work of the 

European Cybersecurity Certification Group (ECCG).  

Within this context several gaps were identified at the nexus of the cyber threat landscape, the 

available training methods and routes and the standardization and certification bodies. A particular 

gap relevant to FORESIGHT is the absence of practical hands-on cybersecurity training and 

standardization that focuses on a multidisciplinary perspective and how to incorporate ‘rapid 

responses’ to emerging trends in cybersecurity through training and standardization. Furthermore, 

convergence between the training methods and the standardization and certification routes are 

essential to ensure that cybersecurity professionals are trained and prepared to deal with a myriad of 

cyber threats in a standardized manner. Furthermore, such efforts must be performed as a joint effort 



D12.2 Report on existing cyber-security and training standards 

© 2020 FORESIGHT  Horizon 2020 | SU-DSS01-2018 | 833673 

5 

between industry, standardization organisations, governments and academia / training organisations 

to ensure a harmonized response.  

This deliverable forms the first part of the FORESIGHT will standardisation and certification 

mechanisms to support the objective of FORESIGHT to pursue the establishment of a standardization 

roadmap at both European (EN) and international (ISO) levels for enhancing cyber resilience Europe-

wide. These  aim for these standards will be to impact how future guidelines are formed across a range 

of critical infrastructure and community sectors and will feed into a new, robust, resilience certification 

mechanism that will promote a set of common procedures and testing criteria across the EU. The 

standardisation roadmap envisaged in this project should therefore aim to achieve mutual recognition 

of certification across EU Member States as well as at international level. 
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1 Introduction 

1.1 Overview 

Cybersecurity is defined by the Joint Task Force on Cyber Security Education (JTF) as a “computing-

based discipline involving technology, people, information, and processes to enable assured 

operations.  It involves the creation, operation, analysis, and testing of secure computer systems. It is 

an interdisciplinary course of study, including aspects of law, policy, human factors, ethics, and risk 

management in the context of adversaries” [29]. 

Recent evolution of cybersecurity indicates that the term training in cyber security is no longer 

enough on its own in order to provide skilled professionals in cybersecurity due to the increased 

complexity of cyber-attacks which require deeper understanding and education on the theories and 

mechanisms behind this multidisciplinary science [2]. As the numbers and complexity of cyber threats 

are on the rise, it is more vital than ever to develop and effective cybersecurity educational platforms 

that enables industry to build strong cybersecurity professionals in order to protect cyberspace and 

critical national infrastructure. Although, in the last ten years the number of training programs have 

increased significantly as the demands for cyber security specialists grow, there is still a skills shortage 

in this area. In order to deal with the skills shortage, cyber security education will need to be dynamic 

and more responsive to the key needs in industry while implementing the outcomes of undertaken 

research in the development of efficient cyber security teaching programs [1]. According to the fifth 

CIISec (formerly IISP) survey conducted in 2019-20 [6], there is a widely recognised skills and resources 

shortage in the cyber security field at all levels from new entrants at apprentice or graduate level 

through to experienced practitioners. The results of the past surveys from 2015-18 are shown in Figure 

1 where it clearly demonstrates that security professionals believe there are insufficient resources and 

experience within the field. 

 

Figure 1. CIISec survey 2015-18 [6]; Is the industry short of skills, resources, experience or new blood? 
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In the CIISec survey 2019-20, the question was changed to establish the balance between the various 

areas of shortage and whether the problem was shortage in quantity or quality and was shortage in 

younger (newer) or older (more experienced). The survey results show that the majority of the security 

professionals believe that there are not enough experienced professionals in the field (Figure 2) which 

indicates the importance of the quality of cyber security education and one solution can be to have 

new entrants to train up, develop, and grow into experienced professionals of tomorrow [6].   

 

Figure 2. CIISec survey 2019-20 [6]; Is the industry short of skills, resources, experience or new blood? 

In addition, highly skilled professionals are the ones who will pass knowledge onto the expanded 

resource pool and increase the number of the cyber security professionals which can again indicate 

the importance of the quality of the education in cyber security.     

The scope of this deliverable is to explore and analyse the existing methods employed in cyber security 

education and standards in order to build a foundation for developing efficient educational platforms 

in cyber security at the later stages of this project. 

1.2 Relation to other tasks and deliverables 

This deliverable is related to the following other FORESIGHT tasks and deliverables: 

Receives inputs from: 

Table 1. Input deliverables related to D12.2. 

Deliverable Number  Deliverable Title  Relation  

D2.1 State of the Art Scenario 
Report (I) 

Review of existing cyber-training 
methodologies and relevant cyber security 
policies 

D4.1  Report about cyber-training 
range needs and cyber-
security standardization 

Existing standards for cybersecurity training 
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D4.2 Report for learning/training 
objectives, methodology 
and evaluation 

Comprehensive overview of training and 
learning methodologies 

 

Provides outputs to: 

Table 2. Output deliverables related to D12.2. 

Deliverable Number  Deliverable Title  Relation  

D4.3 / D4.5 / D4.7 FORESIGHT Curricula (I) (II) (III) Input to T4.4 FORESIGHT 
certification program 

D12.3 FORESIGHT Proposed Standardization Input to the development of 
the FORESIGHT 
standardization roadmap 

 

1.3 Structure of the deliverable 

This report will investigate the current cyber threat landscape and the key cyber threats that exist in 

critical infrastructure including aviation, naval and power in Section 2 followed by Section 3, exploring 

the existing cybersecurity educational methods, training and tools in order to address the skills 

shortage in cybersecurity. Section 4 summarises different cybersecurity standards and frameworks 

developed by different countries and organisations, including the key standards for critical 

infrastructure to regulate and harmonise the cybersecurity industry where the focus is mainly on the 

defined skills framework and accreditation criteria for educational programs. Section 5 illustrates the 

current certification routes in cybersecurity followed by section 6 which examines the gap between 

the threat landscape and the existing training programs and certifications where the existing issues 

and requirements for the learners stepping into cybersecurity profession are explored. Finally, some 

recommendations are provided in the conclusions section.  

  

  



D12.2 Report on existing cyber-security and training standards 

© 2020 FORESIGHT  Horizon 2020 | SU-DS01-2018 | 833673 

14 

2 Cyber Threat Landscape 

2.1 Overall Cyber Environment 

Despite the increased investments in cybersecurity, the risk of attacks has increased significantly in the 

last year. The relentless creativity of cybercriminals continues to put pressure on organisations to build 

upon strong cyber readiness. Just as one revenue is blocked, the cybercriminals will swiftly move to 

another, often more complicated means of entry. Even tried and tested attack vectors such as 

ransomware may be subject to change, as threat actors apply principles but interpret execution in new 

and different ways. Cyber threats are targeting employees and users more than before in order to 

compromise organisations’ systems, applications, services, networks, devices, processes and gain 

access to the stored information internally or externally. Some examples of the most recent cybercrime 

include deepfakes, disinformation distribution and supply network attacks. With new threats 

constantly emerging, maintaining trust is often a challenge. According to Accenture Security, it is only 

with increased sharing of knowledge, programs and collaboration of innovative ideas across companies 

will be able to balance out an ever-increasing threat landscape [56].  

2.1.1. The shift in High-Profile Cybercrime 

Recently, there is a significant increase in threat actors and groups conducting targeted intrusions for 

financial gain. In 2019, attacks on the UK rose by 37%.  Some hacker groups in North-East Asia have 

made a concerted effort to attack multiple sites in the UK. About 7% of these attacks consist of new 

types of malware that are difficult to be detected [57]. Accenture analyst has observed, the use of tools 

to automate the process of mass-production of malicious documents to spread malware, such as 

"More_Eggdd" which is used in both untargeted and targeted attacks [58].  

According to the Subex Global Threat Landscape Report, the sectors targeted by cyberattacks in Europe 

include manufacturing, financial services, defence, renewable energy and telecom. The targeted 

attacks by hackers were to look for vulnerabilities, defence gaps, OT (Operational Technology) 

transition projects, remotely connected assets, and smart devices to attack [57].  While existing 

techniques such as phishing email attacks have been present, the emergence of malware executed 

through web browsers to target online merchants and retailers have been on the rise [56]. 

The five threats that are known to influence the current cyber threat landscape, as reported in 

European Cyber Security Perspectives 2020 [56], and their associated concerns relevant to 

cybersecurity in particular include: 

1. Emergence of threats from disinformation and technology evolution. 

       Artificial Intelligence and Cybersecurity Concerns 

Cybercriminals increasingly take advantage of prominent global political and geopolitical 

events such as international summits, sporting events like the Olympics to launch sophisticated 

cyber-attacks [58]. The rise of technologies such as artificial intelligence (AI) can present new 

ways of expressing geopolitical activities, including disinformation. One of the alarming usages 

of AI is the creation of high-quality forged images or videos that could be made use for 

defaming or blackmailing a political opponent, competitor or extortion target, causing 

worldwide panic. The spread of synthetic media is likely to increase as the tools to create 
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deepfakes become more accessible and prevalent to threat actors who are politically and 

financially motivated. What makes it more vulnerable is the interference with AI modelling to 

deploy adversarial AI, which can corrupt the ability of machine learning algorithms to interpret 

system inputs and exercise control over their behaviour. Besides, deep-learning techniques in 

natural-language processing could manipulate algorithms that determine sentiment, gather 

threat intelligence, or filter for spam and phishing [56]. Since AI attack surfaces are newly 

emerging, organisations should take into account adversarial AI in their future security 

strategies. Priority should be on engineering resilient modelling structures and strengthening 

critical models against attempts to introduce adversarial AI [59]. 

5G and Cybersecurity Concerns 

While 5G technology can provide significant benefits to users, it can also present substantial 

risks of hacking with the potential to enable massive surveillance and disruption. One of the 

security concerns with this technology is the network itself whereby the data controller could 

tamper or spread disinformation to 5G users. The other security concern includes the devices 

that are being connected to 5G network including IoT devices with high potential cybersecurity 

risks due to their poor design [60]. This issue will get exacerbated by the lack of efficient 

cybersecurity IoT standards in place. On the other hand, there are disagreements over the 

accountability of 5G infrastructure providers across the countries due to the potential national 

security risks in enabling these companies to carry out surveillance against global population 

of users affecting their privacy. 

A strategic-level understanding of the events that motivate cyberthreats and geopolitical 

analysis can help organisations to manage known threats and allocate resources in anticipation 

of emerging threats. Therefore, organisations should update regularly their cyber readiness 

strategy and take into consideration that world events often provide opportunities for 

cybercriminals to act and attack their network [56] [60].   

2. Changing operational tactics of cybercriminals  

Cyber-attacks have increased over the year and the ability of threat actors to remain 

operational highlights the significant increase in the maturity and resilience of criminal 

networks [56]. Accenture Security analysts suggest that untargeted and targeted attacks will 

remain to pose a significant threat for individual Internet users and businesses. They also 

observe a new level of resilience and maturity in organised cybercrime as cybercriminal groups 

shift their operating model. They form close-knit syndicates to identify victims before 

delivering malware or selling and buying direct access to a network for ransomware delivery 

[58]. 

3. Evolution of motives behind ransomware distribution affecting defence and responses 

The growing plague of ransomware with the number of attacks tripling in the past two years is 

concerning. Accenture analyst has witness threat groups planting ransomware directly on the 

network besides spam campaigns. Ransomware with self-propagating abilities such as 

WannaCry poses a significant threat to an organisation's time-critical operations in particular. 

Organisations should take adequate measures to determine cyber readiness to detect, 
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prevent, contain and respond to the evolving ransomware threats as ransom payments may 

not assure the recovery of operation, in the event of data loss [56]. 

4. Organisational supply chains compromised to increase attack sufaces 

Cybercriminals have become increasingly successful in attacking their targeted infrastructure 

and its data through third parties as partners or suppliers. The improvements to basic cyber 

hygiene have been leading the cybercriminals to explore new avenues as such to compromise 

organisations. The National Coordinator for Security and Counterterrorism of Dutch (NCTV), 

have been warning about the threat in organisations supply chains including those for 

software, hardware and the cloud. Therefore, organisations should be aware of their security 

posture by performing security assessments and identify ways to protect against supply chain 

attacks [56]. 

5. Vulnerabilities in cloud computing infrastructure can be expensive 

Organisations today are migrating their computing infrastructure to public or private clouds. 

In 2017, A survey by RightScale discovered that organisations run 97% of their workloads in 

the cloud. 41% of these workloads are in the public cloud and 38% in private [61]. The growing 

usage of public cloud brings about several risks in terms of security. For example, the discovery 

of multiple side-channel vulnerabilities in modern CPUs could pose a high risk to organisations 

running their computer infrastructure in the public cloud. Hackers may use these types of 

vulnerabilities to gain access to sensitive data from other hosts on the same physical server. 

According to Accenture, there are mitigation steps available for most platforms, cloud 

deployment and software, but most of it comes with the cost of reduced performance, leading 

to a potential increase in computing costs for each organisation [56] [58]. 

2.2 Key Cyber Threats in Critical Infrastructure 

This section will build on the threat landscape as reviewed in D2.1 [State of the Art Scenario Report 

(I)]. 

2.2.1 Aviation 

Today, the digitisation and connectivity in the aviation sector has made it a highly lucrative target for 

cybercriminals, hacktivist, terrorist and state-sponsored cyber warfare initiatives. The aviation industry 

relies on a complex infrastructure integrated with multiple systems which are becoming increasingly 

connected from assets, to people and data. The utilisation of computer-based systems that are 

proprietary such as sophisticated air navigation systems, onboard aircraft control and communication 

systems, airport ground systems including flight information and security screening and daily data 

management systems which expose the aviation sector to cybersecurity threats [31].  In addition, the 

usage of technologies including cloud, biometric, artificial intelligence, machine learning, autonomous 

vehicle, blockchain and Industrial Internet of Things (IIoT) introduce new kinds of risks. Cyber-attacks 

in aviation come in many forms and vary in sophistication and motivation [32]. This is further 

exacerbated by the fact that airports are now considered as critical infrastructure based on the NIS 

Directive.  

These attacks affect the Confidentiality, Integrity and Availability (CIA) of systems as well as data 

followed by the disclosure of sensitive data. Moreover, these impact in SCADA operational technology 

which could lead to disruptions in services causing financial loss and a decline in passenger trust. This 
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shows that cyber-attacks certainly pose a major challenge to industry and their significant contribution 

to disruption of services. Though, terrorism is most likely to be at the top of the list when considering 

the severity of threat and its significant risk to the loss of life.  

In January 2019, there were over 30 cyber-attacks on aviation reported publicly as reported in 

Eurocontrol’s Think Paper #3 [33]. D2.1 reported on four known cyber-attacks in the aviation domain 

including a ransomware attack on New York’s airport servers, the discovery of a cryptominer related 

to Monero at a European Airport, a phishing scam that affected Air New Zealand customers, and an 

overall increase in cyber-attacks against industrial targets. Moreover, in 2018, Bristol Airport suffered 

a ransomware attack where the electronic flight information screens had to be taken offline. The 

system was only restored once the ransom was paid. Bristol Airport had opted against paying the 

attackers and instead built their system from the ground up [34]. The same year British Airway's system 

was hacked, and two separate groups of customers were affected. 77,000 people had their names, 

addresses, email addresses and detailed information taken and 108, 000 people lost personal details 

besides the CVV numbers for their payment cards. Later on, British Airways revealed that 380,000 

more passengers were affected in this incident and 244,000 passengers out of these passengers had 

their payment cards details exposed by criminals [35]. According to Information Commissioner's Office 

(ICO) the incident took place when British Airways website users were diverted to a fraudulent site 

[36]. The European Aviation Safety Agency (EASA) commented that an average of 1,000 attacks occur 

per month on aviation systems [37].  

The probability and impact of attacks launched on various parts of the aviation domain may vary. For 

example, airlines may be less vulnerable to a cyber-attack compared to airports as they operate 

differently. In contrast, Unmanned Aircraft Systems (UAS) such as drones introduce new threats and 

challenges as they function differently from traditional aircraft. Drones are connected via radio 

frequency spectrum to UAS Traffic Management (UTM) and are operated through mobile devices. The 

use of drones can lead to some potential cyber security challenges such as the drone’s camera being 

hacked, that have yet to be addressed by the industry via a standard [38].    

The number of cyber threats related to aviation has grown significantly in recent years and 

consequently they have become a national security concern. The disruption of operations and 

infrastructure resulted from cyber-attacks was ranked among the top five global systemic risks in the 

World Economic Forum Global Risk Report 2019 [39]. Although, the major threat to aviation involves 

disruption of services, there are also other threats including data breaches, phishing attempts and 

ransomware attacks. The industrial control systems that exist in the aviation industry were developed 

focusing on availability and not taking into account integrity and confidentiality as those networks 

were not connected to the Internet. Over the years, this has changed tremendously where these legacy 

systems have connectivity to networks that are less secure and vulnerable to cyber-attacks as well as 

there being the potential for vulnerabilities in the legacy systems themselves. The development of Air 

Traffic Management (ATM) system was before cyber threats were a consideration. Nevertheless, the 

digitisation of ATM and information systems have lately brought new operational concepts relying on 

sharing and using digital data to deliver better performance. This transformation makes the ATM 

system vulnerable to cyber-attacks due to the increase in attack surface. The system's inherent 

complexity, heterogeneity besides the integration of new systems, networks, and services increases 

the risk of cyber-attacks [40].  The threats in the aviation sector can be identified based on threats to 

the onboard system, airline operations and process, and aviation security process as outlined in Table 

3, 4 and 5. 
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Table 3. Cyber Security Threats to On Board System. 

Components  Threats  

Central Maintenance System 
(CMS)   

The system is connected to the avionics and any data issue will 
prevent the aircraft from operating.  

Electronic Flight Bag  This complicated suite of applications is perhaps the most 
advanced cyber threat against on-board systems since many 
airlines are launching programs that utilise tablets and laptops. 

Flight Management System 
(FMS) 

An element of the aircraft’s “brain”, the FMS is connected to 
various flight systems as well as avionics and connectivity. There is 
a potential impact from data corruption and upstream attack on 
this system. 

Avionics  With ongoing connections to aircraft flight controls and 
integration with connectivity, avionics are associated with the 
same vulnerabilities as the FMS.  

Electronic Logbook  As a maintenance-specific component on the aircraft, there is the 
potential disruption of operations from a cyber-attack.  

On-board Server The server is a potential vulnerability to many cyber-attacks.  

Navigation Systems ADS-B has been identified as being potentially vulnerable to 
several types of cyber threats as is the NextGen approach in both 
Europe and the Americas because they rely on an increased use of 
data communications. 

Aircraft Management 
Systems 

Many cabins are now electronically managed, which presents 
novel opportunities for cyber-attack. 

 

Table 4. Cyber Security Threats to Airline Operations Systems and Process. 

Components  Threats  

Reservation System   Denial of Service (DoS) and Identity spoofing. 

Passenger Name Record 
(PNR) and Customer 
Relationship Management 
(CRM)  

DoS or compromise of passenger information. 

Departure Control System 
(DCS) 

DoS and identity spoofing; advance passenger information 
interference, watchlist interference, unauthorised boarding of 
passenger.  

Airline Mobile Applications Spoofing attacks and data privacy concerns.  

Frequent Flyer Systems Already viewed as an airline financial liability due to fraud.  
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Flight Planning  Impact the operation of aircraft across the system.  

Baggage Reconciliation Unauthorised or unscreened baggage could be loaded onto the 
aircraft. 

Crew Planning  Crew logistics is a major effort in most airlines and involves a 
limited number of reserve staff.  

Back-office Management Email and other office-based applications are frequent source of 
Trojan horse attacks, identity spoofing, ransomware, phishing and 
other common cyber-attacks. 

Cargo Airlines that provide cargo, the airline is vulnerable to identity 
spoofing and upstream attacks. Cargo bookings, E-Airway Bills or 
E-Consignment Security Declarations can be falsified; 
Unauthorised or unscreened cargo could be loaded onto aircraft. 

Catering / Inflight stores Documentation could be falsified, unauthorised catering or stores 
not subject to security controls could be loaded onto the aircraft. 

 

Table 5. Cyber Security Threats to Aviation Security Processes. 

Components  Threats  

Access Control  Access could be provided to unauthorised persons. Door left in 
open position. 

Pass Control Airport passes could be provided to unauthorised persons. 

Background Checks  Information could be falsified. 

CCTV/ Intrusion Detection 
Systems 

System can be spoofed; threats and unauthorised access cannot 
be detected. 

Supply Chain Interference Unauthorised goods that are not subject to security controls may 
enter the restricted area of the airport or be loaded onto an 
aircraft.  

Passenger Screening Algorithms on screening equipment (e.g. WTMD, FBS, ETD, X-RAY) 
could be manipulated to not to detect threats as expected. 

Baggage / Cargo screening  Algorithms could on screening equipment (e.g. ETD, X-ray) be 
manipulated as not to detect threats; or x-ray systems can be set 
on automatic clear or transit mode. 

Communications Systems can be interfered with or completely stopped. Response 
to security incidents could adversely affected.  

 

In summary, some of the cyber security challenges for the aviation industry can be named as the role 

of human behaviour as a potential threat, the emergence of new technologies, the adoption of open or 

shared technology platforms mixed with the businesses needs and skills shortage which can increase 

the exposure to cyber threats [40] [38]. 
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2.2.2 Naval 

Maritime transportation is an essential component of global trade and the EU economy, as 80% of 

world trade and 74% of EU trade is via the sea [41]. The maritime sector which transports hazardous 

chemicals and other materials along with its critical port infrastructure make it a highly lucrative target 

for cybercriminals, hacktivist, terrorist and state-sponsored cyber warfare initiatives. In addition, ships 

are increasingly using systems that rely on digitalisation, integration and automation which require 

comprehensive cyber risk management on board.    

The recent advancement in technology as well as the integration of Information Technology (IT), 

Operational Technology (OT) and Internet connectivity increase the surface of the attack, posing a 

unique challenge to the sector. In 2019, The European Union Agency for Cybersecurity had published 

the "Port Cybersecurity best-practices" guide in conjunction with several EU ports. The main aim was 

to provide security blueprint for CIOs and CISOs in the maritime sector. The report suggests that ports 

tend to rely upon technologies to be more competitive, comply with some standards and policies and 

optimise operations which brings new challenges in the area of cybersecurity both in the IT and OT 

world [42]. Thus, the industry should adapt to the shifting cyber threat landscape given the number of 

cyber-attacks has quadrupled since February 2020 as companies struggle with COVID-19 and remote 

workforces [43]. In 2019 there were nearly 310 cyber-attacks on OT reported compared to the number 

of cyber incidents reported in 2018 (120 attacks) and 2017 (50 attacks) [44]. For example, the increase 

of cybersecurity incidents in ports over the past few years include the cyber-attack in Antwerp port, 

the NotPetya Ransomware incident on Maersk and the wave of ransomware attacks in Port of 

Barcelona and San Diego [45]; with further examples in D2.1. According to a recent report released by 

the British Ports Association and Astaara, the attack on Iran's computer systems of a port facility 

causing traffic jams and disruption in operations is suspected to be a state-sponsored attack [43]. 

Experiences in the past have shown that successful cyber-attacks potentially result in a significant loss 

of services besides the compromise of assets safety. The motives to exploit cyber vulnerabilities in the 

naval vary and the potential consequences are as described in [46]. The common threats to the IT and 

OT environment are shown in Tables 6 to X [42] and are listed alongside potentially vulnerable systems 

and data onboard ships to assist the sector in assessing cyber risk exposure [46]. Many of these threats 

exist across all onboard components and thus the mapping below is not exhaustive but highlights key 

threats. 
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Table 6. Core components and associated threats in Naval communications systems 

 

Table 7. Core components and associated threats in Naval Bridge Systems 

Component  Associated Threats 

Integrated Navigation System  • Manipulation of data - The hacker can manipulate 
financial data, navigation data, freight data, operations 
in the systems to fulfil its objectives 

• Geo-localisation signals spoofing/jamming - Hackers 
can manipulate geo-location and navigation systems to 
change the trajectory of a vessel provoke accidents for 
instance. Other attacks include GPS spoofing and AIS 
tempering. 

• Interception of emission (see above) 

• Interception of sensitive data (see above) 

• Denial of Service (DoS) - A DoS attack can target 
different systems, network, applications and 
IoT devices used in Maritime Industry 

Positioning System (e.g. GPS) 

Electronic Chart Display 
Information System (ECDIS) 

Dynamic Positioning (DP) 
Systems  

Systems that interface with 
Electronic Navigation Systems 
and propulsion/ manoeuvring 
systems  

Automatic Identification System 
(AIS) 

Global Maritime Distress and 
Safety System (GMDS) 

Radar Equipment  

Voyage Data Recorders (VDRs) 

 

Component  Associated Threats 

Integrated Communication 
System  

Eavesdropping, Interception and Hijacking threats including 

• Interception of emission - Hackers are able to 
intercept the communications between port and radio 
or communication exchanges between ships and port. 

• Interception of sensitive data - Systems can be 
scanned to intercept sensitive data for corporate 
espionage, state espionage or criminal crime and 
piracy espionage. 

• Man-in-the-middle, session hijacking - Attackers 
possibly alter communication between two parties 
who believe they are directly communicating with each 
other.   

• Network reconnaissance and traffic manipulation - 
Attackers perform passive scanning for port network 
information (e.g. open ports, used protocols, etc.) With 
the information obtain, the attackers operate to 
compromise the targeted systems. 

Satellite Communication 
Equipment  

Voice Over Internet Protocol 
(VOIP) Equipment  

Wireless Network (WLANs) 

Public Address and General 
Alarm Systems  

Systems used for reporting 
mandatory information to 
public authorities  
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Table 8. Core components and associated threats in a Ship’s Propulsion and Machinery Management and 
Power Control System 

Component  Associated Threats 

Engine Governor  • Use of unreliable source - The use of unreliable source 
for the port and ship systems (e.g. defective update, 
malicious software, etc.) can cause systems to 
malfunction or spread.  The NotPetya attack is a 
perfect example of this. 

• 3rd Party Security Failure (see below) 

• Vulnerabilities Exploitation of Systems/ Devices  (see 
below) 

Power Management  

Integrated Control System  

Alarm System 

Emergency Response System 

 

Table 9. Core components and associated threats in Access Control Systems 

Component  Associated Threats 

Surveillance systems (e.g. CCTV 
network) 

• Social engineering, phishing - Attackers use human 
interaction to obtain or compromise information about 
port or ship organisation and processes by asking 
questions or pretending to be another person. 
Attackers can ask several sources by relying on the 
information obtain from the first source to add 
credibility or sending malicious links via emails 

• Identity theft - A hacker can utilise the identity of a 
person involved in the port and ship ecosystem for 
stealing of credentials to obtain financial gain, critical 
information, unauthorised access to a system 

• 3rd Party Security Failure 

• Vulnerabilities Exploitation of Systems/ Devices -  

Bridge Navigational Watch 
Alarm System (BNWAS) 

Shipboard Security Alarm 
Systems (SSAS) 

Electronic “Personal-on-board” 
systems  

 

Table 10. Core components and associated threats in Cargo Management Systems 

Component  Associated Threats 

Cargo Control Room (CCR) and 
its equipment  

• Manipulation of data 

• Abuse and theft of data - The hacker through various 
means, steal sensitive data (personal data, freight 
tracking data, operational data, etc) and/or abuse the 
certificates used in the port operations (e.g. ship 
certificates, etc). 

• 3rd Party Security Failure - The port and ship systems 
are managed and maintained by different service 
providers. If their access and due diligence on 3rd party 
are properly managed, the security breaches of the 3rd 
party can directly affect the port and ship systems in a 
case of maintenance for instance. 

Onboarding loading computers 
and computers used for 
exchange of loading information 
and load plan updates with the 
marine terminal and stevedoring 
company 

Remote Cargo and Container 
sensing systems 

Level Indication System 
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Valve remote Control System • Erroneous administration of IT/OT systems - If 
administrators of port and ship systems are not enough 
trained and made aware of the impacts of such errors, 
erroneous administration can impact strongly the said 
systems and operations 

Ballast Water Systems 

Water Ingress Alarm System   

 

Table 11. Core components and associated threats in Passenger or Visitor Servicing and Management 
Systems 

Component  Associated Threats 

Property Management System 
(PMS) 

• Manipulation of data (see above) 

• Abuse and theft of data (see above) 

• 3rd Party Security Failure (see above) 

• Social engineering, phishing (see above) 

• Data Deletion - By mistakes, employees or other 
stakeholders accessing port systems can delete critical 
information which could have impact on port 
operations (e.g. freight or navigation information). 

Electronic Health Records 

Financial Related Systems 

Ship passenger/visitor/seafarer 
boarding access systems  

Infrastructure support systems 
like domain naming system 
(DNS) and user authentication/ 
authorisation systems  

 

Table 12. Core components and associated threats in Passenger-facing networks 

Component  Associated Threats 

Passenger Wi-Fi or Local Area 
Network (LAN) internet access, 
for example where onboard 
personnel can connect their own 
devices. 

• Vulnerabilities Exploitation of Systems/ Devices  - 
Systems and devices may have vulnerabilities that 
could be exploited by hackers, particularly if systems or 
devices are not patched on time or regularly monitored 
while corrective measures are out in the meantime. 

• Network reconnaissance and traffic manipulation (see 
above) 

• Denial of Service (DoS) (see above) 

Guest entertainment systems 

 

Table 13. Core components and associated threats in core naval infrastructure systems 

Component  Associated Threats 

Security Gateways  • Brute Force - The brute force attack is used for gaining 
unauthorised access to data, systems, and devices 
through many attempts to guess the correct key or 
password. If the port and ships systems allow the 
utilisation of simple or default passwords, they can be 
vulnerable to this kind of attacks. 

• Malware - Penetration of malicious software in the 
port systems and ship systems which can lead to 

Routers  

Switches  

Firewalls  

Virtual Private Networks (VPN) 
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Virtual LANs (VLAN) unwanted and unauthorised actions, exploiting for 
some of them vulnerabilities to elevate the privileges 
which may cause damage on port and ship IT/OT 
systems, infrastructure, data integrity and operations. 

• Denial of Service (DoS) -  A DoS attack can target 
different systems, network, applications and IoT 
devices used in Maritime Industry. 

Intrusion Prevention Systems 

Security Event Logging Systems 

 

Table 14. Administrative and Crew Welfare Systems 

Component  Associated Threats 

Administrative Systems  • Erroneous administration of IT/OT systems 

• Abuse and theft of data 

• Social engineering, phishing 

• Information Leakage - Employees can share, by 
mistakes or ignorance, sensitive data if there is an 
insufficient awareness and data protection solution 

• Vulnerabilities Exploitation of Systems/ Devices - 
Systems and devices may have vulnerabilities that 
could be exploited by hackers, particularly if systems or 
devices are not patched on time or regularly monitored 
while corrective measures are out in the meantime. 

 

As can be seen in the tables above, the attack surface in terms of possible components, networks and 

systems that could be exploited are large and varied across Naval systems. The systems overall a 

particularly vulnerable to attacks that may affect their communications, navigation, and networking 

systems and thus particular care should be taken to consider how these components can be protected 

and how training programmes should improve cybersecurity practices across all components of the 

Naval ecosystem.  

2.2.3 Power 

The power sector is transforming large scale ranging from digitalisation of critical infrastructure to the 

relationship between the utilities and their customers. Isolated proprietary industrial control systems 

have been transformed into open architecture, using interconnected technologies with corporate 

networks and the Internet [47]. The power grid architecture consists of the Internet of Things (IoT) 

devices, smart meters and virtual power plants while the existing SCADA systems are used in 

monitoring and controlling operations. Organisations have been using data from IT to optimise OT such 

as legacy power generation systems, digitally native energy sources, and distribution systems. While 

the digitalisation and the drive to significantly boost connectivity has helped the power sector improve 

efficiency and increase operational accessibility, productivity and safety, it has also proved weaknesses 

in its cyber resistance [48]. 

The rise in cyber-threats to the power sector has grown as attackers have become more familiar with 

the technology that the industry uses. Before, this was only limited to cybersecurity professionals 

working at a power sector who understood the end products and protocols that were vulnerable to 

attacks. Now the power sector has been evolving towards a set of threats which are executed by very 
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talented adversaries who are capable of specifically targeting it [48].  As highlighted in D2.1, this is 

further complicated by the fusion of legacy systems with next generation technologies which then 

have to be interconnected and updated as components from legacy systems go out of production due 

to age. 

The power sector is said to be unpredictable. Accenture reports that 71% of organisations say they do 

not understand how cyber-attacks occur and the impact of the breach to them. SANS Institute reports 

that 15% of organisations affected by a breach only realise it after a month or more, while 44% never 

identify the source of the attack [49]. Deloitte, on the other hand, reports that “The power sector is 

one of the most frequently targeted and first to respond to cyber threats with mandatory controls” 

[50]. 

The digital backbone of the power sector is vulnerable to failures from a range of sources. These 

include non-malicious human errors or software failures in systems built within the increasingly 

complex supply chain or operations of the sector, insider threats from disgruntled employees and 

malicious external cyber-attacks [51]. Deloitte reports that one of the most challenging vulnerabilities 

is the cyber risk to the electric power supply chain [50]. 

Malicious external actors typically target power grids driven by monetary goals, such as ransomware 

or intellectual property theft, or they aim to cause broader economic and social damage. Similar to 

other organisations, electric power organisations can be collateral damage from an attack unintended 

at a specific organisation, such as malware like NotPetya. Common attack vectors in the power sector 

are phishing which is usually launched via email asking users to click on a malicious link or request for 

personal data to enable unauthorised network access [50]. Other known attacks are as described in 

Table 15 - 19 [52].   

Table 15. Core components and common threats to power grid hardware 

Component  Associated Threat 

Smart Grid – Control Systems • Interfering Radiation - The use of electro-magnetic or 
radio frequency interception to perform unauthorised 
interception of private communication. This may lead 
to unauthorised people having access to data related to 
Advanced Metering Infrastructure (AMI) 
communication. 

• Man-in-the-middle, session hijacking - Interaction of 
AMI components with the power grid infrastructure can 
be compromised which may lead to unauthorised 
access to communication information, modification of 
data, DoS to authorised users and repudiation of action 
to AMI data. 

Smart Meter - Advanced 
Metering Infrastructure and 
associated components 

Physical Network Infrastructure • Interception of information - Interception of 
information includes hijacking of the meter connection 
to communicate with DR system, side-channel attacks, 
examining messages from patterns in communications 
and sniffer attacks. 
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• Denial of Service attacks - Denial of Service attacks 
attempts to make power grid resources unavailable to 
its intended users, this includes jamming the power-line. 

Electrical Assets • Failures or disruption of communication links - Attacks 
abusing implementations of standards are based on 
missing or weak implementations of security 
mechanisms, in particular when standards used have not 
been developed with security in mind. 

 

Table 16. Core components and common threats to power grid software 

Component  Associated Threat 

Operating systems • Malicious code/ Activity - These attacks are performed 
through exploit kits virus and malware infections. 
Malware infected operator stations may send targeted 
commands to DCS server to disturb the operation. 
Worms may infect all the power grid components 
connected to the network. Further, trojans are pieces of 
malware may be used to attain unauthorised access to 
computer system. 

• Manipulation of hardware and software – compromise 
of smart meters, change of logic controllers and 
associated firmware 

SCADA components 

Applications 

Firmware and Drivers 

 

Table 17. Core components and common threats to power grid information systems 

Component  Associated Threat 

Asset Information • Loss of devices, media and documents – Storage of 
information on removable media may increase the 
likelihood of the loss of important asset and AMI 
information 

System Configurations • Malicious code/ Activity (see above) 

Trading Information • Fraud - A reverse engineering attack may cause the 
customer to achieve a reduction of cost of electric or 
natural gas use. Information from the AMI meter vendor 
or the standard used within AMI meters to reset the 
meter and reprogram it to report false information 

 

Table 18. Core components and common threats to power grid services 

Component  Associated Threat 
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Administrative services and 
assets 

• Unsolicited e-mail - Employees engaged by various team 
members in power sector can be victims of unsolicited 
emails such as phishing attacks. 

Cloud Services (SaaS / IaaS) • Denial of Service attacks (see above) 

• Malicious code /Activity (see above) 

The power sector has been the subject of very diversified attacks. In 2019, new attack vectors such as 

deepfakes were used by cybercriminals to target a UK based power company. The criminals 

impersonated the CEO's voice in phone calls requesting fraudulent fund transfer using artificial-based 

software [53]. The motives to exploit cyber vulnerabilities in power sector vary and the potential 

consequences are as described in [54]. 

In a cyber threat intelligence report published by Thales and GE, 10% of cyber-attacks on power plant 

operations are by highly effective threat actors, whether state-sponsored or cybercriminals.  The 

vulnerabilities in IT environments are mostly understood and managed, except OT vulnerabilities that 

still lack attention. Further, Industrial Control Systems (ICS) and Supervisory Control and Data 

Acquisition Systems (SCADA) are increasingly targeted by cyberattacks, in particular from state-

sponsored groups that know how to exploit to target these systems in the event of international 

conflicts [55]. D2.1 reviewed existing examples of cyber-attacks that affected power critical 

infrastructure including the Shamoon and Dragonfly viruses and the Black Energy and Industroyer 

Malware that have affected the Energy sector in recent years.  
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3 Existing Training 

A preliminary analysis indicates that cybersecurity education is growing fast with positive changes in 

coverage and awareness occurring consistently however, the coverage appears to be uneven for 

different European countries. Some of the gaps in cybersecurity education are due to the lack of 

differentiation between traditional programmes providing fundamental security related curricula and 

more versatile cybersecurity programmes with multi-disciplinary coverage and multi-faceted training 

materials. In addition, the lack of reliable mechanisms for fast adoption of research and changes in 

technology achievements in cyber security science, the provided education and training struggle to 

match the requirements of the dynamic workplace [1]. Furthermore, as highlighted in D2.1, a major 

challenge for cybersecurity training and education is the rapid pace that threats and threat actors 

change within the cyber environment.    

The existing industry-based training and certifications for personnel in the workforce have been 

divided into two categories of vender-specific and vendor-neutral training and certifications where the 

primary stakeholders are the leads/heads of companies and organisations who are responsible for the 

success of their organisations and need to consider a balance between training and education for their 

employees and also manage the training costs. One of the greatest challenges associated with 

education and training is to determine a success metric that relates to the actual learning that has 

been taken place [2].   

The ITiCSE 2010 working group in their report identified two specific problems towards defining 

educational models for cybersecurity being the identification of cybersecurity topics (independent of 

degree program and specific academic discipline) and the development of a set of topics and 

associated student learning outcomes for one cybersecurity subject that can implement as a model for 

future efforts and be used to define other subjects [2].  The working group also carried out a survey to 

define an all-encompassing cybersecurity Body of Knowledge across major areas and related subjects 

and the findings indicated that the compelling distinguishing feature of cybersecurity education is the 

presence of opposing actors or adversaries comparing to the other disciplines [2]. The foundational 

knowledge upon which the field of cybersecurity is still fragmented and the Cyber Security Body of 

Knowledge (CyBOK) project, funded by the National Cyber Security Programme (NCSP) (mobilised in 

2017) aims to codify the cybersecurity knowledge and provide a foundation for the development of 

the cybersecurity of learning and career pathways, curricula and professional training [30]. As it can be 

seen in Figure 3, system, infrastructure, software and platform security is shaped by human and 

organisational factors. On the other hand, a deep understanding of attacker behaviours and the 

employed technologies for the attack are required followed by having in place effective responses for 

analysis of attacks, incident management and response [21].    
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Figure 3. The 19 Knowledge Areas within Cyber Security Body of Knowledge [20] 

 

3.1 Cyber Security Education and Training Methods 

This subsection examines various existing cybersecurity educational methods for developing skills, 

providing training and education in cybersecurity. This section provides an overview of available 

cybersecurity education and training tools while the reader should refer to D2.1, D4.1 and D4.2 (where 

available) for a detailed consideration of learning and training methodologies relevant to FORESIGHT 

with a particular focus on Cyber Range solutions.  

3.2 Training Tools 

There has been a gradual improvement on how the teaching in the cybersecurity profession is 

delivered to aid the students learn the technical foundation of cybersecurity such as computer 

networks or mathematics and cryptography. The focus of teaching has been shifted from theory-based 

teaching to more hands-on teaching approach in order to improve students’ learning and develop a 

deeper understanding of the subject [22]. The goal is the students develop in-depth technical 

knowledge as well as soft skills such as communication, positive attitude, team work problem solving, 

networking, and critical thinking. In recent years, as the technology has grown, various cybersecurity 

education methods, tools and platforms have been developed [23]. One example of effective teaching 

approaches in cybersecurity is student-centred active learning in which students gain knowledge 

through social interaction with other peers in a group [23] as to compared with the traditional lecture-

based teaching in classrooms with limited hours of hands on exercises. 

With the advancements in technology in the computer graphics industry, a range of educational 

visualisations and simulations tools were developed such as Cyber Ranges.  Cyber ranges provide an 

interactive virtual environment which simulates a representation of an organisation’s local network, 

system, tools, and applications that are connected to a simulated Internet level environment, providing 

the students a safe and controlled environment to gain hands-on cyber skills and experience real-world 
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cybersecurity challenges in their training. Some of the advantages of Cyber Ranges are listed as follows 

[15]: 

• The learning and assessment are performance-based.  

• Teams work together in a simulated environment, improving teamwork and team capabilities. 

• The feedback is in real time. 

• Simulate on-the-job experience. 

• Complex cyber problems can be solved and new ideas can be tested in a safe environment. 

There are also some interactive hands-on online simulated courses that anyone can enrol in order to 

develop cybersecurity skills. Some of such online educational hands on environments as well as some 

of the other types of cybersecurity online courses are listed as follows: 

• Immersive labs (https://www.immersivelabs.com/) – Challenge-based and gamified cyber 

security training 

• Hack-Me (https://hack.me/)  - Hosting of vulnerable web applications to test cybersecurity 

skills and ethical hacking 

• Hacking-Lab ( https://www.hacking-lab.com/) – Comprehensive capture the flag challenge 

system  

• HackTheBox (https://www.hackthebox.eu/) - Penetration Testing Labs 

• HackThisSite (https://www.hackthissite.org/) – Training site for ethical hacking skills 

• Try Hack Me (http://tryhackme.com/) – Practical, challenge-based introduction to 

cybersecurity 

• PentesterLab (https://pentesterlab.com/) Learning web penetration testing based on real 

vulnerabilities 

• Springboard- Foundation of Cybersecurity 

(https://www.springboard.com/resources/learning-paths/cybersecurity-foundations/) – 

Curriculum of foundational cyber security courses 

• Stanford Advanced Computer Security  (https://computersecurity.stanford.edu/free-online-

videos) – Advance video-based cybersecurity courses 

• Cybrary (https://www.cybrary.it/) – Platform designed to support professionals launch their 

career in cybersecurity 

• CyberChef (https://gchq.github.io/CyberChef/) – Cyber playground from GCHQ 

• NICCS – National Initiative for Cybersecurity Careers and Studies (https://niccs.us-

cert.gov/training)  

• Wargames (https://overthewire.org/wargames/) – Platform to practice cybersecurity 

concepts in a gamified environment 

• DFIR (https://www.dfir.training/tools-sw-hw) – Training for digital forensics and incident 

response 

• SANS CYBER ACES (https://www.cyberaces.org/courses.html) – Fundamentals of 

cybersecurity from the SANS institute  

• HEIMDAL (https://cybersecuritycourse.co/) - Cyber Security for Beginners 

• CyberPatriot (https://www.uscyberpatriot.org/) – see below 

• CyberNEXS (https://www.cybercompex.org/) – Community of cybersecurity experts 

https://www.immersivelabs.com/
https://www.immersivelabs.com/
https://hack.me/
https://hack.me/
https://www.hacking-lab.com/index.html
https://www.hacking-lab.com/
https://www.hackthebox.eu/
https://www.hackthebox.eu/
https://www.hackthissite.org/
https://www.hackthissite.org/
https://tryhackme.com/
http://tryhackme.com/
https://pentesterlab.com/
https://pentesterlab.com/
https://www.springboard.com/resources/learning-paths/cybersecurity-foundations/
https://www.springboard.com/resources/learning-paths/cybersecurity-foundations/
https://computersecurity.stanford.edu/free-online-videos
https://computersecurity.stanford.edu/free-online-videos
https://computersecurity.stanford.edu/free-online-videos
https://www.cybrary.it/
https://www.cybrary.it/
https://gchq.github.io/CyberChef/
https://gchq.github.io/CyberChef/
https://niccs.us-cert.gov/training/federal-virtual-training-environment-fedvte
https://niccs.us-cert.gov/training
https://niccs.us-cert.gov/training
https://overthewire.org/wargames/
https://overthewire.org/wargames/
https://www.dfir.training/tools-sw-hw
https://www.dfir.training/tools-sw-hw
https://www.cyberaces.org/courses.html
https://www.cyberaces.org/courses.html
https://cybersecuritycourse.co/
https://www.uscyberpatriot.org/
https://www.uscyberpatriot.org/
https://www.cybercompex.org/
https://www.cybercompex.org/
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• CyberCiege (https://nps.edu/web/c3o/cyberciege) – Game and video tool for teaching cyber 

and network security concepts.  

Additionally, e-learning platforms such as Stanford Online, EdX and Coursera also have cyber-based 

course among their libraries.  

3.2.1 CYBERPATRIOT 

CyberPatriot is a cyber educational program in the USA targeting the younger generation (the National 

Youth Cyber Education Program) created by the Air Force Association to inspire K-12 students toward 

careers in cybersecurity or other science, technology, engineering, and mathematics (STEM) disciplines 

critical to the nation's future. This program runs The National Youth Cyber Defence Competition which 

is the nation’s largest cyber defence competition for high school and middle school students, putting 

them in charge of securing virtual networks. The Air Force Associations has extended their programs 

for different ages such as AFA CyberCamps for elementary school students and CyberGenerations 

which is a cyber safety initiative geared toward keeping senior citizens safe online. 

In the UK, the CyberFirst Schools (CFS) was created by NCSC (National Cyber Security Center) to engage 

the young people with computer science and the application of cyber security in every day technology. 

The CSF pilot was initially being introduced at a local level and due to its success, it is increasing the 

scale of ambition and formally recognised schools who are committed to providing a structured 

approach to excellence in cyber security education. 

3.2.2 ENISA CSIRT Training Materials 

The European Union Agency for Cybersecurity (ENISA) had introduced ENISA CSIRT Training Materials 

with the aim to raise awareness of network and information security for the benefit of the CSIRT 

community. The training materials consist of handbooks, toolsets and virtual images to support 

practical training session to give the community a hands-on experience.  This initiative was introduced 

by ENISA in the year 2008 and in the year 2012 to 2014 the training materials were enhanced to include 

new exercise scenarios [78].  

On 24th April 2020, ENISA announced new training materials on orchestration of CSIRT Tools that was 

intended to improve the skills of CSIRT teams and help to develop Member States' national incident 

response readiness. The training is specifically aimed to provide guidelines and best practices to 

manage cyber security events and on how common tools can be used in incident handling process to 

provide a more efficient and better incident response management [79]. Subsequently, ENISA had 

announced the introduction of additional training materials in the effort to enhance the cooperation 

between CSIRT and law enforcement. The training material focuses on four aspects of the CSIRTs and 

LE cooperation area known as Behavioural aspect, Legal and Organisational, Technical and 

Cooperation across CSIRTs, Legal and Judiciary [80]. The four main areas of ENISA’s CSIRT training 

material are listed as follows [78]: 

1. Technical 

• Building artefact handling and analysis environment 

• Processing and storing artifacts 

• Artefact analysis fundamentals 

• Advanced artefact handling 

https://nps.edu/web/c3o/cyberciege
https://nps.edu/web/c3o/cyberciege
https://www.uscyberpatriot.org/
https://www.afa.org/
https://www.afa.org/publications-news/news/2019-07-11/cyber-generations-pilot-complete
https://www.cyberhub.uk/
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#building
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#processing
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#artifact
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#advanced-artifact
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• Introduction to advanced artefact analysis  

• Dynamic analysis of artefacts   

• Static analysis of artefacts  

• Forensic analysis: Local Incident Response  

• Forensic analysis: Network Incident Response  

• Forensic analysis: Webserver Analysis  

• Developing Countermeasures 

• Common framework for artefact analysis activities 

• Using indicators to enhance defence capabilities 

• Identification and handling of electronic evidence 

• Digital forensics 

• Mobile threats incident handling 

• Mobile threats incident handling (Part II)   

• Proactive incident detection 

• Automation in incident handling 

• Orchestration of CSIRT Tools   

• Introduction to network forensics 

• Honeypots 

• Vulnerability handling 

• Presenting, correlating and filtering various feeds  

2. Operational 

• Incident handling during an attack on Critical Information Infrastructure  

• Advanced Persistent Threat incident handling  

• Social networks used as an attack vector for targeted attacks  

• Writing Security Advisories  

• Cost of ICT incident  

• Incident handling in live role playing  

• Incident handling in the cloud  

• Large scale incident handling 

3. Setting Up a CSIRT 

• Incident handling management 

• Recruitment of CSIRT staff 

• Developing CSIRT infrastructure 

4. Legal and Cooperation 

• Establishing external contacts 

• Cooperation with law enforcement 

• Assessing and Testing Communication Channels with CERTs and all their stakeholders 

• Identifying and handling cyber-crime traces 

• Incident handling and cooperation during phishing campaign 

• Cooperation in the Area of Cybercrime 

• Cooperation across CSIRTs, Law Enforcement Agencies and the judiciary 

• Cooperation between CSIRTs and Law Enforcement: Behavioural Aspects 

• Cooperation between CSIRTs and Law Enforcement: Legal and Organisational Aspects  

• Cooperation between CSIRTs and Law Enforcement: Technical Aspects 

• CERT participation in incident handling related to the Article 13a obligations 

https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#advanced-analysis
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#dynamic
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#static
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#Forensic_analysis_Local_Incident_Response
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#Forensic_analysis_Network_Incident_Response
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#Forensic_analysis_Webservice_analysis
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#developing-countermeasures
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#common-framework-for-artifact-analysis-activities
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#indicators
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#identification_handling
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#digital_forensics
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#mobile_threats
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#mobile2
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#proactive-incident-detection
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#automation_incident
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#network_forensics
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#honeypots
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#vulnerability
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#presenting--correlating-and-filtering-various-feeds
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/operational#incident-handling-during-an-attack-on-critical-information-infrastructure
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/operational#advanced-persistent-threat-incident-handling
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/operational#Social-networks-used-as-an-attack-vector-for-targeted-attacks
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/operational#writing
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/operational#cost-of-ict-incident
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/operational#incident-handling-in-live-role-playing
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/operational#incident-handling-in-the-cloud
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/operational#large-scale-incident-handling
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/setting-up-a-csirt#Incident_Handling_Management
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/setting-up-a-csirt#Incident_Handling_Management
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/setting-up-a-csirt#recruitment-of-cert-staff
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/setting-up-a-csirt#recruitment-of-cert-staff
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/setting-up-a-csirt#developing-cert-infrastructure
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/setting-up-a-csirt#developing-cert-infrastructure
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation#establishing-external-contacts
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation#writing-security-advisories
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation#assessing-and-testing-communication-channels-with-certs-and-all-their-stakeholders
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation#identifying-and-handling-cyber-crime-traces
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation#incident-handling-and-cooperation-during-phishing-campaign
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation#cooperation-in-the-area-of-cybercrime
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation#cert-participation-in-incident-handling-related-to-the-article-4-obligations
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• CERT participation in incident handling related to the Article 4 obligations 

3.3 Training constraints and considerations 

An Education and Training in Cybersecurity should be a dynamic process due to the continuous 

evolution nature of cybersecurity. The ideal education and training framework should be aligned with 

scientific research and industrial skills needed along the time in order to guarantee a consistent 

evolution process [1]. A potential future creation of an EU education and training framework in 

cybersecurity should at least consider the following factors [1]:  

• Pragmatism- creating a direct link between the education and the skill gaps in cybersecurity 

• Coverage- improving coverage across subjects and member states 

• Share knowledge- establishing mechanisms for sharing the education and training  

• Increase responsiveness- developing mechanisms for fast research and technology adoption 

into the education and training programs 

• Knowledge continuum- creating a link for level of competencies via strategic programs to 

assure greater proficiency   

The cybersecurity training courses are offered and delivered by academic, private, non-profit, or public 

research organisations. Some of these organisations are training centres, business or IT security 

consultancies, IT security service providers or IT security specialists [1].  

A survey conducted by NIS Platform working group (WG3) in 2015 [1] highlighted the increasing 

importance of certification and awareness campaigns in shaping the skills of professionals due to the 

nature of cybersecurity as a subject and opportunities for employment. 

Last but not the least, there are other skills, as mentioned in Section 3.2, that the educators should 

include in the design of any courses enabling the students develop Information Processing, Critical 

Thinking, Problem Solving, Oral and Written Communication, Teamwork, Management and self-

Assessment and Metacognition.   

  

https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/legal-cooperation#cert-participation-in-incident-handling-related-to-the-article-13a-obligations
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4 Existing Standards 

Cybersecurity standards are a set of rules and policies that represent key steps in the IT governance 

process providing frameworks for maintaining and improving compliance with legislations and good 

practice in order to prevent cybercrime and security breaches in organisations.  In this section, we 

build upon the review of standardization schemes for cybersecurity training detailed in D4.1, focusing 

on reviewing the main cybersecurity standards.  

4.1 Standards across the Cyber Domain 

ISO 

The International Standards Organisation based in Geneva is made up of over 160 national standards 

organisations working in partnership to successfully share the best ideas and methods through 

standards, providing requirements, specifications, guidelines, characteristics that can be used 

consistently to ensure products, processes and services are fit for their purpose. These standards 

promote growth, open markets, make trade fairer, tackle global challenges, and maintain connectivity 

[16]. ISO 21001:2018 ‘Educational Organisations Management Systems’1 is a standard intended to be 

applicable to any organization, including professional training departments of organisation whose core 

business is not education, that uses a curriculum to support the development of competence through 

teaching, learning or research, regardless of the type, size or method of delivery. Some of the goals are 

to achieve, improve and sustain quality education, encourage creativity, gain satisfaction and 

confidence of learners, achieve global competitiveness, and improve products/ services continually.  

The latest developed international cybersecurity standards are the series of ISO/IEC 270002 setting 

requirements to establish information security management systems (ISMS) however, it is important 

not to forget mentioning ISO/IEC 27032:2012 ‘Information technology- Security techniques- Guidelines 

for cybersecurity3’ which provides guidance on cyberspace security management through 

recommendations, ensuring the safety and security of domains in particular information security, 

network security, Internet security and critical information infrastructure protection (CIIP). ISO/IEC 

27032:2012 sets the baseline security practices for stakeholders in the cyberspace by providing an 

overview of cybersecurity, an explanation of the relationship between cybersecurity and other types 

of security, a definition of stakeholders and a description of their roles in cybersecurity, guidance for 

addressing common cybersecurity issues, and a framework to enable stakeholders to collaborate on 

resolving cybersecurity issues. 

ISO/IEC 27001:2013 ‘Information technology- Security techniques- Information security management 

systems- Requirements4’ is the internationally recognised best practice framework for organisations, 

providing the requirements for establishing, implementing, maintaining and continually improving an 

information security management system (ISMS).  

 
1 https://www.iso.org/standard/66266.html 
2 https://www.iso.org/standard/73906.html 
3 https://www.iso.org/standard/44375.html 
4 https://www.iso.org/standard/54534.html 

https://www.iso.org/standard/66266.html
https://www.iso.org/standard/73906.html
https://www.iso.org/standard/44375.html
https://www.iso.org/standard/44375.html
https://www.iso.org/standard/54534.html
https://www.iso.org/standard/54534.html
https://www.iso.org/standard/66266.html
https://www.iso.org/standard/73906.html
https://www.iso.org/standard/44375.html
https://www.iso.org/standard/54534.html
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IISP (newly CIISec) 

The Institute of Information Security Professionals (IISP) published the IISP skills framework in 2018 [3] 

in order to set standards for skills recognition and career development in cybersecurity, identifying a 

range of competencies that Information Security and Assurance professionals are expected to have to 

perform effectively their roles which require a collaboration between private and public organisations, 

educational institutions and cybersecurity professionals. The IISP skills Framework includes Threat 

Intelligence and Assessment, Threat Modelling, Cyber Resilience, Penetration Testing, Intrusion 

Detection and Analysis, Incident Management, and Investigation and Response. The IISP also focuses 

more on Management, Leadership and Influence, Business Skills and Communication and Knowledge 

Sharing. The IISP Skills Framework is score based and defines a set of skills groups (A-J) in cybersecurity 

with different levels of competencies including Awareness (Level 1), Basic Application (level 2), Skilful 

Application (level 4), and Expert (level 4) which requires professionals to provide evidence that they 

have successfully performed the required skills in the real world in order to gain scores.  

In the UK, NCSC (National Cyber Security Centre) has embedded the IISP skills framework into a range 

of certification schemes and developing syllabuses for Cyber Security Masters and Undergraduate 

degrees, aiming to improve the level of professionalisation in cybersecurity.    

NIS 

The Directive on Security of Network and Information Systems5 (NIS Directive) is the first piece of EU-

wide legislation that provides legal measures and harmonises national cybersecurity capabilities, cross-

border collaboration and the supervision of critical sectors across the EU. The NIS Directive represents 

the cornerstone of the EU's efforts to increase its overall cybersecurity and foresees the attainment of 

a common high level of network and information security resulting upscaling capacities, cooperation 

and risk management practices across the EU Member States [10].  

Based on the NIS Directive (2016), the NIS Cooperation Group has been established to ensure strategic 

cooperation and the exchange of information among EU Member States in cybersecurity [9]. The NIS 

Cooperation Group is composed of representatives of the EU Member States, the European 

Commission, and the European Union Agency for Cybersecurity (ENISA), being dedicated to achieving 

a high common level of cybersecurity across Europe [17]. ENISA contributes to EU cyber policy, 

enhances the trustworthiness of ICT products, services and processes with cybersecurity certification 

schemes, cooperates with Member States and EU bodies, and helps Europe prepare for the cyber 

challenges of tomorrow. 

The "NIS toolkit" was created to provide explanation, interpretation, and best practices from Member 

States in order to help and clarify how organisations can demonstrate compliance with the NIS 

Directive [9]. The National Cyber Security Strategies (NCSS), Figure 4, is a view of the interactive map 

of EU, listing all the documents of NCSS for each Member State6. On the operational side, the work of 

the network of Computer Security Incident Response Teams (CSIRT) supports the NIS Cooperation 

Group in order to share information about risks and ongoing threats and cooperating on specific 

cybersecurity incidents. The CSIRTs Network is a network composed of EU Member States’ appointed 

 
5 https://eur-lex.europa.eu/eli/dir/2016/1148/oj 
6 The NIS Directive interactive map can be viewed here https://ec.europa.eu/digital-single-market/en/state-play-
transposition-nis-directive  

https://eur-lex.europa.eu/eli/dir/2016/1148/oj
https://www.enisa.europa.eu/topics/nis-directive/nis-visualtool
https://eur-lex.europa.eu/eli/dir/2016/1148/oj
https://ec.europa.eu/digital-single-market/en/state-play-transposition-nis-directive
https://ec.europa.eu/digital-single-market/en/state-play-transposition-nis-directive
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CSIRTs and CERT-EU (Computer Emergency Response Team for the EU) [19].  The NIS toolkit provides 

the national authority responsible for each sector as well as the national laws under this directive in 

each EU country, Figure 4.   

 

Figure 4. The NIS Directive Tool 

NIST  

(The Framework for improving Critical Infrastructure Cybersecurity) 

The National Institute of Standards and Technology (NIST) role was updated once the Cybersecurity 

Enhancement Act of 20147 (CEA) came into force in order to include identifying and developing 

cybersecurity risk framework of voluntary use by critical infrastructure owners and operators where 

NIST must identify “a prioritised, flexible, repeatable, performance-based, and cost-effective 

approach, including information security measures and controls that may be voluntarily adopted by 

owners and operators of critical infrastructure to help them identify, assess, and manage cyber risks” 

(CEA) [5]. The Cybersecurity Framework focuses on industries vital to national and economic security, 

including energy, banking, communications, and the defence industrial base in order users build an 

actionable roadmap to document effective practices and improve cybersecurity. The framework has 

been adopted voluntarily by large and small companies and organisations across all industry sectors 

as well as federal, state, and local government due to its flexibility [5].   

 

NICE 

(Cybersecurity Workforce Framework) 

 
7 See 15 U.S.C. § 272(e)(1)(A)(i). The Cybersecurity Enhancement Act of 2014 (S.1353) became public law 113- 

274 on December 18, 2014 and may be found at: https://www.congress.gov/bill/113th-

congress/senatebill/1353/text.  

https://www.congress.gov/bill/113th-congress/senatebill/1353/text
https://www.congress.gov/bill/113th-congress/senatebill/1353/text
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The National Initiative for Cyber Security Education is an initiative of NIST (National Institute of 

Standards and Technology) which is a partnership between the US government, academia and the 

private sector working to energise and promote a robust network and an ecosystem of cybersecurity 

education, training and workforce development, consisting of three strategic goals: 

1) To accelerate learning and skills development  

2) Nurture a diverse learning community  

3) Guide career development and workforce planning [4] 

The NICE framework is a reference structure that describes the interdisciplinary nature of the 

cybersecurity work and serves as fundamental reference resource for describing and sharing 

information about cybersecurity work and knowledge, skills, and abilities (KSAs) required to complete 

tasks that can strengthen the cybersecurity posture of an organisation. The application of the NICE 

Framework offers the ability to describe all cybersecurity work by identifying the relevant material 

from one or more components of the NICE Framework by which organisations can develop additional 

publications or tools that meet their needs on different aspects of workforce development, planning, 

training and education [5]. Training, Education, and Experience are different ways individuals can 

become proficient in the performance of cybersecurity work roles at three levels of entry, 

intermediate, or advanced. The definition of “Training” to perform cybersecurity work roles in this 

framework, involves developing in oneself or others, any skills and knowledge that relate to specific, 

useful cybersecurity competencies (e.g. Role-based Training). The term “Education” can include 

industry-recognised IT security certification and the degrees and certification credentials whereas the 

term “Experience” is the ability to competently perform cybersecurity functions such as participating 

in cybersecurity competitions to gain experience that may not be part of the individual current role 

[4]. The NICE Role Profile had been divided into three categories of Cyber Operations (CO-OPS), Cyber 

Defence Infrastructure Support (PR-INF), and Cyber Defence Analysis (PR-CDA). The CO-OPS perform 

activities to gather evidence on criminal or foreign intelligence entities to mitigate threats, protect 

against espionage, terrorist activities or to support other intelligence activities. The PR-INF deals with 

tests, implements, deploys, maintains, reviews, and administration of the infrastructure hardware and 

software in order to manage the network defence service provider network and resources whereas 

the PR-CDA uses defensive measures and information collected from a variety resources to identify, 

analyse, and report events to protect information, information systems and networks from any threats 

[4]. Therefore, based on NICE Framework [4] the Cyber Instructional Curriculum should be developed 

by considering the followings: 

1) Create interactive learning exercises to create an effective learning environment; 

2) Develop or assist in the development of cybersecurity training policies and protocols; 

3) Develop the goals and objectives for cybersecurity training courses; 

4) Plan instructional strategies such as lectures, demonstrations, interactive exercises, multimedia 

presentations, video courses, web-based courses for most effective learning environment in 

conjunction with trainers; 

5)  Connect training to business or mission requirements; 

6) Create training courses tailored to the audience and physical environment; and 
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7) Conduct periodic reviews/revisions of course content for accuracy, completeness alignment, and 

currency (e.g. course content documents, lesson plan, examinations)    

NERC CIP 

The United States North American Electric Reliability Corporation (NERC) is a non-profit international 

regulatory authority whose responsibility is to reduce risks to power grid infrastructure and safeguard 

the reliability of the North American bulk power systems [24].  NERC is responsible to safeguard the 

power system operators in the United States of America, Canada and a part of Baja California in Mexico 

and developed NERC Critical Infrastructure Protection (NERC-CIP) in 2008 which is a set of standards 

specifying minimum security requirements for the bulk power systems in order to mitigate 

cybersecurity attacks on the Bulk Electric System (BES). The NERC standards focus on reliability, 

education, certifications for industry personnel, assurance, and risk-based approaches impacting on 

more than 1,900 bulk power systems owners and operators. These standards address the security of 

cyber assets that are critical to the operation of the power systems and the compliance is mandatory 

and it is enforced by the Federal Energy Regulatory Commission (FERC) [25]. The NERC CIP standards 

are broken down into several sub-standards that provides detailed directives on how to properly 

implement and enforce them. NERC-CIP cover a variety of areas in the critical infrastructure system 

including [26]: 

• CIP-002: Bulk Electric Systems Cyber System Categorisation 

The purpose is “to identify and categorize BES Cyber Systems and their associated BES Cyber Assets 

for the application of cybersecurity requirements commensurate with the adverse impact that loss, 

compromise or misuse of those BES Cyber Systems could have on the reliable operation of the BES. 

Identification and categorization of BES Cyber Systems support appropriate protection against 

compromises that could lead to misoperation or instability in the BES”. 

• CIP-003: Cyber Security- Security Management Control 

The purpose is “to specify consistent and sustainable security management controls that establish 

responsibility and accountability to protect Bulk Electric System (BES) Cyber Systems against 

compromise that could lead to misoperation or instability in the BES”. 

• CIP-004: Cyber Security- Personnel and Training 

The purpose is “to minimize the risk against compromise that could lead to misoperation or 

instability in the Bulk Electric System (BES) from individuals accessing BES Cyber Systems by 

requiring an appropriate level of personnel risk assessment, training and security awareness in 

support of protecting BES Cyber Systems”. 

• CIP-005: Cyber Security- Electronic Security Perimeters 

The purpose is “to manage electronic access to BES Cyber Systems by specifying a controlled 

Electronic Security Perimeter in support of protecting BES Cyber Systems against compromise that 

could lead to misoperation or instability in the BES”. 

• CIP-006: Cyber Security- Physical Security of BES Cyber Systems 
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The purpose is “to manage physical access to Bulk Electric System (BES) Cyber Systems by specifying 

a physical security plan in support of protecting BES Cyber Systems against compromise that could 

lead to misoperation or instability in the BES”. 

• CIP-007: Cyber Security- System Security Management 

The purpose is “to manage system security by specifying select technical, operational and 

procedural requirements in support of protecting Bulk Electric System (BES) Cyber Systems against 

compromise that could lead to misoperation or instability in the BES”. 

• CIP-008: Incident Reporting and Response Planning 

The purpose is “to mitigate the risk to the reliable operation of the BES as the result of a cyber 

security incident by specifying incident response requirements”. 

•  CIP-009: Recovery Plans for BES Cyber Systems 

The purpose is “to recover reliability functions performed by BES Cyber Systems by specifying 

recovery planning requirements in support of the continued stability, operability and reliability of 

the BES”. 

• CIP-010: Cyber Security– Configuration Change Management and Vulnerability Assessments 

The purpose is “to prevent and detect unauthorized changes to BES Cyber Systems by specifying 

configuration change management and vulnerability assessment requirements in support of 

protecting BES Cyber Systems from compromise that could lead to misoperation or instability in the 

BES”. 

• CIP-011: Cyber Security- Information Protection 

The purpose is “to prevent unauthorized access to BES Cyber System Information by specifying 

information protection requirements in support of protecting BES Cyber Systems against 

compromise that could lead to misoperation or instability in the BES”. 

• CIP-014: Physical Security  

The purpose is “to identify and protect Transmission stations and Transmission substations and 

their associated primary control centers that if rendered inoperable or damaged as a result of a 

physical attack could result in instability, uncontrolled separation or Cascading within an 

Interconnection”. 

In recent years, cyber threats on nation’s critical infrastructure and electrical grids are on the rise 

therefore, by staying NERC CIP compliant and adjusting business policies to NERC regulations, the 

likelihood of successful compromise will be minimum. The greatest burden of the NERC CIP for security 

leaders lies in the scoping and awareness of what assets need to be secure and the key success is the 

continuous, integrated, risk-based approach to NERC CIP compliance and security management 

enabling security leaders to gather assessment data into a single source of truth and report out to both 

technical and business-side stakeholders much more effectively and efficiently [27].   

            

4.2 Key Standards for Critical Infrastructure 
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Cybersecurity threats are increasingly shifting towards the critical infrastructure of countries placing 

the Nations’ security, economy, and public safety and health at risk. The critical infrastructure can be 

defined as physical or virtual systems and assets that their incapacities or destructions would have a 

debilitating impact at the national level on security, national economic security, national public health 

or safety, or any combination of those matters [5].     

The National Institute of Standards and Technology (NIST) published the Framework for Improving 

Critical Infrastructure Cybersecurity in April 2018, identifying and developing cybersecurity risk 

frameworks for voluntary use by critical infrastructure owners and operators. The Framework focuses 

on using business drivers to consider cybersecurity risks as part of the organisation's risk management 

processes and guide cybersecurity activities, which is consisted of three parts [5]: The Framework Core, 

the Implementation Tiers and the Framework Profiles. The Framework Core is a set of cybersecurity 

activities, outcomes, and informative references being common across organisations and critical 

infrastructure which provides detailed guidance for developing individual organisational profiles. The 

Framework Core consists of five concurrent and continuous functions; Identify, Protect, Detect, 

Respond, and Recover providing a strategic view of the lifecycle of an organisation's management of 

cybersecurity risk. This way, an organisation can be empowered to align and prioritise its cybersecurity 

activities with its business requirements, risk tolerances and resources. Then the Tiers provides a 

mechanism for businesses in helping them to prioritise and achieve cybersecurity objectives by viewing 

and understanding the characteristics of their approach to managing cybersecurity risk. This 

Framework assembles standards, guidelines, and practices that are working effectively to provide a 

common organising structure for multiple approaches to cybersecurity and offer a flexible way to 

address security in respect to physical, cyber and people dimensions at international levels. This means 

that the current Profile can be used to support prioritisation and measurement of progress toward the 

Target Profile by establishing a roadmap for reducing cybersecurity risk that is well aligned with 

organisational and sector goals, legal and regulatory requirements and industry best practices [5].  

The critical infrastructure community are supported by the broad category of technology, including 

information technology, industrial control systems, cyber-physical systems and connected devices 

(IoT) since the reliance on technology, communication, and interconnectivity has expanded the 

potential vulnerabilities and increased potential risk to operations. The use of existing and emerging 

standards will facilitate economics of scale and drive the development of the requirement of the 

market including effective products and services. This Framework provides a common taxonomy and 

mechanism for organisations to [5]: 

1) Describe their current cybersecurity posture; 

2) Describe their target state for cybersecurity; 

3) Identify and prioritise opportunities for improvement within the context of a continuous and 

repeatable process; 

4) Assess progress toward the target state; 

5) Communicate among internal and external stakeholders about cybersecurity risk. 

Based on the Framework, organisations can determine activities that are important to critical service 

delivery and prioritise investments in order to reduce and manage better cybersecurity risks [5].  
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Figure 5. The Risk Management and Implementation Flows [5]. 

4.2.1 Aviation 

Aircraft, Airport and air traffic management systems are witnessing the development and integration 

of automated functions. These developments improve the security process and make it possible to 

maximize the use of resources. However, as security increasingly relies on information systems, 

cybersecurity is becoming critical due to the fast and constant evolution of security risk. There are 

existing standards in aviation that were developed to address the cybersecurity issues in aviation. 

ARINC 

Aeronautical Radio Incorporated (ARINC) standards are developed by the Airlines Electronic 

Engineering Committee (AEEC) which outlines avionics, cabin systems, protocols, and interfaces used 

by more than 10,000 air transport and business aircraft worldwide [62]. ARINC standards on cyber 

security include [62] [63]: 

• ARINC 664 – Aircraft Data Network 

“Specification for a deterministic aircraft data network bus for aeronautical, railway and 

military systems. Based on standard IEEE 802.3 extended by adding Quality of Service (QoS) 

and deterministic behaviour with a guaranteed dedicated bandwidth.” 

• ARINC 811 - Commercial Aircraft Information Security Concepts of Operation and Process 

Framework 

“Understanding of aircraft cyber security. Help to develop aircraft cyber security operational 

concepts. Aircraft information security process framework relating to airline operational needs. 

This framework facilitates development of cost-effective aircraft information security and 

provides a common language for understanding security needs.” 

• ARINC 823 (Part 1) - Datalink Security / ACARS Message Security (AMS) 
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“ACARS Message Security, sets forth the provisions available to airlines and Datalink Service 

Providers (DSPs) to protect ACARS messages that are exchanged over traditional ACARS air-

ground datalinks (VHF, HF, and SATCOM) and ground-ground communication networks.” 

• ARINC 823 (Part 2) - Datalink Security / AMS Key Management  

“Provides guidance and provisions available to airlines and datalink service providers for the 

life-cycle management of the cryptographic keys that are necessary for proper and secure 

operation of ACARS Message Security.” 

EUROCAE 

European Organisation for Civil Aviation Equipment (EUROCAE) is the European leader in charge of 

development in internationally recognised industry standards for aviation [64]. EUROCAE standards on 

cyber security include [62]: 

• ED-201 - Aeronautical Information System Security Framework  

“Shared responsibility for Aeronautical Information Systems Security (AISS) for Civil Aviation by 

all relevant stakeholders. Safety of flight and maintaining the operation of the civil aviation 

infrastructure. Cyber security related to systems, processes, data and products. Concentrates 

on the shared cyber risk which is inherent in the situation where systems, processes, data or 

products are shared, or are passed from one organisation to another.” 

• ED-202A - Airworthiness Security Process 

“Guidance to handle the information security threat to aircraft safety. Compliance objectives 

to handle the cyber security threat to aircraft safety and is intended to be used in conjunction 

with other applicable guidance material, including SAE ARP4754A/ED-79, DO-178C/ED-12C, 

and DO-254/ED-80 and with the advisory material associated with AMC 25.1309 but may be 

applicable to CS-23, CS-27, CS-29, CS-E.” 

• ED-203 - Airworthiness Security Methods and Consideration 

“Guidelines, methods and tools used in performing an airworthiness security process. 

Acceptability of the airworthiness security risk and the design and verification of the 

airworthiness security attributes as related to system safety and airworthiness. Other aspects 

of information security that do not affect the airworthiness security of the type design are 

excluded.” 

• ED-204 - Instruction for Continued Airworthiness 

“Activities that need to be performed in operation and maintenance of the aircraft when it 

comes to cyber security. Guidance for the operation and maintenance of aircraft by 

organizations and personnel involved in these tasks.” 

CEN - EN 16495 

The European Committee for Standardisation (CEN) published a guideline that for civil aviation 

organisations, with an emphasis on air traffic control practices, based on the EN ISO / IEC 27002:2017 

framework [65].  

A4A SPEC 42 
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The Spec 42: Aviation Industry Standards for Digital Information Security provides standardised 

methods to achieve the appropriate level of security for applications primarily relying on digital 

specification. The objective of this standard is to support a variety of levels of users, security 

requirements and guide an organization through transition process [66]. 

Conventionally, aviation sectors focused on known threats, but this approach cannot handle the 

demands of the current changing environment. International standards such as the International 

Organisation for Standardisation (ISO) and the National Institute of Standards and Technology (NIST) 

are promoting a more proactive and adaptive approach to cybersecurity [37]. 

Given the increasing progress and developments in the aviation sector and its cyber threat landscape, 

the emphasis on regulations and standards, particularly at the international level are potentially 

lagging behind the reality facing the industry. The 2017 survey, Aviation Cybersecurity: Finding Lift, 

Minimizing Drag, discovered that aviation cybersecurity needed international standards with increased 

transparency and trust between stakeholders, besides the focus on passenger safety [67]. Conversely, 

in a recent webinar, it was mentioned that cybersecurity standards are adopted slowly, and this may 

rapidly increase this year and the coming years. According to Alex Wilson, the director of aerospace 

and defence at Wind River, the standards are more voluntary or applied on a case by case basis on 

aircraft systems as they go into certification [68]. 

4.2.2 Naval 

The naval sector is of crucial importance as it has been the most widely used means of transport as 

well as an essential communication link between coastal cities, countries and continents. While 

technology continues to advance, the IT and OT network in the vessels connects to the Internet, 

making it essential to maintain operational safety of these critical systems.  Therefore, a group of 

maritime organisations have come together with the support of a large number of companies to 

address the issue to mitigate the potential cyber risk and financial consequences that a cybersecurity 

incident may have [45] [46]. 

IMO 

International Maritime Organisation (IMO) is an agency belonging to the United Nations that produces 

global standards. It has created a framework of reference for the naval industry to ensure safety and 

maintenance of the environment in shipping universally. The sector has no specific cybersecurity 

regulation available at the moment. However, IMO published a Guidelines on Cyber Security Onboard 

Ships which in 2016, with version 2 in July 2017 and version 3 in December 2018 [46]. The guideline 

provides high-level recommendations to protect the naval sector and reduce the number of 

vulnerabilities related to potential threats. The said guidelines were prepared and passed by several 

leading international associations such as BIMCO, International Chamber of Shipping, Intercargo, etc. 

The document includes high-level principles to new risks and threats such as [46]:  

• establishment of the awareness program on the safety, security and risks that present due to 

lack of cybersecurity measures. 

• protection of shipboard IT systems and connected devices. 

• development of a system for authentication and authorisation of users to ensure granting of 

access to necessary information on a need to know basis. 
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• protection of data that is used in the ship environment to ensure adequate protection based 

on the sensitivity of the information. 

• management of IT users to make sure they only have access and rights to the information 

authorised. 

• management of communication between the ship and the shore side. 

• develop and implement a cyber incident response plan based on risk assessment. 

Further, IMO introduced cybersecurity requirements into their International Safety Management Code 

(ISM Code) which are mandatory for all ship owners, operators and companies involved in the sector. 

The main objective of this code is to provide an international standard for the safe management and 

operation of ships and the prevention of pollution at sea [69]. These requirements include: 

• Conduct risk assessment of all IT and OT devices on board and on land. 

• Develop and implement security policies related to the use of external storage devices. 

• Develop and implement policies and procedures on the use of networks and communications 

by the crew. 

• Develop and implement policies and procedures on the monitoring along with updating of 

navigation and communication systems. 

• Develop and implement policies on the authorization criteria for the use of remote 

connections. 

• Maintain inventory of all OT systems. 

• Develop and implement Internet access policies, setting out restrictions when operations are 

being carried out on board. 

• Preparation of contingency plans for emergency responses. 

Besides, the above new requirements cover the operations of the following vessels in international 

operations: 

• Passenger vessels 

• Crude oil, chemical, gas ships, cargo ships and high-speed freighters. 

• Other cargo ships and mobile offshore drilling units. 

OCIMF 

The Oil Companies International Marine Forum (OCIMF) is a voluntary association of companies 

related to the naval transport of crude oil, oil and gas, with a mission to ensure safe and responsible 

operation within the environment in oil tankers, terminals and support vessels on the high seas. In 

January 2018, updated their Tanker Management and Self-Assessment (TMSA) program to include 

cybersecurity aspects and requirements applicable to the sector, among which are [70] [71]:  

• Procedures for the management of patches and software. 

• Processes and guidelines for identifying and mitigating cyber threats. 

• Procedures for managing passwords. 

• Development of a cybersecurity awareness program plan for all staff involved. 

IMCA  

The International Maritime Contractors Association (IMCA), is an organisation that represents the 

majority of contractors and production chains associated with the offshore naval construction 
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industry. They help assist organisations prioritise and defend against common threats on OT and IT 

infrastructures. Recently, IMCA has updated its Security Measures and Emergency Response Guidance 

(IMCA SEL 037/M 2266) [72], to include recommendations taking into consideration new cyber threats. 

The guidance consists of 20 controls and sub-controls, focusing on various security measures and 

technical activities. 

Safety issues in the naval sector have always played an important role as minor accidents could bring 

serious impacts on people and the environment. However, the increase in cyber-attacks shows a need 

to focus closely on improving cybersecurity issues and increasing cyber awareness by training all 

employees who have access to IT systems on cyber-threat prevention techniques. It is difficult to 

imagine a future situation where shipping and cargo handling, can be resolved purely using technical 

solutions, without detailed rules and guidance from regulatory authorities on IT and OT infrastructure. 

Although there are no regulations in cybersecurity at the moment, there is little time left for companies 

that are bound to include cybersecurity standards in their systems and policies as from 1 January 2021, 

including cybersecurity in their Safety Management System (SMS), will be mandatory [41]. 

4.2.3 Power Grid 

The power grid has been physically vulnerable for decades. Today, the power grid sector is beginning 

to understand the seriousness of the emerging cybersecurity threat to the power grid. As the power 

grid infrastructure has become more dependent on IT systems, data sharing and interconnected 

devices that are internet-facing, it has become more responsive to cyber-attacks. Therefore, the 

National Institute of Standards and Technology (NIST) has developed a guideline for the diverse 

community of power grid stakeholders to address the issue to mitigate the potential cyber risk, 

implement adequate cybersecurity controls and ensure privacy [49]. 

NISTR 7628 

The National Institute of Standards and Technology (NIST) produced the NIST Interagency Report 

(NISTIR) 7628, Smart Grid Cyber Security Guidelines [73]. The NISTIR 7628 guidelines are very similar 

to the ISO/IEC 27019 standard. It primarily focuses on addressing the cybersecurity of Smart Grid 

systems, including the constituent subsystems of hardware and software components in the context 

of cybersecurity risk management practices. The guidelines define 300 high-level security controls 

based on similar security controls in other NIST documents, including the NIST Framework. The diverse 

community of smart grid stakeholders from electrical utilities to energy management service providers 

to electric vehicle manufacturers and charging stations can use the approach outlined in this report for 

assessing cyber risk and identify and implement appropriate cybersecurity measures [74]. Following 

the first publication in 2010, the revised version includes new sections addressing on cyber-physical 

attacks and the regulatory requirements regarding privacy [75]. 

Further, The European Commission has published a Recommendation on cybersecurity in the energy 

sector based on the recent EU legislation, NIS Directive and EU Cybersecurity Act. The 

Recommendations takes into account the use of legacy technology and interdependent systems across 

borders. 

EU Commission Recommendation 

The European Commission Recommendation [76] outlines the issues about cybersecurity in the energy 

sector and identifies actions to enhance cybersecurity readiness. The Commission invites the Member 
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States to encourage the power industry stakeholders to develop cybersecurity expertise and skills. 

Further, where appropriate to include them in its national cybersecurity framework through strategies, 

laws regulations and other administrative requirements. The recommendations include [77]: 

• Address real-time requirements of power infrastructure components.  

• Implement relevant cybersecurity readiness measures related to cascading effects in the power 

sector.  

• Protect against threats on the legacy and state-of-the-art technology.  

The Member States adopting this Recommendation will be invited to deliver to the Commission within 

12 months. Subsequently, detailed information regarding the state of implementation of this 

Recommendation will via the NIS Cooperation Group established under the NIS Directive [77]. 

IEC 62351 Standards 

The International Electronical Commission (IEC) 62351 standards were published to address 

information security for power systems control operations. The main objective of the standard was to 

introduce authentication mechanism to preserve the confidentiality, integrity, availability and non-

repudiation in a system. The standards were published in 2015 by Working group 15 IEC Technical 

Committee 57 (TC57), though an initial version was published in 2007 and 2010 with work in progress. 

The scope and purpose of the standards include [81] [82]: 

• Undertake the development of standards for security of the communication protocols 

defined by the IEC TC 57, specifically the IEC 60870-5 series, the IEC 60870-6 series, the IEC 

61850 series, the IEC 61970 series, and the IEC 61968 series. 

• Undertake the development of standards and/or technical reports on end-to-end security 

issues. 

• Review and advise on cyber security of TC57 standards as they are being developed. 

The IEC 62351 standards consist of the following parts [82]: 

• IEC/TS 62351-1: Introduction 

• IEC/TS 62351-2: Glossary of Terms 

• IEC 62351-3: Security for profiles including TCP/IP 

• IEC 62351-4: Security for profiles including MMS 

• IEC 62351-5: Security for IEC 60870-5 and derivatives 

• IEC 62351-6: Security for IEC 61850 profiles 

• IEC 62351-7: Objects for Network Management 

• IEC 62351-8: Role-Based Access Control 

• IEC 62351-9: Key Management 

• IEC/TR 62351-10: Security Architecture 

• IEC 62351-11: Security for XML Files 

• IEC/TR 62351-12: Resilience and Security Recommendations for Power Systems with DER 

• IEC/TR 62351-13: Guidelines on What Security Topics Should Be Covered in Standards 
and Specifications 

• IEC 62351-14 Security Event Logging and Reporting 

• IEC/TS 62351-100-1: Conformance test cases for IEC 62351-5 and companion standards 

• IEC/TS 62351-100-3: Conformance test cases for IEC 62351-3 
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• IEC/TS 62351-100-4: Conformance test cases for IEC 62351-4 

• IEC/TS 62351-100-6: Conformance test cases for IEC 62351-6 

• IEC/TR 62351-90-1: Guidelines for Using Part 8 Roles 

• IEC/TR 62351-90-2 Deep Packet Inspection 

• IEC/TR 62351-90-3 Guidelines for Network Management 

4.3 Stages in Improving a Cybersecurity Program 

The Framework in improving the cybersecurity of critical infrastructure/organisations can be created 

by the following steps: 

1) Prioritise and Scope- the organisation identifies its business objectives and determine the scope of 

systems and assets that support the selected business line or process. 

2) Orient- the organisation identifies related systems and assets, regulatory requirements and overall 

risk approach before consulting sources to determine threats and vulnerabilities applicable to those 

systems and assets. 

3) Create a Current Profile- the organisation indicates which category and subcategory outcomes from 

the Framework Core are currently being achieved, even that is partially achieved in order to support 

subsequent steps by providing baseline information.   

4) Conduct a Risk Assessment- the organisation analyses its operational environment and emerging 

risks of cyber threats in order to discern the likelihood of a cybersecurity event and its impact.  

5) Create a Target Profile- the organisation creates a Target Profile that satisfies the organisation’s 

desired cybersecurity outcomes based on the assessment of the Framework Categories and 

subcategories.  

6) Determine, Analyse, and Prioritise Gaps- the organisation determines gaps by comparing the 

Current and Target Profiles in order to create a prioritised action plan focusing on reflecting mission 

drivers, costs and benefits, and risks to address gaps and achieve the outcomes in the Target Profile. 

7) Implement Action Plan- the organisation determines which actions to take to address the gaps 

adjusting its current cybersecurity practices in order to achieve the Target Profile. 

These steps are required to be repeated in an organisation as needed to continuously assess and 

improve its cybersecurity [5].  

Critically, for FORESIGHT, the above requirements only put in place the mechanisms to improve a 

cybersecurity programme; however, as recognised through the project’s objectives the need for a 

holistic cybersecurity training programme is also essential. For example, the NCSC (National Cyber 

Security Centre)8 in the UK has a certified training programme that is benchmarked against the 

aforementioned CIISEC (formerly IISP) Skills Framework. This training is delivered across three levels 

(awareness, application and courseware) targeted at different competency levels and job functions 

 
8 https://www.ncsc.gov.uk/information/certified-training 

https://www.ncsc.gov.uk/information/certified-training
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within organisations. Meanwhile, newly emerging training needs cover areas such as the GDPR that 

are often still to be fully aligned with existing standards (although ISO 277019 addresses this).  

A specific need within cybersecurity appears to be the need to ensure alignment between user needs, 

training opportunities, standardisation mechanisms and certification routes. The harmonisation of 

these aspects under a specific training pathway would be extremely advantageous for the sector.  

  

 
9 Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information management — 
Requirements and guidelineshttps://www.iso.org/standard/71670.html  

https://www.iso.org/standard/71670.html
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5 Certification Routes 

While the NICE Framework enumerates the career pathways that organisations can develop and 

describe the qualifications necessary for progressively challenging and evolving sets of work roles [4], 

the EU Cybersecurity Act establishes an EU certification framework to enable the creation of tailored 

and risk-based EU certification scheme [8].  The EU Cyber Security Strategy “An Open, Safe and Secure 

Cyberspace” [11] recommended a roadmap to be developed for a “Network and Information Security 

driving licence” as a voluntary certification programme to promote enhanced cyber security skills and 

competence of professionals, being responded by ENISA, see Figure 6, where the main objectives of 

the roadmap are listed as follows [7]: 

1) Provide an initial market analysis of the courses and certification schemes that exist. 

2) Identify gaps between available training courses, certifications and NIS education requirements. 

3) Suggest scenarios to narrow the gaps and provide best practices to organisations from all Member 

states. 

4) Plan further actions based on the requirements of NIS communities. 

5) Identify and select partners to continue and disseminate the work. 

 

Figure 6: Roadmap for NIS education for European Programmes (2014) [8]. 

Certification plays a critical role in increasing trust and security in products and services and without a 

common framework for the EU, there will be an increasing risk of fragmentation and barriers in the 
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European Single Market [8]. Therefore, the European Cybersecurity Certification Group (ECCG) was 

established (the first meeting was dated 18/09/19) by the Cybersecurity Act [12] to advise and assist 

the Commission and cooperate with ENISA in its work preparing for European cybersecurity 

certification schemes [13]. In July 2020, the Commission and ENISA announced the newly-formed of 

the Stakeholders Cybersecurity Certification Group (SCCG) which will be working on strategic issues 

regarding the cybersecurity certification framework. This decision is in line with the EU Cybersecurity 

Act in order to create market driven certificate schemes and help reduce fragmentation between 

various existing schemes in the EU Member States [18]. This collaboration resulted the EUCC scheme 

(Common Criteria based European candidate cybersecurity certification scheme) to be a candidate 

which looks into the certification of ICT products cybersecurity, based on the Common Criteria, the 

Common Methodology for Information Technology Security Evaluation, and corresponding standards, 

respectively, ISO/IEC 15408 and ISO.IEC 18045 [14]. The EUCC10) in the last decades has proven to be 

effective for the European certification of chips and smartcards where it has contributed to enhance 

the level of security of electronic signature devices, for means of identification such as passports, 

banking card and tachographs for lorries.   

In the Aviation industry, the core bodies offer a mix of cybersecurity-based training and certification. 

For example, IATA (International Air Transport Association) offer a classroom-based Aviation Cyber 

Security training course11 which upon completion participants are award an IATA Certificate of 

completion and can lead towards an IATA Aviation Security Management Diploma12. Previously EASA 

(the European Aviation Safety Agency) in collaboration with ENISA have offered direct Technical 

Training on Cybersecurity in Aviation13 while a similar course is also offered by the UK Civil Aviation 

Authority (CAA).14 However, while organisations like EASA are pushing ahead with cybersecurity 

certifications for aircraft themselves, there still appears to be a gap for specific certifications for 

cybersecurity professionals working in the aviation industry.  

Similarly, in the Naval sector, certification again focuses on the ships themselves rather than 

certification for cybersecurity professionals within this area. Nevertheless, specific training courses 

available include that from the Lloyd’s Maritime Academy that deliver Certificates in Maritime 

Security15 across the different roles in the naval domain. Meanwhile the UK Government publishes a 

‘Code of Practice for the Cyber Security of Ships’16 which is linked directly to the International Ship and 

Port Facility Security Code. This is particularly prescient and Ship managers currently have until January 

2021 to integrate cyber risk into their safety management systems, which will, no doubt, increase the 

necessity for proper training and certification in this area17.  

 
10 Senior Official Group Information Systems Security https://www.sogis.eu/ 

11 https://www.iata.org/en/training/courses/aviation-cyber-security/tscs59/en/ 
12 https://www.iata.org/en/training/courses/diploma_programs/aviation-security-management-diploma/28/ 
13 https://www.easa.europa.eu/newsroom-and-events/events/technical-training-cybersecurity-aviation 
14 https://caainternational.com/course/cyber-security-oversight/ 
15 https://www.lloydsmaritimeacademy.com/event/maritime-cybersecurity-distance-learning-course 
16 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/642598/c
yber-security-code-of-practice-for-ships.pdf 
17 www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Pages/Cyber-security.aspx  

https://www.sogis.eu/
https://www.iata.org/en/training/courses/aviation-cyber-security/tscs59/en/
https://www.iata.org/en/training/courses/diploma_programs/aviation-security-management-diploma/28/
https://www.easa.europa.eu/newsroom-and-events/events/technical-training-cybersecurity-aviation
https://caainternational.com/course/cyber-security-oversight/
https://www.lloydsmaritimeacademy.com/event/maritime-cybersecurity-distance-learning-course
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/642598/cyber-security-code-of-practice-for-ships.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/642598/cyber-security-code-of-practice-for-ships.pdf
http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Pages/Cyber-security.aspx
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In the power sector, ENISA has identified as far back as 2014 that there is a need for Smart grid security 

certification in Europe18 due to a fragmented approach across EU member states and a lack of a trusted 

oversight body. More recently in 2017, the calls for a dedicated cybersecurity certification programme 

in the energy sector in Europe was still present.19 

  

 
18 https://www.enisa.europa.eu/publications/smart-grid-security-certification-in-europe 
19 https://ec.europa.eu/energy/sites/ener/files/documents/eecsp_report_final.pdf 

https://www.enisa.europa.eu/publications/smart-grid-security-certification-in-europe
https://ec.europa.eu/energy/sites/ener/files/documents/eecsp_report_final.pdf
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6 Gap Analysis 

As the technology is growing at an exponential rate, at the same time the number of cyberattacks 

increases too therefore, it is vital to keep pace with the trends in cyber threats and how they are 

evolving in targets, impact and techniques. Information theft is one of the most expensive and fastest 

rising cybercrimes but not to underestimate the impact of attacks on core systems such as industrial 

control systems are being hacked in a powerful move to disrupt and destroy the nation's infrastructure. 

The nature of information theft from just simply copying data has been changed to destroying or 

changing which means compromising data integrity. More and more criminals are adapting their attack 

methods such as using sophisticated social engineering techniques and malicious insiders. The nature 

of recovery is changing due to techniques employed to target commercial businesses by nation-state 

attacks as an act of war [21]. Some of the cyber security challenges are listed as below: 

1) Lack of prioritising protecting people-based attacks as it is still one of the main challenges facing 

business leaders. 

2) Lack of the investment to limit information loss and business disruption since information is the 

lifeblood of any organisation and it is essential to defend against business disruption which means 

protecting information should be at the heart of trustworthy business practices.   

3) Lack of targeting technologies that reduce rising costs (such as security intelligence) by which taking 

the prevention approach rather than the detection approach due to being more expensive to discover 

attacks as well as the recovery [21].  

4)  Lack of general agreement on the cybersecurity subject as a multidisciplinary science and what it 

includes in order to create common context for education and training.   

5) Lack of shared methodologies for teaching and training.  

6) Lack of differentiation between traditional programs and more practical cybersecurity programs 

where the former focuses on the fundamental security related curricula as a key to good education 

but the latter focuses on the multidisciplinary skills required to a cybersecurity professional.  

7) Lack of multidisciplinary cyber security programs including technology and societal subjects as well 

as their multifaceted training materials and one is not enough without the other one. 

8) Lack of efficient mechanisms for the faster creation and sharing of materials on emerging threats or 

newly crucial skills to ensure that educational cybersecurity programs are kept updated and satisfy the 

requirements of the dynamic workplace.   

9) Lack of adequate mechanisms to provide “emergency” training in cybersecurity when new skills 

become vital as new attacks emerge [1].   

Furthermore, as evidenced in Section 0, a major issue is still a lack of standardised certification routes 

for those working in cybersecurity in the aviation, naval and power grid sectors. While professionals 

within these areas can follow standard routes for wider certification, the criticality of these domains 

necessitate customised training and certification programmes to enhance the competency and 

demonstrate trust in the systems deployed in these areas on an ongoing basis.  

6.1 User needs 
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As cybersecurity threats are increasing both in number and sophistication, businesses are experiencing 

more breaches occurring than before and the worldwide cost of cybercrimes is estimated to be $60 

Trillion annually in 2021 [28].  Cybersecurity Ventures’ predicts that there will be 3.5 million unfilled 

cybersecurity jobs globally by 2021, up from one million jobs in 2014 [28] which shows it is vital that 

not only the number of professionals in the field needs to be increased sharply but also the required 

skills for these jobs (i.e. skills shortage) are to be embedded in the cybersecurity curriculum.  

Cybersecurity is broad and provides opportunities for professionals with a variety of backgrounds both 

technical and nontechnical however, the skills gaps tend to be greatest for professionals with technical 

background. In addition, people skills and the ability to communicate are key within cybersecurity and 

vital to be successful. Employers most often not only look for technical skills and basic knowledge of 

cybersecurity but also look for other more rounded competencies including interpersonal skills such 

as team working, problem-solving abilities, good writing skills, among others [29]. It is important that 

in the design of cybersecurity courses, the required skills to be defined in details by the employers and 

the educators in order to be embedded in the courses. With an array of industrial certifications systems 

in place, it is rather confusing to students the skill sets that they are required to develop in order to 

enter the cybersecurity profession. The word competency is mentioned quite often in the open 

cybersecurity vacancies which should be defined clearly to the students from the start of their 

education and training programs in order to set the goals and objectives for the students to achieve. 

Competency can be defined as a combination of knowledge, skill, and ability which represent a 

dynamic combination of cognitive and meta-cognitive skills, demonstration of knowledge and 

understanding, interpersonal, intellectual and practical skills, and ethical values [21]. The focus of 

competency is on performance in professional context which can be formulated as: Competency = 

Knowledge + Technical Skill + Human Disposition Knowledge [21]. 

Figure 7 demonstrates this understanding in an information technology context in order to design 

successful educational programs to satisfy the students' professional requirements [21]. 

 

Figure 7. Cybersecurity Competency Domains [21]. 

 

6.2 Environmental Needs 
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The nature of the IT environment is increasing diversity and dynamic where a static approach to 

teaching cybersecurity skills is no longer effective and it is imperative to create additional mechanisms 

to acquire and continue developing new skills and knowledge as the environment evolves [1]. Instead 

of focusing on one domain in preparation and training of cybersecurity professionals, there is a need 

to consider further impacting technologists' understanding of inter-dependencies in order to prepare 

professionals with deeper fundamental knowledge and the ability to solve new emerging problems 

[1].  

In recent years, the use of computer games in cybersecurity education have gained attention due to 

producing a fun environment for learning. Video games are also considered as good and interesting 

tools for training however, they are mainly used for less technical concepts and raising awareness 

programs. Virtualisation provides the teaching environment that permits the creation and use of 

virtual environment for a physical machine, network or operating system [30]. The virtualisation is 

used to simulate different types of cybersecurity scenarios for teaching at advanced level.   
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7 Path forwards to D12.3 

The aim of D12.2 is to set the scene with regards to the positioning of existing cybersecurity standards 

and training on offer today and to understand the gaps between requirements and the current 

offerings. Moving towards D12.3 FORESIGHT proposed standardisation [This report, will present ‘new’ 

methods, guidelines and policies related to standardisation and certification activities], the goal is to 

take the lessons learned and the gaps and challenges identified within this deliverable and combine 

them with the results of D4.4 FORESIGHT certification program to ensure there is clear alignment 

between those two deliverables and the wider FORESIGHT project.   
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8 Conclusions 

In the design of cybersecurity courses, the following issues are required to be addressed:  

• The topics and subjects covered in the curriculum 

• The skills and competencies expected from the students at the end of program 

• The level of competencies (e.g. beginner, intermedium, advanced)  

• The design and delivery (e.g. embedding diversity and inclusivity) of the program 

• The evaluation components for the student’s assessment 

• The students’ competencies levels 

• The educator’s and students’ feedback about the program 

As it was discussed earlier in this report, there are at least two problems related to the cybersecurity 

skills shortage including, the shortage in the number of cybersecurity professionals and the skills 

shortage in the cybersecurity sector. Therefore, it is recommended that attempts should be focused 

on implementing a short-term planning and a long-term planning where in the former, the topics and 

subjects covered in the curriculum should be highly dependent on the organisations’ expectations of 

employees and the skill sets for the required roles.  In the long-term planning, the investment should 

be targeted on promoting cybersecurity profession among school kids and engaging in initiatives such 

as STEM or cybersecurity competitions as well as embedding cybersecurity modules into the 

educational curriculums at the schools' level and other none-cybersecurity courses in Higher 

education. The standards such as NICE, NIS, and NERC-CIP or CyBOK skills framework published by 

NCSC provide sufficient guidance for the educators to determine the skill sets for learning outcomes 

of the programs. The research suggests that the pathways available to students who want a job in the 

field of cyber security are not particularly clear [29] which should be addressed in order to attract more 

individuals entering into the profession. 

Students are coming from different ethnicity and social background with various levels of technical 

knowledge and learning capabilities therefore, it is highly recommended to embed diversity and 

inclusivity in the design and delivery of the cybersecurity educational programs.  

Project based learning is one of the efficient teaching methods where students work as a team on real 

world scenarios for example, organisations can assign students working on cybersecurity attack 

exercises similar to cybersecurity incidents occurred in their network in the past, preparing students 

for their roles and to understand the possible types of security attacks that might target their network. 

These teaching and hands-on exercises can be delivered using interesting and exciting teaching 

platforms such as recently developed cyber ranges (e.g. SANS…), providing students almost a real 

environment to apply their knowledge that can be used as a part of their assessment. Research 

suggests that the students prefer hands on teaching approach rather than some of cyber security 

courses that are too ‘academic’ [29]. It is important to mention that the program should include a 

variety of assessment types in order not to put some of students in disadvantage since some students 

perform better in practical exercises than knowledge based or vice versa. One of the effective methods 

that the students would develop deep understanding of the subject is to setup tasks for students in 

small groups to design and develop hands-on cybersecurity scenario exercises (acting as an instructor) 

which can be used by other students to gain hands-on experience along with exploring the 
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vulnerabilities and mitigating the attacks (e.g. CTF).  It is vital to request students’ and tutors' feedback 

in order to improve the program regularly.   

Furthermore, while a solid foundation in cybersecurity is essential for all professionals entering the 

sector, given the criticality of the aviation, naval and power domains to the continued operation of 

significant functions of the world’s economy, advanced training standardisation and certification is 

essential to ensure the continued uninterrupted operation of these domains. Standardisation is 

particularly vital within cybersecurity sector and the existing cybersecurity skills frameworks such as 

CIISec or NIS are required to be integrated and developed as a single framework to avoid overlapping 

contradiction and incompatibilities, creating a clear cybersecurity path for the employers and students. 

Based on that developed skills framework, cybersecurity certifications then can be developed and 

acquired by the students who are entering to a specific cybersecurity career path. Therefore, this 

requires a joint effort between the cybersecurity standardisation bodies for adequate standardisation 

supported by governments, industries and academia.   

In order to tackle the cybersecurity skills shortage, some additional recommendations are presented 

as follows [1]: 

• Cybersecurity is a multi-disciplinary science therefore; in the design of teaching programs the 

focus should be on multi-disciplinary skills development.  

• Establish collaboration mechanisms between academia and industry to design and deliver 

cybersecurity programs with certain specialization that are required by industry (i.e. 

customisation for a specific infrastructure). 

• Establish collaboration mechanisms between academia and industry to design crash 

cybersecurity courses for a fast injection of cybersecurity professionals to the job market. 

• Establish collaboration mechanisms between academia and industry to organise and promote 

regular cybersecurity competitions at all levels. 

• Establish collaboration mechanisms between academia and industry to support and fund 

community built shareable curriculum and training modules that are more agile and 

responsive to real life security threats and changes in the digital world.  

• Establish infrastructure to enable specialists in various areas in cybersecurity to include multi-

disciplinary knowledge via offering educational modules. 

• Support development and enhancement of collaboration mechanisms among academia, 

industry and governments, in order to ensure consistence coverage of cybersecurity 

proficiency across Europe. 

•  Establish mechanism to raise awareness of skills and roles in high demand across Europe in 

order to encourage more individuals entering into the cybersecurity profession. 

• Create a repository of self-study online cybersecurity modules to improve EU-wide access to 

cybersecurity education and training. 

•  Explore feasibility of students' exchange and internship programs across EU countries to 

exchange knowledge and expertise. 

• Develop common terminology and a common body of knowledge to regulate and standardise 

the educational programs.   
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• Provide a clear pathway for those graduating from wider cybersecurity training and 

certification programmes to a specialised programme for each domain (aviation, naval and 

power) 
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